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Abstract 

This report discusses the work being carried out in WP2, which is about offering a smooth and an 
efficient lifecycle management of both the resources composing the platform and the services running 
on top of it. In this work, an introduction to the CHARITY platform, consisting of the High Level 
Orchestration and the Low Level Orchestration, is provided, along with some intelligent algorithms for 
the lifecycle management of XR services such as service scheduling and service relocation. This report 
also introduces a monitoring framework and a security framework for XR services. Finally, an XR 
application management framework is also presented.  
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The final aspect of this deliverable focuses on the interface between the CHARITY platform and XR 
providers and developers. An application management framework is introduced, allowing XR 
developers to define blueprints for their services. These blueprints are then utilized by both the high 
level and low level orchestration frameworks for deployment and life-cycle management of XR 
services. 
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1 Introduction 

Having defined the architecture of the CHARITY platform in D1.3, we still need to actually define and 
devise the algorithms and mechanisms that shall run within the components of the architecture. 
Effectively, in the first phase of the project, the general architecture of the platform was introduced, 
including all the necessary components of the orchestration framework. Intuitively, these components 
consist of several algorithms that would bring the necessary intelligence to the envisioned platform. 
Such algorithms would perform actions such as Virtual Network Function (VNF) placement, cloud and 
network resource scheduling, service migration, path computation, etc. 

This document represents the last version of the deliverable, based on the initial version D2.1, that 
introduces the orchestration framework of the CHARITY platform. It introduces and summarizes all the 
activities that took place in the ambit of WP2. Following the guidelines of the CHARITY architecture, 
this deliverable is meant to devise, implement, and experimentally evaluate some of the algorithms 
and the building blocks of the architecture. 

 
Figure 1: Mapping CHARITY reference architecture with High-Level and Low-Level Orchestration (D4.2). 

This deliverable is structured as follows. Hereunder, explanation will be provided on the evolution path 
that has been taken by the CHARITY architecture. In Section 2, the high-level orchestration (HLO) 
framework is introduced, along with the interplay that happens between the XR service and the 
orchestration framework. Section 2, together with Sections 6-8, also introduce some smart closed 
loops algorithms that composes the CHARITY orchestration framework. The low-level orchestration 
(LLO) framework, which intends to provide the means for proper resource instantiation and actual 
deployment in multi-domain infrastructures, is provided in Section 3, along with the enabling 
technologies and tools. LLO is responsible for infrastructure provisioning, networking, and application 
deployments. Monitoring and resource usage prediction define the focus of Section 4. Therein, the 
monitoring architecture is presented along with the tools that would be used for its implementation. 
Relevant networking and computation prediction mechanisms are also introduced. These are used for 
forecasting purposes that can be leveraged by the high-level orchestration framework to take pro-
active decisions, as explained in Section 2. In Section 5, the application management framework is 







D2.2: Edge and cloud infrastructure resource and computational continuum orchestration system 

Copyright © 2021 - 2024 CHARITY Consortium Parties  Page 20 of 180 

 
Figure 3: New XR service deployment request steps. 

 

 
Figure 4: New XR service re-deployment request steps. 
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The results validate the solution of layered orchestration according to the HLO/LLO decomposition 
even for the case of detailed QoS models and costly optimization algorithms, as long as resources are 
grouped together by their virtual clusters, allowing the high-level orchestrator to deal with one or more 
orders of magnitude less variables via its (MILP) solver plugin.  

  
Figure 6: MILP solver execution time in seconds, flat vs layered execution (Sauron = main HLO); (left) MEDIUM 

scenario (right) LARGE scenario. 

Table 2: Number of MILP variables and constraints in the LARGE scenario, flat vs layered orchestration. 

Orchestration Version #apps #resources Decision 
variables 

 

#constraints 
in group 1 

#constraints 
in group 2 

Flat (single MILP instance) 500 700 350000 500 2100 
Layered (Sauron = top level HLO) 500 70 35000 500 210 
Layered (domain HLO or LLO ) *worst case *500  10 *5000  *500 30 

 

To conclude, the above-mentioned Complex Scenario Optimal Solver (CSOS) tackles the Multi-
Resource Multi-Objective Generalized Assignment Problem (MRMOGAP) for optimally deploying 
application components across available resources in the CHARITY federation. This is done by 
formulating the MRMOGAP as a Mixed-Integer Linear Programming (MILP) problem. CSOS parses the 
application's TOSCA blueprint and gathers data on available resources to generate the MILP instance, 
encoding constraints such as not exceeding resource capacities, satisfying component requirements 
(e.g. CPU, memory, latency), and ensuring each component maps to exactly one resource. It then 
solves the MILP problem using solvers like COIN-OR CBC to find the optimal allocation. If a solution 
exists, CSOS augments the blueprint with allocation details for deployment; otherwise, it requests 
additional resources from the orchestrator. The CSOC facilitates the HLO module to perform the high-
level phase of resource allocation in the CHARITY platform by deciding on the most suitable 
deployment topology with regard to the specific XR application deployment requirements and 
resources available in the CHARITY deployment targets. 
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instance, from the URL of a service to the Kubernetes namespace where the services are deployed. 

 
Figure 11: TOSCA Model Example. 

In Figure 11, an example of a TOSCA specification can be seen. The TOSCA model possesses four major 
types of elements: the Components, the Nodes, the ConnectionPoints, and the VirtualLinks. All these 
elements have diverse attributes and requirements that need to be translated to actual components 
that can be perceptible to Kubernetes. The Components are the elements that provide information 
about the service itself, such as the image and the name of the service. The Nodes have information 
about the components of the application, such as the image and the technical requirements of the 
service. The VirtualLinks provide mainly information about the technical requirements of the 
connection, such as the minimum bandwidth and the maximum latency required. The 
ConnectionPoints have information about the exposition of the components. Specifications such as 
the port and the protocol of the service, as well as the VirtualLinks to which the service is associated. 
In this way, it is possible to know which components are connected to which and how the 
communication between them is supposed to be done. To accomplish the propagation of the output 
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4 Monitoring & Forecasting 

Monitoring encompasses the process of collection, analysis and use of information systematically, that 
provides the continuous visualization and perception of the status of an application, service or 
infrastructure. Such continuous monitoring process provides a way to analyse the environment to 
check whether applications and infrastructure run as expected. Indeed, the real-time monitoring of 
the environment allows, for instance, to minimize the response time to incidents (e.g., the detection 
and mitigation of cyber-attacks). Whenever an incident happen beyond the expected behaviour, it is 
possible to timely take the appropriate actions and decisions. In past, monitoring fundamentally served 
as a decision support for manual interventions of service and infrastructure administrators. As we 
progress into more complex and challenging scenarios, as envisioned in CHARITY, monitoring and 
prediction algorithms (based on the instrumented metrics) assume a new relevance in the 
orchestration and life-cycle management of next-generation applications. The input is formed upon 
which all the intelligent orchestration mechanisms are built. The concept of closed loops control and 
the envisioned automation of intelligent orchestration highly depends on a comprehensive real-time 
monitoring approach and on the quality of collected metrics.  

This section explains the monitoring framework implemented for CHARITY to reach a dynamic multi-
cluster architecture. Also, it details the data gathered, used as a data source for forecasting algorithms 
and responsible for activating the custom alerting system that leverages real-time and predicted 
performance information.  

4.1 Goals and Research Challenges 

In a Cloud Native environment, the monitoring process has a critical role to provide the required 
observability over the complex (and potentially large) number of micro-services spanning across 
distinct domains. Manually monitoring such an environment is no longer a viable task, instead the 
usage of monitoring tools allows the achievement of the required degree of automation. As we move 
towards intelligent orchestration platforms such as the CHARITY case, resource monitoring would play 
a critical role into supporting not only automation but has also a valuable input for all the resource 
prediction algorithms, as detailed later. 

Monitoring tools provide observability over metrics at different levels, such as excessive or unusual 
CPU utilization patterns which might impact the system performance, memory-related metrics to 
detect memory leaks and other unexpected behaviours, disks running out of space, unauthorized 
network traffic flows or slow/bogus service APIs responses. In Cloud Native environments, such 
monitoring tools are used to ensure that infrastructure assets including servers, nodes, pods, 
containers behave as expected. 

Resource monitoring, especially within a Kubernetes cluster, is a daunting and challenging task. There 
are literally hundreds of metrics which can be extracted from all the layers, components and 
applications and not all of them are always relevant for every single orchestration task. For instance, a 
network state prediction algorithm will likely need only a subset of network-related metrics. 
Additionally, dynamic, ephemeral and loosely coupled micro-services pose an architectural challenge 
of how to extract and collect all the different service-related metrics. 

Hence, in a Cloud Native environment, one of the biggest challenges is not only to understand which 
metrics should be used but the efficiency and efficacy of the collection, aggregation and all the 
preprocessing, which ideally should occur near real-time. This challenge is further aggravated when 
one considers the traits of next generation of XR applications such as their latency constrains and the 
amount of involved data. Likewise, the monitoring of specific XR metrics poses different challenges. 
For instance, measuring the quality of a video streaming as perceived by users as part of the overall 
QoE assessment is a major challenge [1]. 

Moreover, monitoring tools should also have the following characteristics [2]: extensibility to 
accommodate scalable and dynamic environments in a flexible way; portability to enable the 
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Despite the benefits of Dynatrace and Datadog, they are not open-source which can pose adoption 
barriers or customization issues. Kubewatch is useful for monitoring basic configuration changes but it 
does not fit into the purpose of collecting distinct metrics from a Kubernetes cluster. Zabbix although 
somehow more complex based on the initial observations, it offers a large range of integrations which 
might prove useful for certain task. In other ways, Weave Scope seems to be more focused on the 
graphical representations of elements (e.g., the topology maps) and it lacks other useful monitoring 
capabilities. Prometheus and the EFK stack are typically referred as the most widely adopted choices 
for a generic monitoring solution given their extensive list of features, large open-source communities 
and the range of integration options with third-party components (e.g., Prometheus exporters16 or 
Fluentd datasources17). 

Figure 13 illustrates the envisioned implementation of the EFK (Elasticsearch, Fluentd and Kibana) in 
CHARITY. Fluentd collects the metrics and send them to Elasticsearch. Elasticsearch can be leveraged 
to implement different analysis mechanisms, whereas Kibana can be used to visualize such information 
in a graphical interface. Likewise, Kibana can also feed the orchestration tasks by providing alerts. 

 
Figure 13: Implementation of EFK based on Kubernetes, adapted from18. 

Similarly, Figure 14 illustrates how Prometheus and Grafana tools fit in the CHARITY project. Different 
Prometheus exporters are used to collect metrics from the deployment plane. These metrics, persisted 
by the Prometheus server, are meant to be used by the orchestration tasks. Likewise, the AlertManager 
Components of Prometheus can be also leveraged as an important input for orchestration tasks. 

 
Figure 14: Implementation of Prometheus and Grafana based on Kubernetes adapted from19. 

 

 
16 https://prometheus.io/docs/instrumenting/exporters/ 

17 https://sematext.com/blog/kubernetes-monitoring-tools/ 

18 https://dytvr9ot2sszz.cloudfront.net/wp-content/uploads/2018/06/kuberbetes-monitoring-arch-1.jpg 
19 https://sysdig.com/wp-content/uploads/Blog-Kubernetes-Monitoring-with-Prometheus-4-Architecture-Overview.png 
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Finally, it is important to refer that despite of the advantages of using a generic solution like 
Prometheus for persisting and exposing numerous heterogeneous metrics, the choice will actually 
depend of the exact metrics that are needed by each orchestration mechanism. Thus, distinct solutions 
will be further considered and investigated as part of the overall CHARITY research and development. 

4.3 Monitoring Solutions 

4.3.1 Cloud Data Monitoring 

Crossing the existing tools with the demands of a XR monitoring tool, the heterogeneity is achieved 
with Prometheus, an open-source tool that collects metrics from configured endpoints, stores them 
as time series and provides a functional query language to select, aggregate and filter data. The default 
Prometheus deployment, as shown in Figure 15, also provides its own alerting system to set limits over 
monitored metrics and handle alert notifications.  

 
Figure 15: Prometheus architecture (Prometheus.io)  

The pull mechanism is another of the strong points of Prometheus, it scrapes data from endpoints and 
limits the push mechanism to short-lived jobs that are not always available. In an ecosystem with so 
many microservices deployed and in so many places, the tool could become a bottleneck, but pulling 
metrics allows backward error traceability against network failures by being able to check them from 
the origin. 

Figure 16 shows the monitoring architecture of CHARITY, where the multicloud and agnosticity 
premises are fulfilled by adding Thanos, a storage Prometheus setup that collects data from the 
Prometheus server deployed in each cluster. Thanos collects data from servers outside the cluster 
where is deployed by using sidecars, components deployed along with Prometheus that collect data 
from the monitoring server and share them with the central data storage.  

Prevention and reaction are the most complex objectives to reach in a highly heterogeneous 
ecosystem like CHARITY. The adaptative network requires the minimum human involvement given the 
difficulty of locating problems in such a complex architecture. For this, a new tool has been added to 
convert the static configurations of Prometheus into a dynamic system capable of set new endpoints 
to scrape. The so-called Monitoring Manager works with the high-level orchestrator and adapts the 
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configuration of the Prometheus servers deployed in each cluster using a template repository to 
automatize all the changes in the monitoring system and applying them to the server. The 
functionalities of the Monitoring Manager, described in deliverable D3.2, are available through an 
HTTP API. 

 
Figure 16: CHARITY monitoring architecture. 

Prevention is also granted by Prometheus Alertmanager, that triggers alerts according to the 
performance thresholds defined by UC owners in the AMF. Migrating a service susceptible of failure is 
the reactive mechanism allows to guarantee XR extreme performance requirements. In CHARITY, this 
protection is at two levels: current performance and predicted performance. The first one is triggered 
by the current performance of the monitored component, which means that the migration it triggers 
aims to correct a certain condition, like exceeding a limit value established by the UC owner. The 
second one by forecasting predictions, where the migration does not seek to reverse an existing 
situation, rather to prevent it from occurring. The notification types are described in deliverable D3.2. 

Grafana is the visualization tool that completes the monitoring framework, given its extensive use in 
the open-source community. Grafana allows to use both Thanos and Prometheus as data sources, 
provides powerful functions to create dashboards and multiple panels to display data in the most 
convenient way for engineers in charge of system observability. 

4.3.2 Network and Infrastructure Data Monitoring 

The monitoring framework, as illustrated in Figure 17, provides data to the Data Analytics Engine, the 
High-Level Orchestrator and the Resource Indexing. The first one requests time series of monitored 
data to perform predictions, the other two use monitored and predicted data to take deployment 
decisions regarding the resources available. All the data consumed by these components is exposed 
by Prometheus exporters. 

Since Prometheus is one of the leading monitoring solutions, many third-party systems offer custom 
Prometheus exporters along with their tools. Many other exporters have been developed by the large 
and proactive community behind Prometheus that enriches the project. These exporters are tools that 
collect, process and expose metrics, that are available to Prometheus through an HTTP endpoint. The 
configuration with the endpoints to scrape is specified in a ConfigMap, that modify the list of targets 
monitored by Prometheus, as shown in Figure 18. The metrics consumed by the previously mentioned 
components are extracted from two tools: cAdvisor and Liqo exporter. 
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Figure 17: Monitoring framework integration with other components of CHARITY.  

 
Figure 18: List of targets monitored by Prometheus. 

cAdvisor, or Container Advisor, is the tool developed by Google to monitor container performance. 
The monitoring framework uses the metrics of Table 5 to monitor cluster CPU, memory and storage, 
values used to perform predictions and provide the cluster status to the Resource Planning. Regarding 
network monitoring metrics, Liqo20, the tool that manages cluster interconectivity, exposes its own 
metrics regarding links status, traffic and latency. 
 

Table 5: Prometheus metrics used in CHARITY. 

Metric Definition Exporter 

machine_cpu_cores Number of logical CPU cores cAdvisor 

machine_memory_bytes Amount of memory installed on the machine cAdvisor 

 

 
20 https://docs.liqo.io/en/stable/usage/prometheus-metrics.html 
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Figure 19: Example time series returned querying Thanos about a migrated service. 

4.4 Forecasting Algorithms 

4.4.1 Computation Utilization Forecasting 

The efficiency of managing and orchestrating Edge & Cloud resources can be greatly enhanced by 
accurately predicting their perspective time-evolving resource utilization metrics. According to 
scientific literature, some metrics that can be employed in the prediction process are CPU, RAM, 
bandwidth and disk I/O. By implementing a predictive approach in regards to management and 
orchestration, it is possible to dynamically allocate cloud resources in a manner which is efficient in 
terms of resource utilization and is compliant with the constraints imposed by Service Level 
Agreements (SLAs). 

The performance of applications is closely intertwined with the resources that they run on. Thus, it is 
of paramount importance for computational resources to operate within a specific range. This range 
is formulated in a manner which prevents resource under-utilization and over-utilization. In order to 
guarantee that resource utilization shall be kept in this specific range, it is possible to allocate 
additional computational resources in case of over-utilization or to deallocate some resources in case 
of under-utilization. This process is referred to as Horizontal scaling. In many cases, the process of 
deploying a virtual machine requires time in the order of several seconds which may make a reactive 
approach rather inefficient in terms of properly handling sudden bursts in resource usage. Fortunately, 
the use of predictive mechanisms solves this issue by providing predictions regarding the utilization 
that is expected to take place during the specific time-frame. These predictions are then leveraged in 
order to conduct proactive scaling. Another prominent functionality that benefits from utilizing a 
resource utilization prediction mechanism is task offloading. Task offloading is the process of choosing 
which computational resources shall handle specific tasks. By doing so, the overall workload can be 
distributed across the various resources in a manner which guarantees better response time. The 
selection process is based on the requirements of the tasks and the processing capabilities of the 
resources. 

There have been numerous approaches in regards to how to properly predict resource utilization [9].      
Some of these frameworks are based on the use of ARIMA models, such as the ARIMA-DEC [10]. which 
is VM provisioning technique based on load prediction. In [11], a proactive approach is proposed to 
cope with the dynamic resource provisioning which requires the use of the ARIMA model in order to 
perform predictions. Another approach is the use of recurrence-based neural networks such as the 
LSTM networks. In [12], an LSTM-based model is used in order to predict future CPU utilization. 
Furthermore, in [13], unidirectional and bidirectional multivariate LSTMs were used in order to 
forecast resource usage in Cloud datacenters. Contrary to these approaches examined thus far, there 
is also the choice of leveraging multi-step forecasting. In [14], an Encoder-Decoder network (GRUED) 
is used in order to perform sequence to sequence modelling. GRUED uses two Gated Recurrent Unit 
(GRU) networks which operate as a pair of GRU Encoder and GRU Decoder. 
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Computation Utilization Prediction can provide substantial benefits in terms of guaranteeing reduced 
latency and advanced fault tolerance. Violos et al. [15] showcases how Deep Learning (DL)-based 
Computation Utilization Prediction can be leveraged in the context of Horizontal Autoscaling in order 
to provide reduced latency. Figure 20 shows the architecture of the proposed double tower neural 
network. 

 
Figure 20: Architecture of the proposed Double Tower Neural Network  [15]. 

The composite DL network is designed to satisfy the particularities of the Edge infrastructure and the 
resource usage metrics. Since resource metrics like CPU, RAM, disk, and bandwidth have sequential 
dependence, Recurrent Neural Network (RNN) can provide an appropriate type of neural layers. RNN 
combines the advantages of DL with the characteristics of time-series forecasting. There are different 
types of RNN architectures and the two most prominent are the GRU and LSTM approaches. Each 
individual processing node is examined separately for future resource usage. However, in order to 
trigger the node replication, the DL model of each node should be aware of its own status and the 
whole Edge infrastructure status. The Edge node which is examined is also called local and the whole 
Edge infrastructure is called global. Because the local and the global status affect each other we 
propose the use of a composite DL model that combines the two in order to provide the local resource 
utilization predictions. Details regarding the specifics of the proposed model can be found in [15]. 

In order to support these claims with regards to the efficiency of the proposed model, we performed 
a large-scale experimental evaluation in a simulated edge computing environment with CloudSim Plus. 
The simulation lasted one week and more than 1,500,000 tasks were generated and offloaded onto 
the edge processing nodes. The tasks were generated by a mixture of Gaussian probability distributions 
for the workload to simulate the working behaviour of employees who have peak of application 
requests at 11:00 am in the morning. The simulation begins with five running processing nodes and 
there are 15 more backup nodes for potential replication. 

When a resource over-utilization is predicted, the scale up takes place proactively in order to keep the 
QoS in an acceptable range. We set the predictions of the proposed model to have a time frame of 10 
minutes. In our experiments we compared the Reactive Horizontal Scaling Mechanism, the Kubernetes 
Horizontal Pod Autoscaller and the proposed IHPA. Hereunder and for the sake of brevity, we will call 
the first two as Reactive and Kubernetes. The experiments took place offloading the tasks with the 
MinMin, MaxMin and the RoundRobin (RR) task scheduling algorithms. 

In the experimental evaluation, we see the accuracy of the double tower deep learning model, in terms 
of error metrics, compared with other baseline and state of the art prediction models. Next, we see 
the concrete outcomes of the proposed method in terms of Edge computing performance metrics i.e., 
execution time, throughput and the number of active resources per hour. We compare these 
outcomes with the reactive and the Kubernetes autoscaling methods for the three task offloading 
mechanisms. 

The error metrics we use are the Mean Absolute Error (MAE) and the Root Mean Squared Error (RMSE). 
The MAE expresses the average absolute difference between the target values and the predicted 
values. Squaring the prediction errors and averaging the squares we have the RMSE. RMSE expresses 
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the standard deviation of the errors emphasizing on the spread out of the errors. MAE is preferred 
when all the errors have the same importance, while RMSE is prioritized when we should penalize the 
large errors even if they are just a few. 

The execution time has been evaluated through different statistical measurements. Average Execution 
time (Avg. Ex. time) declares the mean time for all the tasks of the experiment. Median Ex. time refers 
to the middle values. Standard deviation declares how much the execution times of the tasks differ 
from the average value. Two additional statistical measures are the skewness and kurtosis. Skewness 
indicates the symmetry of the values in execution time and a right-skewed distribution is better than 
a left one. Kurtosis indicates if the distribution of the time values is heavy-tailed or light-tailed. An 
additional evaluation metric is the tail latency. Tail latency is the 98th percentile and represents the 
2% longest response times in the system. It is an important metric because these longest responses 
affect in a significant way the SLAs and the QoS. Throughput declares the average number of tasks 
completed per second for all the processing edge nodes. Active VMs per hour refers to the number of 
VMs that are active and running per hour. This metrics is closely intertwined with the pricing that is 
charged by the infrastructure providers. 

The Reactive Autoscaling mechanism decides every 60 seconds whether the network should allocate 
additional nodes, release some running nodes or continue with the same topology. The decision is 
being made reactively and independently of each node and is based on its average CPU utilization 
recorded during the last minute. The main objective is to ensure that each processing node operates 
in 40%-70% capacity in order to avoid under-provisioning and over-provisioning. If the current CPU 
utilization exceeds the 70% upper threshold the scaling mechanism in CloudSim Plus decides to 
allocate additional nodes. If the predicted value is below 40%, the scaling mechanism decides to 
release the under-utilization nodes after its running tasks have been completed. Because the scaling 
decisions take place after the resource metrics exceed the threshold, there will be a significant delay 
in the instantiation of the new nodes. As we will see in the next subsection, these delays regarding the 
deployment and startup time of the node will also affect the tasks execution times. 

Each pod is a representation of a single instance of a running process in the Edge infrastructure and 
runs at least one container. In the CloudSim Plus experiments with the Kubernetes autoscaling 
mechanism, each pod was designed to contain a single container in order to facilitate a computational 
paradigm similar to the one used in the Reactive Horizontal Scaling Mechanism. By doing so there is a 
direct analogy formed between pods and network hosts with containers and VMs respectively. Firstly, 
the incorporation of the Intelligent Scaling Mechanism in the experiments requires the additional 
integration of the DL prediction model in CloudSim Plus. Next, in the same way with the previous 
autoscalers, once every 60 seconds information regarding each node is gathered. In addition, for each 
node the last 20 sampling metrics are stored in order to form the time-series of the local nodes. These 
sampling metrics are multivariate and include the following six features: VM ID, timestamp, CPU, RAM, 
Bandwidth utilization and the number of processed tasks that correspond to the last minute. 

In the context of the experiments there are 20 local representation vectors, each one corresponding 
to a different node. By aggregating their values, we create the unique global representation vector. 
The global representation vector describes the Edge infrastructure in a single timestamp and consists 
of the metrics of all local nodes. Thus, once every 60 seconds, 20 local representation vectors and a 
single global representation vector are created. All the representation vectors bear the same 
dimensions (6*1). This fact allows the concatenation of each one of the local representation vectors 
with the global. The result is the creation of 20 hybrid representation vectors that are later used as 
input for the proposed model. The proposed produces 20 distinct predictions, each one describing the 
expected CPU utilization for its corresponding node. Similarly, to the scaling mechanisms described 
before, the Intelligent autoscaler also keeps the CPU utilization in the 40%-70% zone. The fundamental 
difference is that the Intelligent Scaling Mechanism utilizes the predicted values of CPU to make 
proactively the scaling decisions instead of the Reactive and Kubernetes autoscalers that utilize the 
current CPU metrics. 
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The composite DL model was integrated in an Edge simulation of CloudSim Plus. We simulated an Edge 
infrastructure that consists of a set of nodes, 5 available to us by default, and another 15 that can be 
activated for intelligent replication when needed. We simulated the local and global resource 
monitoring process, measuring CPU, RAM and bandwidth values, and saving those values every 60 
seconds (time-step). The task offloader of the infrastructure was receiving incoming traffic and was 
assigning each task on a node, based on the following scheduling algorithms: RoundRobin, MinMin, 
and MaxMin. 

The local and global resource usage metrics are being monitored and then fed to the IPFT mechanisms 
of each processing node. During every single time-step we use the monitoring data in order to 
formulate the appropriate data representations, featuring the past time-series measurements of a 
single node, as well as the state of the infrastructure as a whole. The input is then fed to the composite 
DL model, enabling it to make predictions of resource usage for every node in a time horizon of 10 
minutes. In this experimental set up we made the assumption that the preparation time for the 
infrastructure to assure its availability and robustness to faults is 10 minutes. 

The simulation lasted for seven days and the tasks were generated by a mixture of Gaussian probability 
distributions that simulate a realistic application workload behaviour. The processing nodes simulated 
the processing capabilities of Raspberry Pis. We defined a process fault if the time execution of a task 
lasts more than one second. The selection of one second is a reasonably acceptable latency for several 
data analytic applications. Trying different latency times for the process faults, we noticed that the 
IPFT performance was in a similar way better than the reactive approach. In the reactive Fault 
Tolerance approach, a node replication is triggered in case of a fault is taking place. In Table 7, as we 
will thoroughly discuss in the next section, we compare the IPFT mechanism to the reactive FT 
approach. 

In order to evaluate the performance of the IPFT mechanisms, we used a set of fault tolerance 
evaluation metrics. Mean Time To Failure (MTTF) is defined as the expected time to failure given that 
the system functions properly. MTTF is an evaluation metric which corresponds to the overall inability 
of the Edge infrastructure to operate properly and thus, it is calculated by taking into consideration 
the number of faults regardless of the actual processing node that failed. Mean Time To Repair (MTTR) 
is defined as the expected time required to repair the system after a failure occurs. For the MTTF the 
higher values are the better and for MTTR the lower values are the better. These evaluation metrics 
are calculated in terms of seconds. 

Two additional Fault Tolerance evaluation metrics are the Reliability and Maintainability. Reliability 
refers to the ability of an Edge infrastructure to run continuously without any failure. Maintainability 
refers to how easily a failed system can be repaired. Both Reliability and Maintainability are numbers 
with no units and higher values mean better performance. 

Table 7: Experimental results of the proposed IPFT. 

 
The experimental results are summarized in Table 7. We compared the IPFT mechanism to the Reactive 
Fault Tolerance (RFT) approach. The RFT approach performs node replications after a fault occurs. 
Regarding the task offloading algorithm we used the Round Robin (RR), the MinMin and MaxMin. The 
experimental result shows the superiority of IPFT compared to the RFT in all evaluation metrics. In 
addition, we see that the outcomes are significantly affected from the task offloading mechanism. This 
happens because the task offloading algorithms also integrate a workload balancing methodology with 
different criteria as we discuss in the following paragraphs. 
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In Table 7, we can see that in RR, MaxMin and MinMin the MTTF in IPFT has been increased compared 
to the RFT. This means that leveraging the resource usage predictions, faults occur more sparsely and 
rarely. We can see from the MTTR metric that in the event of a fault, the infrastructure will recover 
very quickly, scheduling the new tasks in processing nodes with low resource utilization. The reliability 
metric shows that by using the IPFT, the Edge infrastructure can provide the expected results up to 
93% of the simulation length, even during the stressing time periods of the simulated days. The 
significant improvement noticed for the Maintainability metric, declares that even if a fault occurs, the 
IPFT will increase the robustness of the Edge infrastructure. In other words, the IPFT will take timely 
the right measures by triggering node replication and task migration, in order to reduce the likelihood 
of subsequent fault occurrence. 

A fault is recorded taking into consideration all the Edge nodes that are currently active. This means 
that the MTTF value of 13.309 seconds in IPFT MaxMin includes the faults of different Edge nodes. In 
addition to that, some generated tasks had a large number of million instructions that would have 
provoked a fault because of the CPU unavailability in the processing nodes. In this case, we wanted to 
know how these tasks affect the MTTF and MTTR. From the analysis of the results, we saw that the 
variance of the task size is the reason that we see that the three different task offloading mechanism 
have different performance. In particular, the MaxMin algorithm gives higher priority in big tasks, thus 
we see a significantly better MTTF metric. 

During the simulation we examined the IPFT decisions and how the Edge environment operates. The 
simulation confirmed that the infrastructure takes advantage of the timely decision to trigger proactive 
actions, such as intelligent node replication and task migration before the number of tasks overwhelms 
the processing nodes. This can be particularly important for the infrastructure provider as it can save 
cost and energy, by shutting down nodes when they are no longer needed. Additionally, the provider 
can achieve a smoother flow of on-time completed tasks, avoiding crashes and minimizing QoS 
deterioration. 

While the aforementioned solutions provided exceptional results in terms of forecasting within the 
frame of single resource consumption metric at a time, when the need to conduct predictions that 
involve multiple metrics, they presented certain limitations. Towards tackling these limitations, 
members of the CHARITY project investigated the use of novel Deep Learning Encoder - Decoder 
architectures that are based on Graph Neural Networks.  One of these architectures (GCN-LSTM ED) is 
showcase in Figure 21. The showcased forecasting model architecture is capable of providing multi-
step multi-variate forecasting regarding CPU, Memory, and Network metrics.  More details regarding 
the proposed architecture can be referred to [16]. 

 
Figure 21: Architecture of the proposed GCN-LSTM.  

Figure 22 showcases the experimental results that examine the forecasting efficiency of the proposed 
solution. As one can see, the proposed solution (GCN-LSTM ED) managed to outperform its 
competitors in terms of multi-variate multi-step forecasting.  
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Figure 22: Experimental Results of the proposed GCN-LSTM (prediction accuracy).  

Furthermore, we examined the efficiency of the proposed solution within the frame of a simulation 
for proactive horizontal autoscaling using the aforementioned CloudSim Plus framework. The settings 
of the experiments were similar to the ones that were previously explored. The corresponding 
experimental results are showcased in Figure 23. As one can see the proactive intelligent approach 
that leverages the proposed GCN-LSTM ED manages to outperform the standard reactive approach.  

 
Figure 23: Experimental Results of the proposed GCN-LSTM (horizontal autoscaling). 

4.4.2 Network State Forecasting 

Network state prediction is vital for optimally managing the computational, storage and network 
resources that the various services run on. The network state corresponds to the amount of network 
traffic in relation to the various nodes. The term of traffic in the context of Edge and Cloud computing 
has two different interpretations. The first one refers to the amount of data which is traversing the 
network infrastructure. The second one refers to the amount of user requests / sessions conducted. 
The metadata corresponding to both traffic interpretations can be collected in the transport layer of 
the Transmission Control Protocol/Internet Protocol (TCP/IP) suite by using a traceroute network 
diagnostic tool. 

The service traffic prediction has a long history dating back to the 1990s. For many years, different 
methods have been used for modelling and forecasting the service traffic. In the beginning, point 
process statistical models like Poisson processes were used but they presented the limitation that they 
do not capture the self-similarity characteristic [17] of the sequence values. Afterwards, time-series 
models such as Autoregressive-Moving-Average (ARMA) and their variations Autoregressive 
Integrated Moving Average (ARIMA) and Seasonal ARIMA (SARIMA) [18] were used for traffic 
prediction and managed to minimize the operation cost taking into account two types of cost: i) the 
cloud resource costs which occur when non-essential resource provisioning is performed due to traffic 
overestimation and ii) the QoS degradation cost which occurs when the traffic is underestimated, 
resulting to fewer resources than actually needed being allocated and thus jeopardizing the 
satisfaction of the users of the data services. 

With the advent of Deep Learning, many decision-making models after being experimentally compared 
and redesigned, were ultimately replaced by Artificial Neural Network (ANN). The first studies showed 
that ARIMA performs better than simple feed-forward ANN [19]. The reason is that simple feed-
forward ANN approaches are not designed for sequential tasks. They allow information to travel one 
way and cannot capture the periodic and autocorrelation patterns that characterize network traffic. 
Recurrent Neural Networks (RNNs) are a different class of ANN that models temporal sequencing of 
data so that each observation is dependent on the previous ones running in both directions by loops 
in their network. Information derived from earlier input is fed back into the network providing a kind 
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to traffic and number of requests were produced by various LSTM-based models whose simpler and 
more shallow architecture enabled them to tune into the fundamental oscillation of the time-series. 
Yet, the Hybrid model was able to follow the signal more accurately by being able to produce 
predictions closer to the actual values. 

Similar to resource usage predictions that were previously explored, while the previously mentioned 
solutions yielded impressive results in forecasting in the frame of a singular service, they encountered 
limitations when extending predictions to involve multiple services. In addressing these challenges, 
researchers involved in the CHARITY project explored the utilization of innovative Deep Learning 
Encoder-Decoder architectures grounded in Graph Neural Networks. Figure 25 showcases one such 
architecture, known as GCN-LSTM ED. This highlighted forecasting model architecture demonstrates 
the capability to forecast service demand that corresponds to multiple services. Further insights into 
the proposed architecture can be found in the respective journal publication. 

Figure 26 showcases the experimental results that examine the forecasting efficiency of the proposed 
solution. As one can see, the proposed solution (GCN-LSTM ED) managed to outperform its 
competitors in terms of multi-service multi-step forecasting.  

 
Figure 25: Architecture of the proposed GCN-LSTM.  

 

 
Figure 26: Experimental Results of the proposed GCN-LSTM (prediction accuracy).  

4.4.3 SLA Violation Forecasting 

Crucial to ensuring the agreed service standards are Service Level Agreements (SLAs), which delineate 
the metrics against which service is measured, as well as the corrective measures or sanctions in case 
the agreed service levels are not achieved. The SLAs constitute the key documents between the service 
provider and the consumer, clarifying the quality and terms of the services agreed between the two 
parties for a specific time period. SLAs serve as regulatory procedures, establishing trust between the 
parties involved and specifying various guarantees that providers are required to offer to their 
customers. The agreements may encompass a wide range of Quality of Service (QoS) metrics that the 
provider aims to guarantee, including response time, throughput, availability, mean time between 
failures, or energy consumption, among others. In many cases, multiple of these QoS metrics are 
combined to form Service Level Objectives (SLOs). Additionally, SLAs detail corresponding service 
pricing and the penalties imposed in cases where providers are unable to offer the agreed-upon QoS. 
Furthermore, SLAs cover aspects such as service guarantee time period, credit, exclusions, and 
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granularity, with the latter referring to the resource scale specified in the service guarantee, which 
may correspond to data centre, service, instance, or transaction level. 

 
Figure 27: Architecture of the proposed Composite Model [24]. 

For service providers, minimizing instances of SLA violations is vital to enhancing customer satisfaction, 
avoiding financial penalties, and preserving their reputation. To prevent service violations and their 
consequences, service providers must establish mechanisms for monitoring and predicting QoS 
parameters. In cases of severe indications of violations, they must take immediate and effective 
measures to prevent them. Therefore, effective prediction methods are necessary for service providers 
to anticipate potential violations before they occur, enabling proactive countermeasures. Various 
prediction techniques are employed for predicting SLA violations, specifically for forecasting QoS 
parameters in future time intervals. However, the configuration of each technique varies based on 
several aspects, such as the choice of the prediction method, input formulation, and data patterns. 

 
Figure 28: Required input preprocessing and formulation. 

We explored various methods for predicting SLA violations occurring during the service provisioning 
between cloud customers and providers. While there are numerous network metrics pertaining to 
server-client interactions, the effective utilization of these metrics by an SLA prediction mechanism 
remains an open research question. We investigate three distinct data representation models for 
network characteristics: time series, content, and context representations. We find that a context-
based approach utilizing graph representations adeptly captures client associativity, thereby 
enhancing the performance of conventional SLA violation prediction models when integrated with 
them. Our SLA violation prediction employs neural networks, leading us to propose a composite model 
leveraging Graph Neural Networks (GNNs). In our investigation, we place particular emphasis on 
constructing graphs in various ways. We conduct a comprehensive performance evaluation of 23 SLA 
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prediction models categorized into three representation types: vector models based on network 
features, sequential models exploiting temporal QoS metric evolution, and graph models considering 
client associativity. 

The architecture of the proposed composite model is displayed in Figure 28. In order to provide the 
appropriate input to the proposed composite model it is required to follow the two steps that are 
displayed in Figure 28. Experimental results demonstrate that our GNN-based model notably enhances 
SLA violation prediction accuracy, rendering it a valuable tool for cloud and service providers. To 
conduct the performance comparison, we employ a range of classification and regression evaluation 
metrics. These diverse evaluation metrics enable us to delve into the specific strengths and weaknesses 
of each model. The SLA violation prediction mechanism endeavours to categorize the testing instances 
into four categories: Extremely Safe, Safe, Low Risk, and High Risk, based on the feature vectors. 
Therefore, we utilize Accuracy, Precision, Recall, and F1-score metrics. Additionally, to assess QoS 
metrics such as response time, we utilize Mean Absolute Error (MAE) and Root Mean Squared Error 
(RMSE), which are well-suited for continuous numerical data. It is noteworthy that these QoS metrics 
often serve as the focal parameters in SLA modelling and prediction efforts. For instance, Figure 29 
displays the experimental results that correspond to Precision. Figure 30 display the F1-scores that 
derived from the experimental evaluation process.  

 
Figure 29: Experimental Results of the proposed Composite Model (precision).  

 
Figure 30: Experimental Results of the proposed Composite Model (F1-score).  
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4.4.4 Optimal Image Placement Prediction 

The rise of data-intensive and latency-sensitive applications, known as NextGen applications, is a 
significant driver behind the expansion of Edge Computing. Edge computing promises to extend utility 
computing to applications that were not fully accommodated by the Cloud computing revolution. It 
achieves this by enabling the deployment of applications in proximity to users and data sources, 
addressing concerns such as latency, battery life, bandwidth costs, security, and privacy. These 
applications typically adopt a microservice architecture, comprising independently deployable and 
loosely coupled services. This architecture supports on-demand and dynamic behaviour to facilitate 
data and user movement. Consequently, microservices must be activated only when a specific number 
of users access them from the vicinity of a particular edge resource. As a result, edge devices are 
required to run multiple microservices over time, necessitating access to sets of 
VNF/application/microservice images (regardless of their nature, e.g., containers, Unikernels, etc.) to 
instantiate applications proactively. Providing access to these images poses several challenges, 
including limiting transfer time to align with the dynamic behaviour of the application, minimizing 
bandwidth costs for image downloads, and accommodating potentially limited storage capacities of 
edge resources. These challenges are compounded in scenarios with a high number of edge devices. 

Therefore, centralized image repository download may not always be feasible due to potential 
bandwidth costs and transfer time constraints. We advocate for a distributed approach where images 
are replicated across a subset of edge resources. Specifically, we propose an approach that divides 
edge resources into distinct groups and assigns an image to each group. The objective is to balance 
storage usage with the latency induced by image transfer. Ideally, these edge groups should be 
determined (and sized) automatically based on actual resource availability and application instance 
requirements (e.g., size, latency requirements, etc.). 

To achieve this, we model image placement as a Minimum Vertex Cover (MVC) problem [25] on the 
network connecting the Edge nodes. Subsequently, we introduce GNOSIS, a learning approach that 
combines Graph Neural Networks and Deep Reinforcement Learning. GNOSIS leverages the 
representation capabilities of Graph Neural Networks (GNNs) along with the strength of actor-critic 
Reinforcement Learning to provide robust solutions. We extensively evaluate GNOSIS across various 
network topologies and sizes, comparing it against a greedy approach considered state-of-the-art. 
While the Greedy algorithm demonstrates superior speed across all network configurations, GNOSIS 
outperforms it in terms of vertex cover quality for random and small-world networks, albeit falling 
behind for preferential attachment networks. 

Figure 31 displays the execution times (GNOSIS vs Greedy approach) in the context of various network 
topologies, across various number of vertices. Figure 32 displays the cost function (GNOSIS vs Greedy 
approach) in the context of various network topologies, across various number of vertices.  
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Figure 31: Experimental Results of the proposed GNOSIS (execution time). 

 
Figure 32: Experimental Results of the proposed GNOSIS (cost function).  
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4.4.5 Mobility Prediction 

Mobility forecasting is of paramount importance in the context of optimally orchestrating edge 
resources. Regional traffic forecasting presents a burgeoning challenge within the realm of urban 
mobility, holding significance across various domains including smart cities, Internet of Things, edge 
computing, wireless networks, and more. It involves predicting future traffic conditions across diverse 
geographic areas, characterized by grid-based or non-uniform partitioning, and spanning multiple time 
periods, ranging from minutes to hours. Dedicated forecasting models are utilized for this purpose. 

Despite its numerous advantageous applications, regional traffic forecasting is a complex endeavour. 
It necessitates accurate predictions of traffic conditions across different areas over extended time 
periods, owing to the intricate and interlinked nature of traffic systems, which exhibit both spatial and 
temporal characteristics. Spatially, traffic conditions in one region can be influenced by events 
occurring in neighbouring or distant areas, necessitating an understanding of the spatial dependencies 
between regions. Temporally, traffic patterns undergo dynamic changes influenced by time cycles of 
varying lengths, requiring models to capture both short-term fluctuations and long-term trends. 

Hence, constructing regional traffic forecasting models requires incorporating information regarding 
the topology of various regions and the populations traversing them. Technologies such as advanced 
traffic sensor networks and integrated geographic information systems facilitate the availability of 
such information by continuously monitoring, documenting, and archiving spatial and temporal data 
across multiple instances. By combining advanced modelling techniques, real-time data streams, and 
domain-specific knowledge, robust and accurate forecasting systems capable of handling the 
intricacies of regional traffic can be developed. 

In recent years, spatio-temporal graph neural networks, like GCN-LSTM, have demonstrated state-of-
the-art performance in various traffic forecasting problems, primarily due to their ability to effectively 
incorporate contextual information. However, only a small portion of these endeavors focuses on 
regional traffic forecasting. Additionally, the use of spatio-temporal graph neural networks for regional 
traffic forecasting has been limited, with prior attempts typically focusing on capturing either the 
spatial or temporal aspects of the problem. 

Members of the CHARITY project have managed to enhance the GCN-LSTM architecture to enable the 
integration of information pertaining to diverse populations (temporal aspect) and the regions they 
traverse (spatial aspect). This enhancement aims to develop more precise and refined prediction 
models by effectively fusing and distilling information. The outcome of this research effort is a novel 
spatio-temporal graph neural network architecture called WEST (WEighted STacked) GCN-LSTM. 
Moreover, the integration of the aforementioned information is accomplished through the utilization 
of two innovative algorithms known as the Shared Borders Policy and the Adjustable Hops Policy. The 
proposed solution is showcased in Figure 33.  
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Figure 33: Architecture of the proposed solution.   

Through an extensive experimental evaluation process, the ability of the proposed solution to 
significantly surpass its competitors was established. Figure 34 displays some of the experimental 
results that derived on the basis of a large scale simulation. The conducted simulation involved the 
divide of Central Park into 6 distinct regions. The showcased results are indicative of the fact that the 
proposed solution managed to outperform its competitors in terms of predicting the number of people 
in each one of these 6 regions across numerous time-steps. More details regarding the architecture of 
the proposed solution, as well as the specifics of the experimental settings can be referred to at [26].  

 

Figure 34: Experimental Results of the proposed solution.  
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4.5  Relation to CHARITY 

As highlighted several times, CHARITY aims to achieve a platform, inspired by the ETSI Zero-touch 
specification, which can be used to reduce the human interaction in the expected complex life-cycle 
management of next-generation XR applications. To fulfil such a vision, different orchestration and 
management functions will leverage the notion of control closed loops (e.g., MAPE-K loops) as a 
structured chain of steps from retrieving environment information up to the decision actuation. 
Orchestration and management functions require constant analysis of the managed entities. 
Monitoring is the initial step of control closed loops and is essential to track the real-time QoE of XR 
applications and to ensure they run as expected. In this vein, this section discussed different 
monitoring tools with a brief comparison among them and the monitoring solution with regards to 
cloud data, network, and service data/metrics. It then discussed how the obtained monitoring data 
can be leveraged for the prediction of computation and network resources, as well as the SLA violation 
and mobility feature of mobile XR applications with various effective prediction methods, e.g., AI-
based prediction algorithms, in the scope of the CHARITY framework. As mentioned before, the 
realization of more autonomous and intelligent orchestration mechanisms, as envisioned in CHARITY, 
highly depends on the inputs provided by such monitoring and prediction components. Hence it 
becomes critical to understand how they fit in the proposed architecture and how they can be used as 
the inputs for the proposed mechanisms. Together with the intelligent prediction algorithms, 
monitoring tools are key elements to automate the network and service management, reduce 
detection and decision times and minimize the need for human intervention in the overall service 
orchestration. 

 

 

   











https://www.trendmicro.com/it_it/devops/21/h/micro-frontend-guide-technical-integrations.html












D2.2: Edge and cloud infrastructure resource and computational continuum orchestration system 

Copyright © 2021 - 2024 CHARITY Consortium Parties  Page 79 of 180 

 
Figure 51: Editing of the Virtual Links section. 

Once the Blueprint Template editing has been completed, AMP displays a simple graph representing 
the network topology relations between the Blueprint Template objects (VNFs, CPs, VLs and Externals). 
Figure 53 shows the screenshot of the Blueprint Template described in this chapter. 
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Figure 52: Detail of the multi-select drop down list for specifying Virtual Link connectivity. 

 

Figure 53: Blueprint Template simple topology graph. 

After the design phase, AMP also guides the deployment phase of XR applications, from the Application 
Management Web GUI page. Figure 54 shows a screenshot of this page for the previously described 
Blueprint Template, notice the presence of the input variable GamerLocation, whose value needs to 
be filled in to provide the Orchestrator geo-location information about the clients to allow the 
placement of EDGE components optimizing their network proximity. 

 
Figure 54: XR Application Management AMP page.  
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Figure 61: Sample representation of a CHARITY Component and a CHARITY Node. 

Figure 62 shows an example similar to the previous one, specifying a container image as VNF image 
type, bur suggesting a CLOUD deployment, and the request for a specific GPU. 

 
Figure 62: Another sample representation of a CHARITY Component and a CHARITY Node. 
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6 Algorithms for Service Orchestration 

6.1 Deterministic Networking in Service Orchestration 

Optimal SFC (Service Function Chain) embedding onto physical networks has drawn much attention in 
the recent literature. However, most of the existing work in the literature focused on maximizing 
network throughput/resource efficiency, regardless latency requirements; whereas maximizing 
network resource efficiency while keeping the service latency and latency variation (jitter) within a 
deterministic bound has received less attention. In traditional networks, the end-to-end latency/jitter 
curves have a wide probability distribution with a long tail. A deterministic orchestration mechanism 
would ensure bounded end-to-end latency and delay variation with no long tails in an end-to-end 
converged network; ultimately supporting deterministic services such as XR services. Also, it is 
important to increase the profits of service providers by optimizing the resource allocation and 
placement of VNF instances while ensuring deterministic latency performance. Moreover, due to the 
highly dynamic nature of network traffic load, it is a challenge to embed SFC requests with 
deterministic latency bounds and lower jitter (i.e., SFC of XR services) during the SFC lifetime. 

 
Figure 67: Example of SFC requests in 5G edge networks [27]. 

Figure 67 shows an example of SFC request embedding in a 5G network. Edge nodes are equipped with 
a certain amount of processing resources and switching ability. At cell sites side, user devices generate 
SFC requests over time, and the SFC requests are featured with latency requirements, which are 
comprised of communication latency and VNF processing latency. These SFC requests can be also made 
in response to a request from XR application developers. Once a new SFC request arrives, optimal path 
selection and processing resource allocation should be performed in order to meet the latency 
requirement of the XR service supported by the SFC. For example, when a request for SFC 2 with an 
end-to-end latency requirement of 15ms arrives, considering the network load status and distance 
between source and destination nodes, Path 2 would be selected with communication latency of 2ms. 
Then the VNF processing budget would be 13ms. Therefore, it is important to allocate an appropriate 
amount of processing resources to each VNF composing the SFC in order to make sure the latency 
would remain less than 13ms while minimizing the cost of VNFs processing. 

To achieve deterministic orchestration, and as detailed in [27], we followed an approach that consists 
in separating this problem into two distinct sub-problems: (i) how to optimize the resource allocation 
and path selection for SFC deployment; (ii) how to adjust resource allocation to ensure the bounded 
service latency and jitter under the traffic variation, which can ultimately maximize the overall incomes 
for ISP. These two aspects form the whole procedure of lifetime management for SFCs. The first sub-
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problem is to be solved in two directions: (i) improving service acceptance ratio (i.e., increase the 
revenue derived from providing services to users); (ii) reducing resource consumption by optimizing 
resource allocation to VNF instances (i.e., reduce the network cost for ISPs). Given that propagation 
and transmission latency can be considered as being deterministic, we need to bound the non-
deterministic VNF processing latency in order to achieve an overall deterministic end-to-end latency 
and jitter for time-sensitive services. For the second sub-problem, we investigate the optimal VNF 
scaling up/down scheme in response to the traffic variation to keep the bounded latency by 
considering the historical network load, which shall help avoid resource bottleneck and reduce 
network congestion. 

In [27], the problem was formulated as follows. Given a physical network topology and a set of SFC 
requests, we need to determine: 1) the path between source and destination nodes and place VNF 
instances along the path, 2) the right amount of processing and bandwidth resources for corresponding 
VNFs and traffic, 3) how to adjust resource allocation when traffic load varies; while maximizing the 
profits of the ISP from running SFC requests and ensuring deterministic e2e latency performance. The 
traffic of SFC request will traverse a series of ordered VNF instances and this selected path of nodes 
will influence the resource consumption on edge nodes and physical links. How to select suitable paths 
and allocate resources for SFC requests remain a challenge for deterministic latency performance and 
maximum resource efficiency. 

As stated previously, the Lifecycle management procedures of the SFCs are divided into two phases: 
SFC deployment and SFC adjustment, which are solved by the proposed Det-SFC deployment (Det-
SFCD) and the Det-SFC adjustment (Det-SFCA) algorithms, respectively. In SFC deployment phase, 1) 
optimal paths need to be selected to avoid the resource bottleneck when deploying SFCs, ultimately 
increasing SFC acceptance rate; 2) VNF instances need to be sized optimally to minimize the resource 
costs while ensuring the latency requirements. In the SFC adjustment phase, optimal VNF instance 
scaling up/down scheme should be designed so latency variation would be controlled within a small 
range. 

 
Figure 68: Performance evaluation of DET-SFCD and DET-SFCA algorithms [27]. 

The conducted performance evaluation (Figure 68) showed that the proposed algorithms achieved 
more than 15% enhancement in SFC acceptance rate and an average 35 % more overall profits in 
comparison to the baseline solution. Also, Det-SFCA results in a higher utilization. Without considering 
deployment cost, the baseline solution exhibits a lower utilization of CPU resources by rejecting more 
SFC requests due to resource bottleneck. This is due to the fact that during the adjustment phase, the 
resource adjustment is performed without taking into account the history of network load dynamics. 

6.2 Service Placement & Resource Scheduling 

Managing and allocating resources for the network processes and functions is an important aspect to 
XR applications. This is mainly due to the fact that XR applications compose tasks of image processing, 
high-quality display, resource-hungry computations, and faster packet forwarding. Further, 
onboarding and scaling these complex ecosystems of cloud-native applications, based on 
microservices, is also an important factor to consider. 
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Traditional network resource management involves a simple system model and low-level design where 
an application determines the amount of network resources, for example, bandwidth needed for the 
data flow of the application. The network manager acts as a reservation system to allocate the 
computed requirement of the resources based on the resource availability. This tends to be inefficient 
especially for applications with distributed service placements. 

An alternative approach is, instead of directly specifying the network resources to the network 
manager, the application can submit the requirements in terms of both constraints and objectives. The 
network then calculates the optimal resources based on the requirements. While this reduces the load 
on the application, this increases the burden of in-network compute to calculate the optimal 
allocation. Additionally, the application could end up sharing some of its proprietary information with 
the network. 

Given the distributed nature and heterogeneity of resources from one side and the distribution of XR 
services across network elements on the other side, it is not trivial to use the existing datacenter 
resource scheduling techniques without a careful tailoring to requirements of CHARITY. For example, 
Figure 69 shows a Deep Learning (DL) task within an XR application. The variants of the request can be 
the devices requesting, accuracy and latency requirements of the DL model. Based on these goals and 
constraints in terms of load spread across the network devices, the decision needs to be made at 
runtime. 

 
Figure 69: Request scheduling for optimal resource allocation at real time. 

To this end, we are building a learning paradigm based on uncertain network dynamics and algorithms 
that can learn and adapt to the environment based on resource availability. We call this Adaptive 
Scheduling of Edge Tasks (ASET), which runs a smart RL agent trained using real-world network 
topology and identify the best policy to schedule the workloads in a network leveraging Deep 
Reinforcement Learning (DRL) techniques. The policy can be as simple as executing a task at the closest 
edge cluster to schedule based on latency and load at real time. 

 
Figure 70: Adaptive Scheduling of Edge Tasks (ASET) workflow. 
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In this context, we are interested in an approach that, proactively and in a decentralized fashion, 
controls the number of application replicas of the same service in an Edge Computing platform, while 
meeting the requested QoE promises. The approach should decide which replicas to maintain active 
and to ensure that the matching of application requirements and resource capability is respected. This 
approach can also trigger live migration of an application between resources of the Edge platform, by 
considering the impact of migration on the quality of service. 

As a first step to study and evaluate our approach, we plan to use extensive simulations to validate our 
approach within CHARITY framework, but it is a line of investigation that it is still open. Our idea is to 
use the PureEdgeSim simulator [30], a discrete-event simulator for Edge environments. The simulated 
scenario would consist of a federation of EMs. Each EM is composed of a heterogeneous set of 
resource-constrained edge devices and servers, able to host various types of applications. Each EM can 
be simulated as a single aggregated entity with a PureEdgeSim Datacenter object with a capacity equal 
to the sum of the resources of the devices and servers that compose it. Each user device can be 
simulated with a PureEdgeSim EdgeDevice object (e.g., a tablet or a smartphone). An early experiment 
along this path is reported in [31]. 

6.4 Managing Network Slice Mobility for 6G Networks 

Efficient network resource provisioning should be investigated to support the strict latency and 
bandwidth requirements of future 6G XR services, such as in holographic communications and 
industrial automation scenarios. Compared with 5G, 6G will face more challenging situations, including 
an open communication ecosystem, higher network management levels, and ubiquitous intelligence. 
The role of network slices in supporting diverse 6G use cases and the importance of managing these 
slices to maintain service level agreements (SLAs) should be investigated. The network slices are 
foreseen as a network solution to support advanced XR users and applications with strict latency 
requirements. To achieve the necessary SLAs, network slices are provisioned with specific resources 
that are coupled with services, as well as the corresponding mobile users, during the whole lifetime of 
the slices. Especially for some dynamic scenarios where the user demands rise or drop, it needs strict 
slice adjustment and migration strategies, for both the network resources and services running on 
them, which can be referred to as network slice mobility (NSM). While a slice is migrated from one 
service region to another, all these factors, i.e., service migration and network resource migration, 
must be considered to guarantee service continuity. 

We devise a two-level network architecture consisting of a physical layer and a slice layer [32]. It 
defines the state of MEC servers and slices and introduces two types of triggers for NSM: Slice Resource 
Trigger (SRT) and Slice Migration Trigger (SMT). The primary objective of designing SRT is to monitor 
the slices themselves, allowing for more flexibility and exploration of a wider variety of new activities, 
such as scale up/down operations. The SMT trigger may result in slice migration based on the CPU and 
RAM utilization of the MEC server if the current residual resources in a MEC server cannot support the 
scaling up of some slices. We then formulate the NSM problem as a distributed system with multiple 
MEC servers running various network slices, aiming to maximize system profits over time. 



D2.2: Edge and cloud infrastructure resource and computational continuum orchestration system 

Copyright © 2021 - 2024 CHARITY Consortium Parties  Page 94 of 180 

 
Figure 72: The motivational example of prediction based NSM scheme [32]. 

Different from the traditional solution, we propose a scheme that leverages user and network demand 
predictions to determine NSM policies. It assumes a time-slotted system and use traffic prediction 
methods to obtain accurate prediction information. The scheme prioritizes slices based on their 
importance and uses the prediction information to decide on scaling up/down or migrating slices to 
different MEC servers. As shown in Figure 72, two motivational examples are presented to illustrate 
the prediction-based slice mobility scheme. Three types of network slices with high priority (HP), 
medium priority (MP) and low priority (LP) exist in the networks. In Figure 72(a), the MP slice needs to 
be scaled up at time t+1 due the increasing resource demands of users, i.e., (8, 4), and the resource 
demand of LP slice is also increasing in the following time slots. Due to the physical resource capacity 
constraints, there are not enough network resources, e.g., CPUs, for this scaling up operation. Thus, 
an intuitive policy might be migrating this MP slice to MEC server 2, which still has adequate network 
resources. However, if we consider the future resource demand of this MP slice, we will find there is a 
downward tendency of resource demand in the next time slot, e.g., from t + 2. As a result, an intelligent 
policy should be scaling down the LP slice in MEC server 1 at time t+1 since slice migration operation 
will also induce some cost. In the other case, if the resource demand of an MP slice increases 
continuously in t + 1, t + 2..., there will be resource competition in the next time slots with LP slices for 
a relatively long time, which will induce much degradation cost for this LP slice. At the same time, the 
total resource demands of MEC server 2 present a decreasing tendency from t + 1 as shown in Figure 
72(b) if we have the prediction information of all the slices in MEC server 2. Under this circumstance, 
an intelligent policy should be migrating the MP slice towards MEC server 2 to accommodate the 
increasing user demands, eventually minimizing the total system cost. 

 
Figure 73: The cost, revenue, and profit of the considered system versus N [32]. 

We compare the proposed scheme with two benchmark solutions: 1) reset scheme: the slices in t scale 
up/down based on user demand, and the slices cannot migrate to other MEC servers even the 
resources are exhausted and 2) greedy scheme: the slices scale up/down firstly, if the resources are 
exhausted, the slices greedily migrate to the nearest MEC servers of its users. The performance is 
evaluated in terms of system cost, revenue, and profit. The results show that the proposed scheme 
outperforms the benchmarks, with higher overall profits due to efficient resource utilization and lower 














































































































































































