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Executive Summary

Thisdeliverablereports some ofthe findings that vill enable the implementation o platform for
offeringa smooth and efficient lifeycle management of the computational and networking resources

as well as the XR services hosted in the platform. Thlesksteer boththe development of the actual
platform and also the XR services which are developed by the XR providers. The resulting platform
leverages and suppors multiple network technologies and concepts such atfigial Intelligence (Al)
techniques 6r orchestration and XR microservices. The automation is another important aspect that
isinvestigated in this report.

A framework of cognitive resourcesvare orchestrationsintroduced. This would offer a cloethtive
framework where XR services candployed. This shows how the resources are to be managed in
order to continuously satisfy the desired KPIs of the running XR services. Also, this fraroawork
leverage many other Al based algorithms for carrying out different tasks. For instance, a smart
scheduling mechanism is presented further below.

DA@SY GKS ylIGdaNE 2F GKS RIFIGF ISYSNIGSR Ay dza SNJ
of utmost importance. Therefore, suitable security and privacy framework is also presented and
discused. Similar tothe orchestration, the automation of the security aspects of CHARITY
fundamental ands an integral part of the orchestrator. Thus, this repalso coversiow this security
framework leverageconcepts such as Zefirust and SECaéSecuity as a Service)

The orchestration framework and the security framework need an efficient monitoring service that
can continuously monitor the behaviour of the moving parts of the platform and the XR selwices.
this vein,a monitoring andesource usgeprediction platform $introduced. This platform gathers all
the important metrics andstores them to be used by intelligent algorithms, such as the prediction
mechanismsand that is in ordeto draw insighs from the data.

The last aspect of this repodeals with the interface between the proposed platform and the XR
providers and developers. The proposed application management framework allows the XR developers
to define the blueprint for their XR services. Tiiaeprintsare used by the orchestratioframework

for the deployment and the lifeycle management of the XR services.
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1 Introduction

Having defined the architecture of the CHARITY platform in D1.3, we still need to actually define and
devise the algorithms and mechanisms that shall run within cbmponents of the architecture.
Effectively, in the first phase of the project, the general architecture of the platform was introduced,
including all the necessary components of the orchestration framework. Intuitively, these components
consist of severalgorithms that would bring the necessary intelligence to the envisioned platform.
Such algorithms would perform actions such as Virtual Network Function (VNF) placement, cloud and
network resource scheduling, service migration, path computation, etc.

This document represents the first version of the deliverable that introduces the orchestration
framework of the CHARITY platform. It introduces and summarizes all the activities that took place in
the ambit of WP2. Following the guidelines of the CHARIThiteature, this deliverable is meant to
devise, implement, and experimentally evaluate sophéhe algorithms and the building blocks of the
architecture.

This deliverable is structured as follows. In secfipthe orchestration framework is introduced. The
architecture of the orchestration framework is given along with the interplay that happens batwee
the XR service and the orchestration framework. Secfoimtroduces some smart closed loops
algorithms that composes thEHARIT®rchestration famework. They consisif severalalgorithms
such as smart service scheduling and replica managerSetion2 also shows some implemented
simulaion tools andpresents and discusse®me conducted experiments on resource management
in a cloud infrastructure.

Section4 details networking elemnts of the CHARITY architecture. It introduces algorithms for
dynamic routing andleterministic networking solutions thahay be needed tsupportand meet the
stringent requirements oKR serviceMonitoring and resource usage prediction define the foai
Section 5. Therein, the monitoring architecture is presented along with the tools that would be used
for its implementation Relevantnetworking and computation prediction mechanisnase also
introduced. These are used for forecasting purposes that can be leveraged by the orchestration
frameworkto take proactive decisions.

Section6 introduces some service migration algorithms that can be used in the CHARITY framework.
One partis about the triggers of service migrations and the other part is alopiimizing the actuh
service migration procegmigration whileconsideringthe status of the network. Sectiohis mainly
targeted toward security & privacy aspeabthe CHARITY framework. It details how XR are to be
secured It further proposes an architecture to ensure security and privacy. Final§ediion 8, the
application management framework is presentéiddefinesthe main entry point for XR developers to
CHARITY platfornin section9, concluding remarks are drawn.

Copyright © 2021 202 CHARITY Consortium Parties Pagel3of 128
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2  Cognitive and resource aware orchestration

2.1 Computation resources management

With the advancement of mobile applications and the Internet of Things, it is now not uncommon to
integrate computation resources into end devices capable of communicating with one another,
resulting in a geographically distributed pool of compute, storage network resources. This type of
distributed computing provides the opportunity for us to process data at the edge as opposed to
transferring the data to a traditional centralized computing system, processing it there, before
transferring the results d&ck to the end devices, which is far from ideal when running latenitigal

and realtime applications. There are a number of advantages to processing on the edge of the network
with particular regard to scalability and perceived latency. This is whengpatation resource
management becomes crucial to get right, as workloads must be distributed efficiently across the
network. However, considering the limited network resources and the increasing computational
requirements, processingverythinglocally orat a remote server may not be the most efficient
approach.

In this section, we will outline design challenges that should be considered while proposing a
computation resource management system that is capable of addressing the requirements of the
different workloads brought by the use cases introduced by CHARITY and to meet the target KPIs
defined in D1.2. The most appropriate resource management techniques need to be selected to ensure
the efficient sharing of distributed computational resourcedvileen multiple users. In this regard, an
autonomous orchestration framework, based on Atrtificial Intelligence (Al), is envisaged to orchestrate
and manage the computation resources. To achieve the objectives and KPIs of the target use cases (as
in D1.2)we look to use a combination of machine learning, cloud computing, rsiengices, and the

ETSI Zertouch network and Service Management (ZSM) concept (reference D1.3 architecture).

Al and Machine learning (ML) techniques (supervised, unsupervised, apdetrning) can be used
primarily for predicting computation utilization, then for resource allocation. The framework is
executed on top of geographically distributed infrastructures consisting of heterogeneous
computation resources. Technology enablersl a&concepts, such as Muliccess Edge Computing
(MEC) will play an important role in meeting the design challenges, while the use ofgmivices
allows for efficient service deployment across MEC environments and clouds. The framework will use
Al and M for the orchestration and management of distributed computation resources across MEC
environments and cloud infrastructure. This should provide the necessary abstraction layer to hide the
resource heterogeneity while optimizing geographical distribution

In terms of the infrastructure layer, this spans across public cloud infrastructure with virtually limitless
processing power to endser devices with relatively limited computational capabilities. CHARITY use
cases bring advanced media applicationsheaith their own computational requirements. According

to this, we must take into account the resource requirements of these applications as any data
processing, either at the device end or in the cloud, must be able to meet the defined KPIs, and QoE.
It is therefore important to cope with the relevant challenges, due to the limitations in terms of both
network and computing capabilities. Effectively, for XR services, compute capacity is not the only issue.
The efficient utilisation of the underlying netwang resources is equally highly important. To tackle
this challenge, the resource management system will need to handle load balancing and optimise
resource availability in a more autonomous way. Essentially, the network would use Al and machine
learningto learn and adapt to changes in the network in real time. Automation should extend across
the entire network requiring very little human interaction.

From a cloud service provider (CSP) perspective, support of hybrid;atouiti environments is of
fundamental importance to ensure maximum flexibility and to mitigate the risk of vendor-ilack
Containerized environments will go some way towards ensuring increased portability, as they provide
a streamlined way to build, test, and deploy applications acmsdtiple environments offering
seamless integration with a CI/CD (Continuous Integration/Continuous Development) pipeline.
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From here on, we investigate various resource management techniques as well asapeea
software tools to improve the usability drutilisation of resources to efficiently deploy XR applications
across a large heterogeneous resource pool. The key here will be to reduce the need for traditional
cloud infrastructures as much as possible while meeting the KPIs and QoE of the targetic€l.s

An edge/cloud approach facilitates the Al to be distributed across the network from the core to the
access layer. Such distribution of Al across the network can be beneficial only if it is done in an optimal
manner; i.e., fiimplemented badlythe necessary data sharing could consume substantial network
capacity It should then alleviate the lovatency considerations required by the use cases and ensure
that resources are appropriately allocated in real time. The cloud is also essential to grdatamic

and flexible network environments with retime updated network performance and management
dashboards.

In this regard, an inteAbased automated management and orchestration (MANO) approach may be
essential to achieve optimal network performanalbowing for autonomous operations and a zero
touch operational model. NFV MANEfer to D1.3)includes all the essential management modules

to coordinate network resources in the NFV architectural framework. It includes three Managers: NFV
Orchestrator(NFVO), VNF Manager (VNFM), and Virtualized Infrastructure Manager (VIM).

The NFV Orchestrator is responsible for the-bmarding of new Network Services (NS), VNF
Forwarding Graph (VNFG) and VNF Packages NS lifecycle management (including instargzlen,

out/in, performance measurements, event correlation, and termination), global resource
management, validation and authorization of NFVI resource requests policy management for NS
instances. The VNF Manager provides lifecycle management of VNFEéesstaverall coordination and
adaptation role for configuration and event reporting between NFVI and the E/NMS (Element/Network
Management System). The Virtualised Infrastructure Manager (VIM) controls and manages the NFVI
compute, storage and network redelNDSa s> gAGKAY 2y S 2 LdMaintahdNa A
handles the collection and forwarding of performance measurements and events.

There are also four repositories that hold different information in NFV MANO: VNF Catalog, Network
Service Catalog, NH¥stances, and NFVI resources. The VNF Catalog is a repository of all usable VNF
Descriptors (i.e., a deployment template that describes the requirements of a VNF deployment and
operational behaviour). It is primarily used by VNFM in the process of \éNitiation and lifecycle
management of a VNF instance, as well as by the NFVO to manage and orchestrate Network Services
and virtualized resources on NFVI. The Network Services (NS) Catalog provides the usable Network
services (i.e., a deployment templafer a network service in terms of VNFs and description of their
connectivity through virtual links is stored in NS Catalog for future use). The NFV Instances list holds
all the details about Network Services instances and related VNF Instances. NF\ftdeso@
repository of NFVI resources used for the purpose of establishing NFV services. This is discussed further
in SectiorB.

2.2 The orchestrationframework

In current 5G systems, the exhibited scale and heterogeneity of resources and users demands results
in further complex systems with a huge space of possible settings. Indeed, in a scenario of task
scheduling that has muitlimensional resource guirements, coupled with a telegrade system, the
scheduling problem would prove to be too complex. Using traditionddl@dscheduling mechanisms

may underperform in such complex systems. Therefore, ML techniques are being widely adopted to
replace heustic approaches. Due to the large set of parameters, the use of Al techniques is becoming
of utmost importance. With ML techniques, it is possible for the scheduling framework to
automatically understand both the workload and the environment.

An Artificial Intelligence based Resource aware Orchestration (AIRO) framework in Cloud Native
Environment (CNE) is needed. The AIRO framework leverages ZSM concepisatileuapproaches,
and ML techniques for efficiently managing network and computation resouftés AIRO framework
is implemented by deploying a monitoring and management agent alongside the master node at each
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cluster for creating a single management domain. The latter receives theldvghcontrols and
commands generated from the E#d-End (EE) management domain using domain integration
fabric.

Figurel depicts a general overview of the envisioned AIRO framework to create Cognitive Cloud
Native. The AIR@amework leverages both ZSM and ML for creating-ealhestrated and self

optimized CNEs that are able to cohabit and adapt according to the network state and industrial
GSNIAOFTAaQ YtLA 6SPIdsE - w &SNIDA OSthelohedtrationrandY | A v f
management planes that present E2E service management domairii) &mel management domain

that presents the user plane. The management domain consists of a set of clouds and edges, whereby
different vertical micreservices and apjgations run. For instance, K8s and K3s can host services at

the cloud and edge level, respectively. While the communication components within the edge and

Of 2dzR LINBASY(d GKS AYOGSNYylrt R2YIFAY AYyOGSIAINFrGA2Y 1
Bdza ¢ LINBaSyid SEGSNYyIf R2YFAY AYyiSaNIGAzy FLEONRO

In AIRO framework, there are two resource orchestration and management levels that aim to optimize
the deployment of the services. The first level consists of E2E service management domain that has
the global vision and information about various verticals, CNE clusters states, network and
computational resources, as well as running services. AIRO framework has two scheduling levels; the
first for E2E service management domain and the second for CNE cluster.
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Figurel: General overview of the AIRO framewdrk

In the first scheduling level, different services and POD intents would be generated and queued up to
serve various verticals. Then, according to Weetical state (e.g., user location), clusters states, and
network and computational resources, the Al based Orchestrator (i.e., the first scheduling level)
decides at which time and on which CNE cluster the PODs and services should be created. In order to
take the right decisions, the Al based Orchestrator would employ various Al techniques including deep
learning and deep reinforcement learning techniques, such as \msed (e.g., DQN, DDQN, and
DuelDDQN) and poliepased (e.g., A2C, A3C, DDPG, and Bp®oaches. The Al based Orchestrator
requires two inputs. The first input consists of the target KPIs per vertical and network slice and the
second one consists of the aggregate logging network state that includes information about resources
in differert clusters and perceived KPIs. Based on the observation that in a closed loop management
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system, the Al based Orchestrator deals with continuous-$erges data, there is a need for data pre
processing that includes data cleaning, integration, smoothimg) reduction. For this purpose, the
dGa2yAd2NAYy3 ! 3INBIFG2NE SyadAaAde KFLa 0SSy &adzZzasa
different data preprocessing strategies and methods would be applied including dimensionality
reduction, discrete Fourieransform, numerosity reduction, and discrete wavelet transform.

In the second scheduling level, the PODs are instantiated at the single management domain (cloud
native cluster) from the received POD intents. In each single management domain, there is a
Monitoring Agent (MA) that is responsible to gather local informatirelated to network and
computation resources and applications, such as QoE, E2E delay and bandwidth, to ensure the desired
KPls. In each clouthtive cluster (i.e., K8s or K3s), the required services (i.e., POD intents) are deployed
as PODs and expostul the outside world. Besides the master node, there is a management agent
that exposes REpresentational State Transfer (REST) API and is able to apply different strategies for
selecting the appropriate worker node for each POD deployment. Therefore datgdo the general
guidelines received from the E2E service management domain (i.e., Al based Orchestrator) through
the REST API, the cloud native management agent will deploy PODs in various worker nodes to meet
the desired KPIs while preventing serviserprovisioning and resources underutilization.

The single management domain offers clésep selfmanagement automation platform to deploy
received POD intents. In vanilla K8s and K3s cluster, the PODs are scheduled and deployed in a
predefined order ad using two cycles. An enhancement is proposed to ensure the-ldopeself
management automation by adding two new modules, which are i) Monitoring Agent, and ii)
Management Agent. The former gathers logging information within that cluster and repanms to

GKS fFGGSNI YR (2 daz2yAdG2NARyYy3 ! 3aINBIl G2NE Y2 Rdz
outputs of the Monitoring Agent for updating the internal strategies of PODs scheduling to reduce and
prevent deployment failures and to ensure the sktetion of desired KPIs. Similar to E2E service
management domain, Al techniques including deep learning and deep reinforcement learning
techniques would be explored for providing the required strategies. Taking the decisions at the cluster
level helps AlR framework to be a hierarchical, extensible and scalable platform byMigigthting

the overhead on the E2E service management domain.

Figure2 depictsa detailed communication diagram between the two developed modules and vanilla

K8s and K3s clusters. With the help of these new communication links, it becomes possible to exploit
Al &SR (GSOKYyAIljdzSa (23SOUKSNJ gAGK a[ G2 Faarad OfF
both K8s and external entity have specific wigfined roles based on their interactions that are

carried out via the specified Application Programmingtiatees (APIs). These roles and the respective

APIs are depicted iRigure2d® ¢ KS SEGSNY It Syidade oFNRY GKS Yy:
logic provides gdiance to the K8s scheduler on how to evaluate candidate nodes (workers). This
guidance currently consists of mathematical formulas and the related KPIs based on which a rank value
for each candidate node is calculated. In this way, the Al/ML logic ismconly maintaining upo-

date guidance information in the K8s scheduler so that at any moment, a new workload scheduling
can be done accurately.
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Figure2: Communication system overvi¢uy.

This approah does not slow down the scheduling cycle by introducing external entities in the
scheduling loop, since any communication (synchronous or asynchronous) to fetch external
AYVF2NNXYEGAZ2Y T2 N (-K&ingapDdseS Rayzidedal Ihé exéticnhAch dndryial
scheduling functionalities. The feedback for the AlI/ML logic is achieved in two steps; i) the results of
0KS &AO0OKSRdz SNN& RSOA&AA2Y YI1Ay3a INBE O02YYdzyA Ol !
actively monitored (Observe). This feedbd A& (GKSy dzaSR (2 FdzNIi KSNJ
Gl1y26t SR3IS¢ FFFSOUAYI (2 GKS NBEIFGSR a[ FYyz2y3
guidance to the scheduler.

Additionally, this kind of system enables a single AlI/ML logic to govern muttipd¢ers that are
operating autonomously, i.e., there are no federation oraperation between clusters. However,
even if clusters operate autonomously, certain management actions could be implemented in a
distributed fashion resulting in a federated megement operation on top of the clusters at the Al/ML
logic level. For instance, federated scheduling can be achieved by having an external entity in the
scheduling loop, even if the scheduling process becomes slower than the autonomous approach, the
advartages of such distributed operation could far outweigh the slower execution times. Indeed, by
considering multiple clusters where the scheduling is done by independent Reinforcement Learning
(RL) agents, wherein the clusters would be operating autonompaslg by adding an entity that
manages the RL agents by modifying their models and policies, we can achieve some level of
federation. We can go further and introduce a central entity that would split up the service to be
scheduled into a set of sedervices and would subsequently dispatch these sdvices (i.e., micro
services) to the different clusters to be scheduled.

Cluster operators are interested in driving the cluster towards some equilibrium of multiple objectives.
These objectives representopére®2 NRa Ay OSy iA@Sa yR 32Ff & FyR 2\
costs and increase the overall revenue. In what follows, we present some objectives that the operators
may chase:

9 Utilization and load distribution among node®istributing the load emong the nodes consists
in keeping a low utilization across all nodes. In fact, the Euclidean distance of the percentage
of resource utilization among nodes should be reduced as much as possible. This helps in
maximizing resource utilization while mitigagi and reducing points of congestion. The
accurate load distribution ensures a good distribution of network traffic which may result in a
positive impact on the QoS and QoE.

1 Reduce operation costdn a scenario where nodes have different running costs, it may be
useful to shift load from nodes with high running costs to nodes with smaller running costs.

1 Reduce energy consumptiohikewise, this objective may help the operator in choosing nodes
with small energy footprints. It can also clear some nodes from all the PODs so they can be
turned off.

1 Service satisfactiontn this instance, the objective is to maximize the service satisfaction. In
other words, regardless of the cluster and node status, ltlest node would be the one that
satisfies all the preferences of the service.

1 Selecting healthy nodede may consider the nodes that have less probability of failure. Such
a probability can be calculated from the current load exerted on the node aridsitsry of
failures. This objective will help increase the reliability of deployed services.

2.3 CHARITY Al Resource Aware Orchestrator (AIRO)

¢KS /1 !wL¢, FSRSNIGAZ2Y A& O2YLRASR 2F | aO0O2yiGAy
clusters at the edge of the network, closer to users, and one or more public Central Clouds. This
continuum enables the convergence of heterogeneous inftestires, stretching all the way from

cloud to edge devices, including intermediate steps such as ISP (Internet Service Provider) gateways,
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cellular base stations, and private cloud deployments. The CHARITY Al Resource Aware Orchestrator
(AIRO) framework ist the heart of the CHARITY platform.

The role of AIRO is to manage all types of resources of the CHARITY Federation, to allow their allocation
to the applications (VNFs) running on the Federation. Ultimately, the actual objectives of AIRO are to
deliverallocation plans matching application requirements (e.g., in terms of QOE/Q0S, etc.) while at
the same time achieving an efficient exploitation of these resources. Such, potentially conflicting,
objectives are particularly complex to achieve in the higlyigamic, distributed and heterogeneous
environment, targeted by the CHARITY project. In order to be properly instrumented to manage such
a complexity, AIRO has a compound and hierarchical structure suitable to offer solutions that are
tailored to a specifi type of resources, while providing a flexible tool enabling the definition and
enforcement of higHevel management policies across the entire continuum of resources. To reach
such objective, the AIRO framework leverages the ZSM concept and Machingngeévt)
techniques, among others, for efficiently managing network and computation resources.

The AIRO framework consists of two planes, which are the orchestration and management planes,
composed of an E2E service management and orchestration plane asdrdevel management
domain plane. The user level management domain consists of a set of clouds and edge domains (called
Edge Miniclouds, EM) on which NFV applications are deployed andrigure3 depicts a general
overview of it.
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Figure3: Conceptual representation of Edge Miniclouds, Network and Application models.

AIRO takes, as input, applications descriptions, each organized in the form of a Blueprint. The blueprint
defines all the entities associated with an application: the modules composing the applications and the
links among these modules. In CHARITY, swepbhts are written in the Tosca description language

as elaborated irBection8. To each entity are also associated its own specific requirements, e.g., the
requested network bandwidth, the computing capacity, specialized hardware devices, etc. Additional
requirements can be also specified in the blueprint, e.g., which part of the application should be
executed at the edge, maximum network delay that an applicatian tolerate. AIRO builds an internal
representation of the resources belonging to the CHARITY federation. A definitive formal version of
such representation will be defined later in the project. The work conducted so far has been based on
a conceptual epresentation that considers the following items, which is represented graphically in
Figure3:
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1. Compute resources:

1 Compute capacitytotal compute capacity of an EM €C.

1 Memory capacitytotal memory capacity of an EM or CC.

I Bandwidth: maximum throughput that an EM or CC can handle.

9 Cost function of resource usage that returns the EM or CC running cost per time unit.

2. Network resources:

1 Bandwidth: maximumthroughput that the network link could handle.
1 Latency maximum latency over the network link.
 LinkCosY¥ Fdzy OGlA2y 2F (GKNRAzZZIKLIzO GKIFG NBGdzNy & Gk

AIRO achieves its goals finding proper allocation schemas for the application blueprint by leveraging
the information collected on the available resources belonging to the CHARITY federation. To this end,
AIRO provides specialized approaches and modulas dhe differentiated on the basis of the
resources actually exploited, producin@BARITY Compute Resource Orchestrator ModGIEROM)

and aCHARITY Network Resource Orchestrator Modi@®&ROM).

CCROM is the module of the AIRO framework that focuseb@adsignment of applications to the
computational resources belonging to the CHARITY federation. It defines an internal representation
for the federation resources and an application blueprint internal representation; the latter is an
internal translationof the Tosca high level blueprint representation. Such representations are needed
to approach the problem of allocating application to resources ki -ResourceMulti-Objective
Generalized Assignment Proble(MRMOGAP). To solve the MRMOGAP, variquesstgf algorithms

have been investigated to establish a traoli between the execution complexity of the algorithm and

its precision to find a suitable optimized deployment solution. Such approach defines multiple
objectives, i.e., reduce latency betweapplication components or with the engser, reduce
resources utilization, reduce costs, etc.

Another function of CCROM is to proactively avoid the degradation of the QoS/QoE levels of an
application by taking into consideration a set of indices, which mavided by other CHARITY
architecture components, such as the monitoring framework or other Analytical Engines (AEs) built on
top of it. Anyway, if the degradation of Q0S/QoE cannot be avoided, the CCROM has to cope with the
runtime violation of the Qo$)oE of an application or other disrupting events by preparing and
executing a set of recovery actions, such as the scaling up or the scaling out by increasing/decreasing
the amount or size of instances of components.

The role of CNROM is instead to managéwork resources, such as bandwidth, latency, jitter, and
network physical channels that also take part in the deployment and runtime of CHARITY applications.
It assures that the deployment and runtime of applications do not violate the network requirsmen

of applications. CNROM provides a mdbtimain Albased orchestration framework of the network
elements by ensuring reliability and latency, providing automated orchestration and intelligent
management operations and facilitating the life cycle managanoéthe network slices with the aim

of rapid slice creation and activation, enabling application developers, Use Case owners, to define
blueprints for their VR/AR ready network slices.

Furthermore, it relies on monitoring the resources at the edge/publonid for any potential QoS
degradation (e.g., congested links, node capacity excess, etc.) and accordingly plan operations to fix
these issues (e.g., service migration, remove congested links, scaling, etc.) and guarantee the network
requirements of thes applications. These events could be provided through monitoring agents
deployed on the Domaispecific XR Service monitoring & Reaction Plane of each specific domain or
by the application itself. To enable sebinfiguration and selbptimization capabities of network
resources, this component also considers the exploitation of machine learning techniques and their
integration in the CHARITY framework.
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In the remainder of this section, several research challenges related to the actual objectiveseof thes
components are addressed. Some of these challenges are common to the two modules (CCROM,
CNROM), whereas others are specific to computing or network aspects. Potential solutions to these
challenges are devised and introduced in Secdio8ectiorb, and Sectiorb.

2.3.1 CHARITY Computing Resource Orchestrator module for a heterogeneous Cloud/Edge
continuum

Cloud computing resources are typically provided through virtualization and there is an illusion of
infinite resouce availability. Nevertheless, while the cloud can provide vast computing capacity
through elasticity, accessing these resources may involve multiple hops of network communication,
leading to prohibitive latency in the processing of client requests. hirast, in edge computing,
computational resources are limited and then have to be managed very efficiently. Nevertheless, in
edge computing, a client typically accesses resources that are under the same network coverage, be it
cellular (e.g., 5G) or loc@.g., domestic or office), allowing to mitigate network latency. So, one of the
first research challenges is how to design the architecture of the CCROM such as it could manage such
heterogeneity in resources and could be adapted indifferently to EMs @@, taking into
consideration their different peculiarities, in particular the limited resource capacity of Edge cloud
environments.

To maintain a global vision over the entire set of resources of the federation and of the positions of all
the application components, the CCROM module is logically viewegatsalized but the potentially

large size of a CHARITY federation and the number of resource management parameters render a fully
centralized resource allocation strategy practically infeasible. #ilalised design for the CCROM wiill
provide some clear advantages, for example:

9 Faulttolerance: a decentralized solution is more resistant to failure with respect to a
centralized one.

9 Increase scalabilitya centralized solution does not scale in respgedhe size of the CHARITY
federation.

1 Reduce network congestiora centralized solution could be a bottleneck for network traffic.

For these reasons, and similar in spirit to the oveCHIARITdrchitecture (devised in D1.3 as per a
thorough study condued on relevant system architectures and standards), the CCROM module is
logically separated in two componeniya Domain Specific CCRO@S CCROM) component, aiiyl

an Endto-End CCROME2E CCROM) componenf these, the E2ZECROM component is a
centralized component, deployed in a unique instance in a Central Cloud of the federation, i.e., on the
XR Service E2E Conducting Plane of GhARITYArchitecture. Figure 4 illustrates the internal
architecture of such component, which is integrated with the ENROM (Section 2.3.2), composing

a unigue module called E2B (E2E Intelligent Orchestrator) and the external interfaaad
connection with other CHARITY components.
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As depicted irFigure4, such architecture is composed by the following internal modules:

i E2EIO Front EndAs the name infers, it is the front end of the entire H2Eand the unique
entry point. It is composed of a HTTP RESTful Interface to receivdal8atted requests to
deploy/undeploy/scaleup/scaledown/migrate a certain set of XR service components of a

Network Service Descriptor (NSD). It is also possible to receive, through the same interface,

specific criteria of optimization of the requestjch as to deploy the component on a certain
geographic location, or to minimize latency or to maximize bandwidth or other network

resources between some components connected with a Virtual Link (see the TOSCA

specification) Figure5 shows the frontend part of the entire orchestration process for the

invocation of an operation on a VNF: the request from a user/developer of a CHARITY Use Case
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is receivedby the XR Service Enabler (XRSE) component which works as a portal for requests.
Then, it selects the proper Blueprint Template written in Tosca from the XR Service Blueprint
Template Repository component (XRSBTR), instantiating it dynamically on theobése

needed optimization requests and/or deployment time parameters (i.e., required
3S2ANF LIKAOIET t20F0A2y> SGOX0® ¢KSYy>s (GKS Ay:
details, to the E2EO Front End.
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Figure5: Architecture of the XR Service Enabler.

9 Internal Application Lifecycle Managéts role is to analyse the request, parsing it for errors
and identifying uniquely the NSD and its components, and eventually other additional
components to bedeployed/undeployed/migrated if needed by the invoked operation. It
exploits an internal TOSCA parser to translate the Blueprint into an internal model to be passed
to the MILP (Mixed Integer Linear Programming model) Internal Solver components, validating
and detecting errors in the TOSCA specification, and identifying the set of internal actions to
be performed to execute the required operation. Usually, the required operation is translated
into a set of internal actions, starting an internal iterativeopess. Furthermore, it receives
directly from a QoE/Qo0S Monitoring Agent/s, deployed on the XR Service Deployment Plane,
the QoE/QoS violation notifications for every running VNFs. This event triggers a direct request
to the XRSBTR to fetch a Bluepriniristruct the E2HO LifeCycle Manager on what are the
recovery actions to be performed for that specific event.

1 Resource Harvesting componehis role is to retrieve infonationabout the actual availability
of resources over the entire CHARITY federatioperform the matchmaking between actual
availability and the requested resources to perform the required operation on the specified
NSD components (when needed, i.e., for the deployment operationprder to receive
information about system resources queries the Resources Indexing seryideployed on
the XR Service E2E Conducting BlaResources Indexing service contaam aggregated
information about resources per EM/CC such as number of available CPU nodes/cores,
quantity of available RAM,igsk storage sizeand availability of special resources (i.e., a
particular model of GPU or hardwamsuch ad y (i MUCENExt Unit of ComputingIn some
casesResource Harvesting componenqieriesthe Resources Planning servideployed on
the XR Sefge E2E Conducting Platier characterization info (i.e., static info such as ID of a
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certain EM, number of hosts, maximum quantity of RAM, CPU cores, external IP of the KBS/K3S
Masternode, etc)

9 MILP Internal Solverhis is the internal solver, which is actually the GORIBranch and Cut
(CBC) solver, based on an exact Cplex algorithewusedo solve the MRMOGAP probleto
do the matchmaking between the required resources and the available resources on the
EMs/CCsThe solvers based on a MILP model. Other mathematical models and related state
of the art can be also used as repafte Sections 4, 5 and 6. As inputs, it takes the model
(tailored on the operation and the optimizations to be performed) composed by a set of linear
constraints and an objective function, which is based on two other internal models: a Resource
availabiliy model and an Application model, which is the output of the TOSCA Parser
component. In the next developed cycle, it will be assisted by an Al based scheduler to
proactively avoid deterioration of Q0S/QoE. Its output, in the case of the deployment
operation, is a Service Allocation Plan (SAP), whose structure is explained later. Such structure
depends on the exact operation performed.

I TOSCA Parser/ConvertérKS ¢ h{ /! tFNASNRaE NRtS Aa G2 NI
in the blueprint to an internakepresentation, producing two different outputgl) the
Application model to be submitted to the internal solver, d8¥a series of internal application
definitions, which are the input of the second component, the TOG®B&BS ConverteiThe
Converterhas the role to translatéhe application definitions in one or more configuration
files defined in the Kubernetes APl YAML formatted language, grouped by VIM (Virtual
Infrastructure Manager)Each VIM manages locally a different EM/SGch files contaia set
of Kubernetes objects needed to perform the required operation: deployment objects, service
objects to expose IP addresses, Persistent Volume and Persistent Volume Claims object for the
storage and so on.

i E2EIO Back Endts role is to execute th&AP, identifying the set of domains involeattl
encapsulating the Kubernetes object related to the same VIM in a single configuration file.
Then, it sends such configuration file to each involved VIM through a dedicassgage For
operations different fom deployment, it could need to query the Running XR Services
Repository, to know where running components have been deployed, and their status.

Instead, he DSCCROM componeig a domain specific component which is in charge of performing
a matchmakingvithin the application resources request, its Q0S/QOE indicators and the availability of
the resources of a specific EM/CC domain. EaeBOOM instance is deployed on a certain EM at the
DomainSpecific XR Service Monitoring & Reaction Plane. THeR®! component has a full and
detailed knowledge of these resources, their availability and their localization. To realize this
matchmaking, the DECROM needs the specification of the application blueprint as well as the
representation of the resources andhdir actual availability. Due to the high dynamicity of the
environment and the high volatility of the availability of the resourcesCIBROM queries the Domain
Resources Indexing service of CHARITY, deployed on each EM at the-Bpet#ic XR Service
Monitoring & Reaction Plane, to obtain information about resource availability in an online fashion.
The DSCCROM then approaches the MRMOGAP problem. Indeed, thereadtirce generalized
assignment problem is encountered when a set of tasks has to lignasisto a set of agents in a way
that permits assignment of multiple tasks to an agent subject to the availability of a set of multiple
resources assigned to that agent, as it happens with our orchestrator.

The MRMOGAP could be modelled mathematicallyaious ways. However, finding its solution can
be very complex from a computational perspective, being a-krediwn NPhard problem. The models
that have a prominent role in literature are:

1 The Mixed Integer Linear Programming model (M[RP3, 4, 5]
1 The Mixed Integer Nohinear Programming model (MINLB)
1 Graph model$7, 8]

As described 2], at the E2EZECROM level each vertex of the graph is an EM or CC able to host
applications using a finite set of resources. Each EM is modelled as a single administrative domain

Copyright © 2021 202 CHARITY Consortium Parties Page?4 of 128



D2.1: Edge and cloud infrastructure resource and computational continuum orchestration gpséim m

composed by a set of hosts, that can run omenwre virtualized resources, which could be VMs or
Containers, depending on their availability of resources, but the view ofCEEROM over the set of
resources of each EM and CC is limited to aggregated values. Examples of such information are:

T Number ofCPUs

1 Total amount of RAM

1 Total amount of Storage

1 Presence (or not) of a determined type of a special resource, such as a particular type of GPU.

Furthermore, each CC/EM specifies its cost model to allow an evaluation of the overall cost to deploy
an applcation, and to minimize the use of resources (if specified in the Objective function). We
consider providers adopting ger-resource cost model. In the peesource case, we model EM/CC
providers as capable of running each type of VM/Container providezlibomers, up to availability

of resources limit, and charging them per unit of used resources over time. For this reason, we
introduce a set of variabled , which is the unit cost for the resourteof the EM/CC associated to

the vertex of indexQ

The logical network links connecting CCs and EMs are represented as edges of the graph. So far, we
assumed undirected edges, but it is also possible to model the directed edge case, by assigning the
proper values to the resources in the two directionsaagles of such network resources are:

1 Aggregated maximum latency over the link

1 Aggregated maximum bandwidth estimations over the link

T 'y AYRAOFG2NI F2NJ 6KS fS@St 2F O2y3Saitrzy 27
[/ X ™

9 Other similar indtators.

Also, in this case, to each CC/EM is associated a cost for the communicationwantders. Such

value could be a function of the different cost specified by the providers at the vertices connected by
a given edge. The representation graph idaied exploiting the information obtained by the Resource
and Indexing service as well as the Monitoring and Network. At thR€CISOM level, each vertex of

the graph represents a single host of an EM/CC, while each edge represents the internal network
conrections between hosts of the referred EM/CC. The application is logically represented with an
application blueprintannotated by the set of requested resources, QoS and QOE constraints.

The following are the classes of algorithms used to solve the MRM@&#iee allocation problem
which had been investigated so far:

1 Exact algorithmsthese algorithms produce an exact solution to the problem. We will not take
them into consideration for CHARITY since they are too expensive in terms of computation
complexity

o0 CPlex

1 Approximated algorithms:these algorithms produce a neaptimal solution with a limited
computational effort. This is achieved by exploiting heuristic, random processes or other types
of techniques to reduce the available solution space.

o Centralized:

A Simulated annealingthe method models the physical process of heating a
material and then slowly lowering the temperature to decrease defects, thus
minimizing the system energy. At each iteration, a new point in the reference
space isandomly generated. The distance of the new point from the previous
point is based on a probability distribution that is proportional to the
simulated temperature. The temperature progressively decreases from an
initial positive value to zero. Then, it maaes the quality of the solution, and
moves to it accordingotthe temperaturedependent probabilities of selecting
better or worse solutions, which during the search respectively remain at 1 (or
positive) and decrease towards zero. The algorithm accptew points that
foster the achievement of the objective, but also, with a given probability,
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those points that move away from the objective, avoiding being trapped in

local minima.
A lterative local search2]: the method tres to apply a local search routine,
a0FNIAYy3I FTNBY | OFYRARFIGS af201ft¢é¢ &:

solution heuristically, exploiting only local information to the set of
neighbours. If no solutions improving the current one are found, to avoid
being trapped in local minima, the algorithm iteratively applies the local
routine from a different local solution, which is decided without taking in
consideration the information collected by neighbours.

o Distributed:

A Distributed version of simulated anndiag

A Voting-based consensus algorithnid]: In this type of algorithms, a set of
agents try to find a consensus over a certain decision, applying one of a large
set of distributed voting techniques such as the Bajwore majoity vote
algorithm, which is an exact algorithm, and other approximated algorithms. In
case of orchestration, each agent is represented by an application, which
starts a voting procedure with the aim of acquiring the resources needed to
deploy its assignnmé vector, participating to a resource election protocol.

A Hierarchical, twelevel genetic algorithmg6]: A genetic algorithm (GA) is an
iterative process, in which each iteration is a generation composed of a
population of indviduals that represents a candidate solution. Each individual
is represented by its own chromosome, which is characterized by a set of
variable components known as genes. The quality of an individual in the
population is determined by a fitness functidie resulting value specifies
how an individual compares to others in the population. By applying genetic
operators an old generation can evolve into a new one until convergence is
reached. GAs have been applied to service orchestration in Cloud federation
before [9]. In twolevel genetic algorithms, two GA are nested to solve an
assignment problem: the first level applies a distributed GA at the federation
level; the second level is executed locally for each EM.

A Graph coloringechniques[8]: In this type of algorithm, a distributed version
of the welkknown Graph Coloring Problem is applied to a bipartite graph, with
the two set of vertices constituted by, respectively, the application
components ad the EM (or the hosting nodes on EM), solving node load
conflicts over resources of EM: each feasible coloring represents a set of no
conflicting node.

The output of the DECROM is a collection of SAP (Service Allocation Plan): each plan is composed by
a vector of couples®fn , where®@ ™ 6 is the'Q component of the applicatio® , while is a
hosting server belonging to a specific domain.

DSCCROM selects the best SAP plan, among the ones calculated, during the optimization process: in
case a QoS/QoE violation is detected or a disrupting event has occurred, e.g., a security violation, a
failure of a hardware component or a risk of a privacy data leakag&dFBOM can consider the
possibility of executing another SAP, if available.

Whena SAP enactment fails, the @&ROM could execute one or a set of recovery actions. The
Qo0S/QoE violation or disrupting event may also happen during the lifecycle of the application, i.e.,
after the deployment has been done with success. In this case difioation to the executed SAP or

the execution of another one could be also triggered and a set of recovery actions could be launched,
taking in consideration the failed SAP. Similarly, forecasting techniques to proactively detect failures
or Qo0S/QoE paraeters deterioration could be employed applying ML/AI algorithms over a set of
indicators provided by the proper CHARITY services; these techniques will be further investigated.
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If no SAPs are computed or all the SAPs failed to be executedSIBEROM is in charge to try to find
additional resources to satisfy the application deployment request from other groups of remote
resources, belonging to other EMs or CCs, managed by a differed€CBOM.

Another challenge is to design a CCROM that ¢alid YA T S NX a2 dzNOSaQ I+ttt 20!l i
(FL) is considered to be a gafiganger for an intelligent and efficient resource management. FL is a

ML technique that enables the distribution of the learning process among different Edge nodes (e.qg.,
Edye Mini Clouds) for two main reasons, namely 1) to ensure privacy and 2) to reduce latency. Without
the need for sharing local data, these nodes will collaborate by sharing their models to a central node

to train their model. This latter, the central nodeijll learn from these models in order to help
improving the local modelgLO]. However, due to the limitation of resources of MC (Compute and
network), it may be challenging to leverage Al at the edge

2.3.1.1 Technical Challengeend Roadmap for ViolatiorMitigation

Asa DSCCROM fails to execute 8AP during its deployment, or a recovery action is required due to
a QoS/QoE detected violatipit may not be possible to undertake recovery actigriswe limitthe
scope ofsuchactionsto the local resources belonging to an edge minicloud.

LT GKS aNBelf NRIFIR¢ Aa G2 Sl -evil EAECOROM)fwerk 2y 2
already investigating the possibility of creating peiotpoint decentralized interactions betvea DS

CCRONMs to address these kinds of issiéeen the extent of the violation is limiteeve shall avoido

redeploy the entire application, which is often a very expensive aetimhcan causthe E2ECCROM

to becomea bottleneck for the entire Federain. Asolution that we enviageisto contact a selected
goupof DS / whaa o0Sft2y3IAy3d (2 adaySAIKo2dz2NE R2YlI Ayasz
andcreating what we called an Aggregation ofOSROMSs.

The creation and management of these Aggremat introduces a set of new technical challenges:

1 5Aa02@0SNAY 3 26 sokie/tRis\ @dblen? dziEpéssible to exploit an Overlay
Network, maintained between the various ITE€ROM of the Federation. A plethora of
technological solutions are avdile to enable this kind of interaction, which will be
investigated to identify some candidate techniques, such as gtssipd protocols. Another
L2aadaArAoAtAdGe Aa G2 ONBIGS (GKA&a hoSROMIagdith S g 2
information aboutthe geographical location of the EMs.

1 Management of the Aggregationwhen a set of candidate neighbours -DEROM are
identified, a new MRMOGAP must be solved over the union of all the resources of-the DS
CCROMs of the Aggregation. The new aggregation beutdanaged by:

o One of the D&CROMSs, chosen with a distributed election algorjthm

o A new adhoc DSCCROM, different from all the ESZSROM of the Aggregation

o All the DSCCROMs of the Aggregation, exploiting a distributed algorithm to
coordinate the solutin of the MMORGAP

Similar techniquesi 2 & ! 3 3 N&&beéhal8oyapplied in Fog computing for an automatic and
spontaneous creation of virtual clusteiBheyoften exploit

9 algorithms based on the concept of betweenness centrality, i.e., measuring the centrality of a
node in a graph where each vertex represents a Fog device, and
9 techniques such as Spectral clustering, as in Smafi3bg

2.3.2 CHARITYXetwork Resource Orchestrator module for a heterogeneous Cloud/Edge
continuum

¢KS YIFIAY NRBEtS 2F GKS /bwha A& (2 SyFroftS I LILX A
network resources, and to facilitate an efficient life cycle management oflibes with the aim of

rapid slice creation and activation. As previously described, the CNROM SW architecture is linked with
the CCROM SW architecture. However, reliable and efficient network orchestration poses specific
scientific challenges that shoule taken into consideration. Similar to CCROM, the CNROM module is
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logically separated in two components: (i) Domapecific CNROM (BENROM) component and (ii)
Endto-End CNROM (EZENROM).

2.3.2.1 EZ2E network orchestrator (E2ZENROM)

An endto-end (E2E) CNROovides a service delivery all the way from a service provider to the end
users. This orchestration stretches across different domains unifying various network layers and
heterogenous technologies enabling an overlaid layer and providing an efficienergemee of
networking and servicgd 1]. An E2EENROM is responsible for defining the slice blueprint in terms of
network resources.

2.3.2.2 Domainspecific network orchestrator (DENROM)

After defining the slice blueprint, EXENROMssues a request from the corresponding-OSROM.

Each DENROM, on its turn, forwards the request to the corresponding entity (e.g., NFVI controller,
Domainspecific SDN controller) to handle the requests and allocate the resources. CHARITY UC
applicatiors have strict network requirements in terms of bandwidth and latency. CNROM relies on
closedf 22 1) I dzi2YF A2y (2 SyadaNB (GKS LI AOFGA2yaQ

A network slice is composed of several VNFs interconnected and optimally placed to meet specific KPls
defined bythe application provider (latency and bandwidth). A key challenge for developing this
component is how to map an application blueprint as described by the application developer to a
concrete slice blueprint that defines the compute and network resouraas n@twork functiong12].

Identifying the infrastructuredomains with the required resources that can meet the application
requirements is also challenging. Most importantly, CHARITY use case applications require strict KPIs
in term of bandwidth and latency, and compute resources which could be accommodated by creating
customized slices across the mudtimain architecture (CCs, EMs) that could be composed of several
network instances where each slice is on its turn composedetivork resources and network
functions.

2.4 GPUbased primitives supporting Abased service placement

A proper placement of the micrservices of XR applications is highly important in the context of
CHARITY. Multiple edge resources, potentially heterogeneous and available at different locations,
must collaborate to deliver the right QoE to the eusers @ the XR applications. Optimization and Al
based approaches to find the proper location for edge applications have emerged as a relevant field
of study. Effectively, when using these approaches, there is the need for a consistent amount of
processing powerOptimization approaches (e.g., mixgdeger programming solvers) require many
operations to find the optimal solution, especially when the dimensions of the problem are high. On
the other hand, machine learning approaches require a training phase wgnosessing needs depend

on the complexity of the model and the size of the inpstributed algorithms are well suitable to
solve this problem efficiently. Such class of algorithms, falling under the category of MRMOGAP, have
been briefly explained ananalysed in Sectioh.3.1 The process for creating an Aggregation could be
iterated if the MRMOGAP could not be solved, or the distributed algorithm raises éxtgpluring
execution or for example a set of resources are lost due to network connection failures or the
occurrence of disruptive events. In this case, it is possible to expand the actual Aggregation with
additional neighbours, or create a new Aggregatishich is a superset of the old one, creating a
hierarchical structure with multiple levels of orchestration. The Aggregation could either persist or be
destroyed after the resolution of the application request.

In this context, solutions that help speeg the running time of the approaches mentioned above are

of high interest. In particular, solutions based on GPUs are promising, and that is according to recent
findings in the literature. ICHARIT,Yve plan to explore this type of solutions, particwanlithin WP3

¢ T3.1 Efficient exploitation of CPUs, GPUs and FPGA.
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2.5 Application Resource Management

Applications designed according to the principles of the Seiased Architecture and distributed
across computing nodes ranging from devices to the edgktlae cloud need the support of resource
orchestration to ensure they are adequately resourced to fulfil their objectives. To the Orchestrator,
applications operate somewhat as a black box. While the ebbs and flows of their actual resource usage
can be olserved through detailed monitoring, the exact causes of peaks and troughs in their resource
demands can be only confidently deduced through knowledge of the application logic and user
interaction consequences. This difficulty is exacerbated when we seactimmodate applications

that can dynamically adapt their use of resources according to business or operational imperatives.
Such circumstances arise, for example, when applications encounter scaling constraints in dealing with
rises in simultaneous usecswused by resource shortages or budgetary constraints. In circumstances
whereby applications seldapt to reduce resource usage (or increase it to exploit unused resource
@ AfFoAfAGROT GKS hNOKSadNI 2N yé&fisiendy marhgeo S A
Selfadaptation may not be as straightforward as services within the application reducing their fidelity
or toggling features while remaining in situ. It may involve replacement of service instances or groups
of them with differently onfigured variations or a more radical change to the deployment topology
with services being relocated across the eddpud. In the remainder of this subsection, we present a
model of partnership between application selflaptation and network orchestrath to enable
efficient applicatioraware resource orchestration.

2.5.1 Resource Usage Budgets

Recent years have witnessed increasing disaggregation of the cloud computing pricing model. We have
moved on from the days of paying per VM (offered in various tie@ 8r Ol-2 K SRI @ AT Saé 0
often resulted in organizations dimensioning for their pressure point (e.g., memory) and needlessly
paying for increases in the other dimensions of storage and computing muscle. Cloud providers now
offerafarmoregranuldd Y2 RSt Ay GKAOK Ydz GALX S RAYSyaizya
needs. In addition, we have moved on from organizations needing to dimension for their peak demand
while needlessly paying for idling resources outside of this time window. Hygders are now offering
GodzNBGé OF LI OAGe G2 OFGSNI F2NJ 62N f2FRa HKAOK &

Beyond the simplistic marketing headlines, however, lies a deep morass of pricing complexity. Cloud
spend is still wasted but in places that are not so easily monitored and detected. It involves many
contributing factors such as level of support, choicea¥ices, choice of features, tiered usage pricing,
service level agreements, backup, and redundancy preferences, monitoring, and alerting.
Organizations are offered increasingly rich catalogues of services ranging from machine learning to
data analyticsto quantum computing and all have their own pricing vagaries. Across just five
hyperscalers, the Cloud Price Index tracks over two million pricing variability fiblhend it remains
notoriously difficult to accurately estiate costs predeployment. Edge computing infrastructure, by

its nature, is highly distributed and the resources available in each locality cannot match the relatively
endless scalability of large cloud computing data centres. For application providensgsteleploy
across a clougdge continuum, it is reasonable to expect that pricing complexity will not reduce and
that they will seek mechanisms to instil overall resource usage constraints.

To stabilize costs, many organizations adopt a hybrid cloutbapp in which some of the computing
resources are owned by the organization and typically reside on their premises, while the public cloud
resources are used to provide surge capacity and externally facing resources such as public web sites.
We will like) see enterprises deploy their own edge resources for carspls scenarios to manage

costs and availabilify The key concern is that edge resources, whether operated by the enterprise or

2|ndeed, this is a model envisaged by Collins Aerospace for Flight Simulator training centers.

Copyright © 2021 202 CHARITY Consortium Parties Page29of 128



D2.1: Edge and cloud infrastructure resource and computational continuum orchestration gpséim m

provided by a third party, cannot scale in a cloud fashion. They will consist eémifjhrelatively
expensive physical resources (such as advanced GPUs), and they wilbrieediged judiciously.
Otherwise, application providers may quickly exhaust their budget or the available resources. CHARITY
vision is to integrate into the same platform resources provided by cloud providers with resources that
can be provided by the XRrsice providers. As explained above, this would allow more flexibility for

XR providers by easily leveraging cloud resources when needed while being able to extend the
resources at the edge. All of which will be managed and integrated into the same GHpAdidrm.

2.5.2 Usage Segmentation

Overdimensioning of resources is common amongst application providers as they are often faced with
uncertainty about future usage patterns and conditions. Monitoring actual application usage and
comparing to reserved resouws can reveal opportunities for resource repurposing and drive savings.

However, there are circumstances in which application usage can vary from one instance to another.

An application provider faced with reaching scaling limits due to inherent probleitis the
application desighor available resource saturation (whether it is physical or fiscal) has a narrow range
of options open to them. Either they throttle overall usage and discourage new clients from connecting
or they reduce the fidelity of the ggication so that it has a lighter resource footprint and thus able to
accommodate additional users. There is also of course, the option to mix the two strategies. If there
are different classes of users of an application, then a provider may elect tatipegaesources for

their most important users and reduce the fidelity of experience for the remaining users. For instance,
in CHARITY UC 3.2 (see DM2hnedUnmanned Operations Trainethere are two classes of users

¢ Priority and Best Effort. Pridyi users demand a full fidelity experience and may be undergoing
certification sessions. Best Effort users, on the other hand, would typically be experimenting with the
simulator. We would like to deliver the best experience we can to best effort users thieecapacity

is available but step it down when resource availability or resource budget constraints demand. Such
adaptation requires both the application instances and the Orchestrator to be on the same page.

Perhaps in the most straightforward approadn application stepping down its fidelity and thus
resource requirements, would announce this change to the Orchestrator which would correlate the
new fidelity level with appropriate resource requirements using a lookup table and reify this in the
resource allocation. The work if15] explores how Redlime Interactive Applications (ROIA) can be
augmented with a module that enables them to communicate directly to an SDN controller when the
usage dynamic of an application iaste requires a change in QoS. The reasoning is that the resource
demands of an application instance can vary according to what activity the user is performing. If in the
exploratory phase of a game, for example, then higher network latencies can bet¢olevhile lower
latencies are essential when the player enters a{etson shooter phase. The authors propose a
custom C++ library linked into the application under test which communicategimsalapplication
usage metrics to an SDN Controller throutle Northbound interface enabling the controller to
leverage custom rules and make resourcing decisions according to the application needs.

In[16], the authors introduce a Machine Learning component alongside an SDN contradleduce
O2NNBf I iA2ya 06SG6SSy Fy aFNBAGNI NB LISNF2NXIyOS
characteristics. The metrics, which capture how well the application is performing in attainment of its
goals (e.g., resiliency, responsivenessjlaldity), is continually reported from the application to the

SDN Northbound interface and fed to the ML component along with current network application usage
with the goal of building a model that can inform the controller of potential resource resltwc
opportunities that could reduce resource consumption without compromising application goals. The

3Reliance on a shared resource which suffers from scalability constraints for exampleastsicts a
bottleneck.
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authors assume that applications can be instrumented in such a fashion that potentially complex and
holistic metrics can be efficiently gathered.

There § a difficulty with approaches that depend on application instances announcing their need for
an increase or reduction in resources because they are dynamically toggling features or altering their
fidelity levels. They assume that applications are somf@ttd enough to adapt their behaviour
dynamically and consume less resources while still delivering an appropriate quality of experience to
their users. In practice, applications are rarely written from scratch and leverage legacy code and third
party commnents so that developers can reserve their efforts for their business differentiating
functionality. It is not uncommon to require an application service to be restarted if a significant
configuration change is required such as disabling a key featwpearating at lower fidelity because

the ability to dynamically change is not built into the software and the source code is not available for
modification. In modern serviebased architectures, altering the behaviour of one service can have
consequencesar its peers and multiple service restarts may be required. It is also possible that a
change to the execution model of an application distributed across the dedgecloud continuum

will require the migration of services horizontally across the comtmuThese various scenarios are
depicted inFigure6 which represents a higlevel deployment view and possible adaptation scenarios
for a distributed servicdased gplicatiort.

LOCAL EDGE CLOUD LOCAL EDGE CLOUD

20(®0 g Lo 00 g

ol e 0| 900 o eg | Be
ou® o2 on® | 72

A) DEFAULT DEPLOYMENT B) SAME DEPLOYMENT TOPOLOGY, DIFFERENT SERVICE VA
LOCAL EDGE CLOUD LOCAL EDGE CLOUD
= ,@'@ ;@ ">@ & 3 — ”@”e

@‘"@ ol © "‘@ >

C) ALTERED DEPLOYMENT TOPOLOGY D) DIFFERENT DEPLOYMENT TOPOLOGY, DIFFERENT SERVICE "'

—
‘ SERVICE UNMODIFIED FROM DEFAULT DEPLOYMENT- Datastore UNMODIFIED FROM DEFAULT DEPLOYMENZ', LINK TOPOLOGY UNMODIFIED FROM DEFAULT DEPLOYMENT

SERVICE MODIFIED FROM DEFAULT DEPLOYMENT Datastore MODIFIED FROM DEFAULT DEPLOYMENT LINK TOPOLOGY MODIFIED FROM DEFAULT DEPLOYMENT

Figure6: Application adaptation scenarios.
In Figure 6, we depict a number of different adaptation scenarios that could play out according to
environment circumstances. In each scenario, we depict changes frodethalt deploymentin green

a) The default deployment. This is our starting state and represents the topology and software
component configuration when the application is initially deployed.

b) Different Service Variants. In this scenario, we maintain the saepmogment topology
(services currently deployed on the edge stay located on the edge, those running on the cloud

4 Approximately modelled on a real flight simulator application.
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remain running on the cloud). However, we change the configuration for some of the services
so that the overall application resource footpristmodified.

c) Altered Deployment Topology. In this scenario, we do not modify or replace any of the default
service configurations but instead migrate one or more services from the edge to the cloud or
vice versa.

d) Altered Topology and Service Variants.His tscenario, quite a lot of changes occur at once.
Not only do we replace some services with differently configured copies, we also consider
moving the location of a service from the edge to the cloud.

2.5.3 Application Aware Orchestration

For an application to be adapted from its existing state, we need to describe the new state and have
the orchestrator move us to it. In a large servimsed distributed application, it is unlikely that a
wholesale restart of the entire collection of sares would be required, and different applications will
offer different opportunities for service rewiring. Some infrastructural services (such as databases,
caches, and webservers) may not be operable at lower fidelity; some may be statefully recording and
utilizing internal state for servicing successive requests and not be amenable to restarts; others may
be perfectly amenable to restarts and migratiéns

To cover the adaptation use cases summarizedigure 6, we need to support the following
functionality from the perspective of the orchestrator:

1 Identify the changes needed to result in adaptation

9 Allocate any new resources required to satisfy the changes

1 Relay nav resource details (e.g., IP addresses) to the application
1 Deallocate any resources no longer required

Resources are allocated to application instances by the Orchestrator in network slices. To support the
increased elasticity that we need from the slicedrl to allow topological or resource sizing changes

to a running application instance, we propose to introduce the conceptib$et slicesThe concept is
straightforward and requires application providers to separate which parts of their deployed
appliation may be altered to affect a particular target adaptation and which parts should remain
static. We refer to these as the dynamic and static subsets. Those services within the dynamic subset
can collectively have their resources recalibrated or everlloeated on a completely different
machine. We capture the static and dynamic subsets in separate bluépmimdssend/identify them

both to the Orchestrator when seeking to launch the application. When adapting the application, we
then send a new dynamgubset blueprint to the Orchestrator, receive back the details on resource
location changes, perform any necessary irgervice traffic routing changes within the application

and finally request the Orchestrator to reclaim any resources that were redefweuse before
adaptation but not afterwards. This is summarizedrigure?.

5 The notion of disposable services that can be released and respawned anew lies at the heart of

Microservice architecture tenets. The gftferredi 2 & LIS (G 4 SES NB dz LIAR &ldi O LIG dzNJ

6 ogically separate if not physical. The detail of this is yet to be formalized as we feel the decision on
whether to use multiple blueprints or a single more robust one is best made when we have progressed
further along vith the implementation of the CHARITY Orchestrator.
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Figure7: Application Aware Orchestration.

The Application Overseer is provided by the Application Provider. Its responsibilities are to decide
when instances of an application need to be adapted, how they are to be adapted, and conduct the
necessary dialogue with the Orchestrator to affect the adaptat How the Overseer makes its
decisions and maps circumstances to a particular choice of dynamic subset is completely up to the
Application Provider. It can receive alerts and query metrics from the CHARITY Monitoring Platform
and track application spd@ data such as the number of active users, what they are doing, what their
privileges are; track the overall resource usage (and possibly financial spend) according to the slices
allocated to active users; respond to quality of experience and resourctifitions observed by the
Monitoring Platform.
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3  Algorithms for service orchestration

3.1 Deterministic networking in service orchestration

Optimal SFCService Function Chaiaenbedding onto physical networks has drawn much attention in
the recent literature.However, most of the existing work in the literature focused on maximizing
network throughput/resource efficiency, regardless latency requirements; whereas maximizing
network resource efficiency while keeping the service latency and latency variati@n) (jitithin a
deterministic bound has received less attention. In traditional networks, theterehd latency/jitter
curves have a wide probability distribution with a long tail. A deterministic orchestration mechanism
would ensure bounded entb-end latercy and delay variation with no long tails in an dneknd
converged network; ultimately supporting deterministic servicegh as XR servicelso, it is
important to increase the profits of service providers by optimizing the resource allocation and
placement of VNF instances while ensuring deterministic latency performance. Moreover, due to the
highly dynamic nature of network traffic load, it is a challenge to embed SFC requests with
deterministic latency bounds and lower jittére., SFC of XR semsgduring the SFC lifetime.
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/\“ "

O% Y Lgag = LC+LP <15ms
B H H

L

’ -
fi f2 fa fi -
Figure8: Example of SFC requests in 5G edge netbrks

Figure8 shows an example of SFC request embedding in a 5G network. Edge nodes are equipped with
a certain amount of processing resources and switching ability. At cell sites side, user device®genera
SFC requests over timandthe SFC requests are featured with latency requirements, which are
comprised of communication latency and VNF processing lat&hege SFC requests can be also made

in response to a request from XR application develog@nse a new SFC request arrives, optimal path
selection and processing resource allocation should be performed in order to thedatency
requirementof the XR service supported by the SF@ example, whea request forSFC 2 with an
end-to-end latency rquirement of 15ms arrives, considering the network load status and distance
between source and destination nodes, Path 2 would be selected with communication latency of 2ms.
Then the VNF processing budget would be 13ms. Therefore, it is important tot@léacappropriate
amount of processing resources to each VNF composing the SFC in order to make sure the latency
would remain less than 13ms while minimizing the cost of VNFs processing.

To achieve deterministic orchestratioand as detailed ifil 7], wefollowedan approachthat consists

in separaing this problem into two distinct suproblems: (i) how to optimize the resource allocation

and path selection for SFC deployment; (ii) how to adjust resource allocation to ensubeuhded
service latency and jitter under the traffic variation, which can ultimately maximize the overall incomes
for ISP. These two aspects form the whole procedure of lifetime management for SFCs. The-first sub
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problem is to be solved in two direction§) improving service acceptance ratio (i.e., increase the
revenue derived from providing services to users); (ii) reducing resource consumption by optimizing
resource allocation to VNF instances (i.e., reduce the network cost for ISPs). Given thgapoopa

and transmission latency can be considered as being deterministic, we need to bound the non
deterministic VNF processing latency in order to achieve an overall deterministimemdl latency

and jitter for timesensitive services. For the secongb$roblem, we investigate the optimal VNF
scaling up/down scheme in response to the traffic variation to keep the bounded latency by
considering the historical network load, whichall help avoid resource bottleneck and reduce
network congestion.

In [17], the problem was formulated as follows. Givamphysical network topology and a set of SFC
requests, we need to determine: 1) the path between source and destination nodes and place VNF
instances along the path, 2) the right aomi of processing and bandwidth resources for corresponding
VNFs and traffic, 3) how to adjust resource allocation when traffic load yaviée maximizing the

profits of the ISP from running SFC requests and ensuring deterministic e2e latency perfarftaanc

traffic of SFC request will traverse a series of ordered VNF instances and this selected path of nodes
will influence the resource consumption on edge nodes and physical links. How to select suitable path
and allocate resources for SFC requestsai@na challenge for deterministic latency performance and
maximum resource efficiency.

Asstated previously, the Lifecycle management procedures of the SFCs are divided into two phases:
SFC deployment and SFC adjustment, which are solved by the propas&&©eleployment (Det
SFCD) and the D&FC adjustment (D&FCA) algorithms, respectively. In SFC deployment phase, 1)
optimal paths need to be selected to avoid the resource bottleneck when deploying SFCs, ultimately
increasing SFC acceptance rate; 2l iétances need to be sized optimally to minimize the resource
costs while ensuring the latency requirements. In the SFC adjustment phase, optimal VNF instance
scaling up/down scheme should be designed so latency variation would be controlled withidla sma
range.
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Figure9: Performance evaluation of DISFCD and DESFCA algorithn{47].

The conducted performance evaluatigRigure9) showed that the proposed algorithms achieved
more than 15% enhancement in SFC acceptance rate and an average 35 % more overall profits in
comparison to the baseline solution. Also, BCAesults in a higher utilization. Without considering
deployment cost, the baseline solution exhibits a lower utilization of CPU resources by rejecting more
SFC requests due to resource bottleneck. This is due to the fact that during the adjustment paase, t
resource adjustment is performed without taking into account the history of network load dynamics.

3.2 Serviceplacement& resourcescheduling

Managing and allocating resources for the network processes and functions is an important aspect to
XR applicationsLhis is mainly due to the fact that XR applications compases of image processing,
high-quality display, resourchungry computations,and faster packet forwarding. Further,
onboarding and scaling these complex ecosystems of eahatile applications, based on
microservices, is also an important factor to consider.
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Traditional network resource management involves a simple system modé&ardvel design where

an application determines the amount of network resources, for example, bandwidth needed for the
data flow of the application. The network manager saes a reservation system to allocate the
computed requirement of the resources $xd on the resource availability. This tends to be inefficient
especially for applications with distributed service placements.

An alternative approach is, instead of directly specifying the network resources to the network
manager, the application can suiit the requirements in terms of both constraints and objectives. The
network then calculates the optimal resources based on the requirements. While this reduces the load
on the application, this increases the burden ofngtwork compute to calculate theptimal
allocation. Additionally, the application could end up sharing some of its proprietary information with
the network.

Given the distributed nature and heterogeneity of resources from one side and the distribution of XR
services across network elemsnon the other side, it is not trivial to use the existing datacenter
resource scheduling techniques without a careful tailoring to requirements of CHARITY. For example,
FigurelOshows a Deep Learning (DL) task witlirK& application. The variants of the request can be

the devices requesting, accuracy and latency requirements of the DL model. Based on these goals and
constraints in terms of load spread across thework devices, the decision needs to be made at
runtime.
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Figurel0: Request scheduling for optimal resource allocation at real. time

To this end, we are building a learning paradigm based on uncertain network dynamics andrakgorith
that can learn and adapb the environment based on resource availability. We call this Adaptive
Scheduling of Edge Tasks (ASET), which runs a smart RL agent trained uswogdaadtwork
topology and identify the best policy to schedule the worklean a networkleveragng Deep
Reinforcement Learning (DRL) techniques. The policy can be as simple as executinghgatisatt
edge cluster to schedule based on latency and load at real time.
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Figurell1: Adaptive Scheduling of Edge Tasks (ASET) warkflow
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Our adaptive scheduling approach aims to learn the optimal policy depending on cgyem
conditions, e.g current applications, network topology, and stream arrivals that vary over time. Due
to the lack of labelled data, the optimal policy learning is formulated as a RL problem; hence, an
intelligent agent tries to learn the optimal poy selection strategy according to the observed state of
the environment. This is accomplished by an RL policy that estimates a probability distribution of each
possible action (policy selection) that cumulatively maximizes a reward (typically maxithiging
fraction of queries that are served successfully), as shovagurell.
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Figurel2: Percentage of successful queries over time for gk wath users arriving in reatorld pattern

Initial results suggest, even with partial view of the network resources, ASET performs better than
traditional scheduling mechanismiBigurel2). We simulate the scenario of users arriving in-weaild
pattern. The work is still ogoing to implement better selection of policies through nyalgient
communication, security & priva@ware (sectiorD) and realworld deploymentsFurthermore, we
envisage to integrate the scheduler with AIRO to render both smart orchestration and scheduling for
XR applications facilitating clowtige continuum.

3.3 Decentralizd service replica management

The pace in the adoption of Edge Computing is rapidly increasing in the attempt to bring computation
as close as possible to the data producers and consumers (e.guserns)[18, 19] Inprinciple, the
transition to the Edge showcases exciting properties: it is-effsttive for the application providers
while being more convenient for the eagsers, who enjoy more personal applications. For example,
interactive applications (such a miplkayer games and VR) have strong requirements on latency to
keep their immersiveness and might benefit from being placed at the Edge.

However, for these properties to hold, applications must be placed and replicated correctly by
matching their requiremerg with resource capabilities and the position of the users. Such a process
can result in the spawn of many replicas of the same service in different resources of the edge platform,
which can rapidly erode the promised caxffective benefit. Also, the prdbm becomes even more
challenging when considering that application requirements and resource capability can change over
time, even when the application is running and accessed by the movingssnd. Therefore, there is

a need to adapt the application atement during runtime to maintain the promises regarding the
quality of experience.

In the context of CHARITY, we consider that the systetimea¢dge is made of entities with a specific
geographic location representing a sraaltmid pool of potentiallyheterogeneous resourcdse., EM

¢ Edge Miniclouds)For the sake of simplification, one can model a system in which each EM is
modelled as the sum of all its available resources. EMs build a decentralized system by employing a set
of point-to-point communication with each other. Users of the system request the services provided

by a set of applications. Each application offers a different type of service. Several application instances
02NJ NBLX AOFao OFy 068 RSLX 2@ SRan? QoETHsh&ints: BEachEM & X ¢
supervises the execution (and all the related optimization aspects) of the application replicas received.
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In this context, we are interested in an approach that, proactively and in a decentralized fashion,
controls the number bapplication replicas of the same service in an Edge Computing platform, while
meeting the requested QEpromises. The approach should decide which replicas to maintain active
andto ensure that the matching of application requirements and resource cépeailirespected. This
approach can also trigger live migration of an application between resources of the Edge platform, by
considering the impact of migration on the quality of service.

As a first step to study and evaluate our approach, we plan texsnsive simulations. Our idea is to

use the PureEdgeSim simulaf@g], a discreteevent simulator for Edge environments. The simulated
scenario would consist of a federation of EMs. Each EM is composed of a heterogeneofis set
resourceconstrained edge devices and servers, able to host various types of applications. Each EM can
be simulated as a single aggregated entity with a PureEdgeSim Datacenter object with a capacity equal
to the sum of the resources of the devices asetvers that compose it. Each user device can be
simulated with a PureEdgeSim EdgeDevice object (e.g., a tablet or a smartphone). An early experiment
along this path is reported if21].

3.4 Simulations tools and experiments on ald resource management

To build an efficient cloud resource orchestration system, it is important to populate it with efficient
Albased algorithms and mechanisms that autonomously take decisions on the resource allocation and
service placement. These #dchniques need to be intuitively evaluated, above all in simulated
environments close to real life systems. In this regardinaulation platform that accurately mimics

K8s microservices clouds is propo$gl This platformd aimed to the RL agents helps them learn
quickly and converge to a policy that can be used in real environments. The simulated environment is
meant to start the agent learning; it is not meant to replace the real environments. Indeed, after
finding adecent policy, the agent needs to continue learning once it is deployed in a real environment.
Using a simulator instead of using a real deployment would greatly reduce the time needed by the
agent to learn a good policizurthermore, as described in Sexti2.2, the envisioned AIRO framework
aims to alleviate the scheduling and placement problem in very large system where the number of
possible configurations is huge. In order to evaluate and quicken development of the AIRO framework,
the simulation platfom isneeded.Therefore, a performance evaluation is carried out to show how
close the clouehative simulator is to the real deployment.
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Figurel3(b), it is clear that the real and simulated testbeds are almost identical. The only notable
difference between the two is that the real testbed can show random behaviour suohtas case of
POD6 and POD9 between 3500s and 4000s. Likewise, CPUarili#d20Ds in both testbeds is quite
similar. The real testbed shows also some noisy behaviour compared to the simulated testbed.
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Additionally, an experiment was carried out with the main objective of investigating and evaluating a
resource monitoring demonstration in a cloud native deployment. This experience proves to be
important, ascontinuous monitoring can be useful to minimize incident response time and ensure that
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applications and infrastructure behave as expected. Namely, tracking cluster resources, such as
memory, CPU, storage, and bandwidth, facilitates the process of mandgirgnative environments.
Considering the mukilomain context, Ranchémwas used, taking into account it has support for
multiple multicloud providers. This feature allows the facilitation and intermediation of the
orchestration of different domains, lwch can even be from different providers. Rancher allows not
only the creation but also the orchestration of multiple Kubernetes Clusters, both k3s and k8s, by
installing a cluster agent on all cluster nodes. In this sense, Rancher was used to setodpoddw
Kubernetes cluster that was used to deploy and monitor distinct microsebased applications.
Additionally, a Promethedisand a Grafanainstallation was performed, to provide a simple and
efficient way to visualize several natively supportagster and poespecific metrics. By leveraging this
approach, and considering the Prometheus architecture, additionadp€Rific instrumentation was
achieved by having additional libraries and Prometheus Exporters to expose virtually all kinds of XR
related metrics.

First, and to evaluate the monitoring resources in a more comprehensive way, three different
(topologywise and purposavise) applications were deploy¢22]. These pplicationswerechosen as
reference scenarios for negfeneration XR applications, being composed of multiple microservices
and with different topologies. In this sense, it is possible to assess how different applications can be
effectively monitored in a cloudative ervironment and how their orchestration can be performed,

to support a new wave of predicting, scheduling, and intelligent orchestration mechanisms. Therefore,
these applications have different primary objectives, such as:

1 2-tier application with two main gals, achieved with ipef8 and stresang'’. The first tool
allows generating realistic network traffic, while the second one allows generating excessive
use of resources.

1 3-tier application with the purpose of providing a simyylet-realistic standard ardgtecture as
a starting point for demonstration purposes.

1 12-tier application represents the implementation of a wbhsed ecommerce application, to
showcase a complex and realistic application.

Considering XR services and cloadive environments, it ifmportant that the availability factor is

taken into account, because downtime values (e.g., due to service migrations) can have a negative
impact on user@experience. Therefore, it is extremely important that it is possible to analyse and
evaluate the deloyment time (the time that a service takes from creation to proper functioning), to
properly assess and regulate performance. However, the deployment time that is usually debated does
not consider the availability of the service, that is, it only measuhe time until the pod is running,

and not until the service is fully capable of accepting any type of requests (e.g., some databases need
time to migrate, web servers need time to initialize). Thus, for the validation of this metric, a
component was delpyed that allows the calculation of the deployment time based on the event log
performed by Kubernetes, as cof-the-box metrics reported by Kubernetes (i.e., kedtate-metrics)

neither provide such a mechanism nor account for time spent pulling a ic@ntanage.

Figurel4 shows this time, in seconds, per pod and per application. These values are an average of the
results obtained in five tests. As mentioned, these the values per pod, however, the deployment
time of the application as a whole is obtained through the maximum deployment time of its pods (the

7 https://rancher.com/

8 https://prometheus.io/
9 https://grafana.com/
10 https:/fiperf.fr/

1 https://wiki.ubuntu.com/Kernel/Reference/stressg
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pod that took the longest to deploy). It shoube also noted that in these tests the images were not
pulled, a process that would lead to an increase in the recorded time.

Time (seconds)

Pod 1 Pod 5 Pod 9 ez
20 Pod 2 Pod 6 ) Pod 10 Emmmmm
Pod 3 Pod 7 1 Pod 11 s
Pod 4 Pod 8 1 Pod 12 =3
15 -
10
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0 - s
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Figurel4: Average pod deployment time of each applicaftiz).

The recorded values and their differences can be explained byetd of complexity of each
application (the more tiers, the longer it takes to deploy). The first application only has two pods and
does not present relevant differences between the deployment time of the two. The second one has
three deployments, whichdve dependencies on each other, which explains the difference between
the times of each pod. The last one has twelve pods, also with dependencies between them, which
once again explains the difference in its deployment time. These dependencies betweresanv
cloud-native applications are quite common and have an impact on numerous operations (e.g., service
migration, scaling), and in this way, microserdi@sed XR applications are not expected to be
different. Indeed, they are expected to have complegologies and numerous dynamic constraints.
Thus, their management in (near) raahe is a fundamental aspect of the envisioned orchestration
and should be an aspect to consider.

In order to understand the discrepancy between deployment titmetsveen services and applications,

it is important to dissect the various states considered in the deployment process. This process includes
scheduling the pods, pulling the container(s) image(s{l finally creating and starting it. Figurel5,

it is possible to visualize the various states of this process and their time on each pod.

Scheduling Pulling Creating mommw

Pod1

Pod2

Pod3

0 20 40 60 80 100
Percentage

Figurels: Stages included in deployment tifi22].

Although the pulling state time depends on factors such as image size, this is the state that has the
longest time. However, to counteract this factor, it is possible to configure the pods to only pull the
image when it is not presat locally. In this case, only the first time its deployment was carried out
would the image be pulled, in subsequent deployments, this process would no longer be accomplished,
since the image would already be present locally, which consequently cassestar deployment

time.
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Nevertheless, maintaining local images across nodes becomesrererdifficult when dealing with
multi-node, highly complex cloudative environments. Prioritizing deployment time at the expense of
complexity is a matter that denmals its proper evaluation, and understanding its impact is crucial to
properly adapt clouehative environments to specific usmses. To get around this problem, one of

the possibilities is the use of smart caching techniques. The use of these techniqriag d
orchestration enables the prefetch of the required images of XR services and places them in the nodes
or in close vicinity of the nodes.

In addition to measuring and analysing the deployment time, it is also important to evaluate
mechanisms that alle the visualization of resources (e.g., CPU and memory usage) to predict the
behaviour of applications and infrastructure, to enable active decision making. Thus, the effectiveness
and efficiency of the application can be maintained. In this sense, Grafavides outof-the-box
dashboards to visualize such metric. Therdkigurel6 and Figurel7 show the visualization of the
graphs obtained from CPU usage and the memory usage of the deploytest application.

CPU Usage
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Figurel6: CPU Usage graph from-iigr applcation[22].
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Figurel7: Memory Usage graph from dtier application[22].

The observed graphs show different values for each container, for memory and CPUnlsayean
be explained by the differentiation of each pod function, since there will be pods that need more
resources to perform their functions.

Likewise, a multuser XR application might behave differently according to multiple factors, such as
the envionment, number of instances, users or even different settings of each user. Monitoring the
resource usage at the pddvel and/or applicatiodevel is useful to detect early deviations that might
indicate unhealthy situations or be used to predict indidtservice behaviour&ffectively through

the deployment of different cloughative XR applications, more interestiobservationscan be made
regardingthe number of tiers, caching, and availabilifihese observations can be translated into
recommendaions fori) how cloudnative XR applications should be designed (in addition to the
guidelines stated in subsectidh5) and also oni) how correspondingclusters should be formed,
configured and orchestratetb ensure a certain level of QoE for tterget XR applicationd.ike the
abovementioned applicationswe experimentedon, XR applications will benefit from deployments
that can take advantage of locally present images. From an orchestration standpoint, clusters should
be also designed in order to take advantage of smart caching mechatiistnsani) make those
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images avadlble at different application lifecycland ii) also minimize the burden of having them
always persisted at every single node of a mallister and multnode setup. Moreover, clusters
should be considered and designed as highly dynamic environnoapizble of seamledg reallocating

XR applications components taking into consideration runtime factors such as cluster or individual
component resource consumptiorand applicationspecific characteristics (e.g., current number of
users). Ideally, such ovefralrchestration should not impose changes on XR components themselves
which are likely not aware of such needs. Nevertheless, by following microservice best practices (e.g.,
single responsibility principle), XR applications can be modelled in a way dbiitafe their
orchestration (e.g., using stateless services when appropriated).
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4

XR Aware networking

4.1 Dynamic routing

Routing schemes on SDN are generally classified into two types, namely static and dynamic. In static
routing, existing solutionfocus on extending weknown path searching algorithms such as Dijkstra

or Depth First Search (DFS) to find paths from sodedestination while considering edge and/or

node weights. However, the selected path will not change unless a link failure is detected. In this way,
the route failure or link congestion results either in drop waiting for packet transmission. To
overcome the drawback of static routing, dynamic routing (also known as adaptive routing) has been
proposed, where routing is performed based on the current situation of the network. Research in
dynamic routing aims taproviding more efficient usage of network resources by considering the
current load of each link in the network while making routing decisions.

In aSDNbasedrouting framework, theSDNcontroller has three common routing tasig3]:

9 Obtaining the global view of the network: the SDN controller needs to acquire the accurate

global view of the underlying network in order to make routing decisions and compute the
new paths. The global view of the network mainly contains the ndtwopology and link
status information from the switches in the data plane. Various protocols are available for the
SDN controller to discover the network topology and obtain the static link status information
(e.g., hop count, link capability) at the sanime since these static information does not
change[24]. To collect the dynamic link status information (e.g., available bandwidth,
utilization,anddelay) which do often change, the SDN controller needs to continuously quer
the switches at very short intervals to maintain an accurate view. This imposes significant
protocol overhead. To address this challenge, the SDN controller usually implements a periodic
monitoring mechanism to obtain dynamic metrics from each switca ptedetermined rate.

The value of this rate should be selected carefully to balance the ‘wéideetween accuracy

and protocol overhead.

Computing the routing paths: the SDN controller comgutes optimal path(s) for a given flow
using routing algorithra which assume that the global view of the network is available. Based
on the number of output optimal paths between sourtedestination nodes, existing
solutions can be classified into two categories, namely, sipgth and multipath. While
singlepath routing protocolsare designed to discover and use single path between a source
and a link, the multipath routingrotocolsmake use of multiple routes so that the traffic is
balanced among the number of available paths. Therefore, multipath routingges\ietter
overall performance by allowing better sharing of available network resources.

Installing the forwarding rules: After computing the optimal paths, the SDN controller needs
to install or update the necessary rules on the forwarding table of eadtch using OpenFlow.

The switches then use these rules to forward packets. The mechanism of updating routing
information (i.e., who and how to start computing new routes and installing forwarding rules)
is an essential part of any routing protocol. Thare three modes of updating operation:

o] Reactive (ordemand) mode: the routing path is discovered by the SDN controller only
when a source node needs to send some data to a specific destination node. The nodes
do not maintain table regarding routing infoation. In this way, this mode consumes
less resources due to the absence of large routing tables. However, it causes
performance delay because of continuous communication between nodes and the
controller.

(o] Proactive (table driven) mode: the SDN controliestalls the forwarding rules to
switches for possible traffic in advance. The advantage of this mode is faster routing
decision and less delay in route setup process. However, each node is requissp
the routing table up to date which needs large timg overhead.
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o] Hybrid mode:t combines reactive and proactive techniques. Accordingly, this mode
obtains the flexibility of reactive mode in providing figeined control while
benefiing from proactive mode by avoiding significant burden on the corgroll

With the emergence of SDN, the flow routing in the network can be flexibly managed and adjusted in
a timely manner according to the current network status. Various existing works have been proposed
in the routing optimization that can be classifiedardifferent categories according to the underlying
approach that they use in their algorithms:

1 Path searching algorithrg based approach: Existing works in this approach implement the
concept of multipath routing on SDN mainly based on modifying-kvelivn path search
algorithms such as Dijkstra and DFBe authors in[25] apply Equatost multipath (ECMP)
routing scheme to find all available paths on -Fate network topology. ECMP utilizes
Y2ZRAFTASR 5A21ai0NIrQa FfIA2NRGKY (2 a-Shadhlddk F2 N
method to select the delivery path. [@6], a modification of DFS to adapt multipath routing
concept and Open shortest path first (OSPF) distance estimation technique is used to estimate
the minimum distance. Similarly, thveork in[27] implements the modified DFS and measures
the paths weight by combining the node, edge, path, and bucket weight using port statistics
available in OpenFlow standard and manual calculation.

1 Constraintbased approach: Due to finite resources in the network madtributes of a routing
FEIA2NAGKY +FNBE RSGOGSNXYAYSR o0& GKS Ff25Qa OKL
application data that flow is carrying. These parameters define the constraints in finding
network paths for flows. Most of algorithms simplyneiinate the links whose residual static
and dynamic metrics are less than the requested demand and then uses path search algorithms
to find the optimal pathg23, 28] Other existing work§29, 30]follow the declarative and
expressive approach which applies Constraint Programming (CP) techniques to find the
optimal paths. Accordingly, the constraiatvare routing problem is represented as constraint
satisfaction and optimization pkdems in CP. The developers only state the constraints and
optimization statements that the solution should have and do not specify a-lspegtep
solution of the problem. The solution is provided by a powerful general purpose CP solver.

9 Heuristic algoritim ¢ based approach: Searching for exact optimal paths may be unfeasible in
a reasonable time for a large network. Heuristic routing determines dlmsgptimal, although
not always optimal, solutions in a fixed amount of time. Most of existing researblunstic
based routing are based on evolutionary algorithms in which among of them, Genetic
Algorithm (GA) and Ant Colony Optimization (ACO) are the most popular Tisedvork in
[31] developed an evolutionary multipath routing algorithm based on GA to solve the-multi
commodity flow problem while authors if82] leveraged GA and incorporates a fitness
function inspired by RL for the priority flow admissimd routing problems. The solution in
[33] proposed a dynamic routing algorithm based AGOwith three modules to compute
multi paths, select optimal path, and validate the optimal path. Following similar approach,
authors in[34] introduced different ant colonies to ACO to calculate multiple paths and reduce
the coincidence rate between these paths.

1 Machine learningcbased approach: Many studies have proposed to optimize the routing
problem on SDNising MEbased algorithms in order to enhance learning ability from past
experiences and smart routgecision capability. Thexisting solutions can be classified into
two categorieq35]:

o] Supervised learning based solutionsnainly consist of three phases: (1) collecting
labeled training datasets, (2) establishing-bMdsed model in the control plane with
the training data, (3) applying the trained model for dynamic routing. Preparing a set
of adequate data for training is ansgential step in this approach. In general, to
construct a training dataset, the network and traffic states are often considered as
input and the corresponding routing solution (normally provided by heuristic
algorithms) are the output. Ir{36], authors introduced NewRoute, a Mased

Copyright © 2021 202 CHARITY Consortium Parties Page46 of 128



D2.1: Edge and cloud infrastructure resource and computational continuum orchestration gpséim m

dynamic routing Framework, which applidsong Shorlerm Memory (LSTM
networksto estimate future network traffic. NewRoutases this traffic estimation
together with the network state and corresponding routing solution calculated by a
so-called baseline heuristic algorithm to train the DNN model which is responsible of
selecting optimal routes. In the same principal, Awadlef37] proposed Mtbased
multipath routing framework which learns the mapping function between network
configuration and their routing solution calculated by a column generatiased
heuristic algorithm.

o] Reinforcement learimg ¢ based solutions consider the routing optimization as a
decisionmaking task, theSDN controller as an agent and the network as the
environment. In this approach, the state space contains the network and traffic states.
The action is the routing solign and the reward is defined based on optimization
metrics. Research irf38] proposed a mechanism dubbedDROM a routing
optimization mechanism based on Deep Deterministic Policy Gradient (DBRG)
realize the global, redlme and customized network intelligent control and
management in continuous time. A routing algorithm based on Dedg#&pning in
[40] combines NN with RL via replacinga®les with an approximte function trained
by NN. Rischke et g41] designed and evaluated @DN, a tabular RL approach,
which directly represents the flow routes in-l@arning state and action spaces to
enable multipath routing.

In CHARITY, wénaat developing a dynamic multipath routing framewokFkgurel8) to improve the
endto-end communication in the context of the strict requirements of AR, VR, and hologhasteyl
applications.To do so, it is essential to develop mechanisms which can facilitate the scheduling and
routing of latencysensitive and / or Bndwidth-sensitive traffic. The component which shall be in
charge of providing these functionalities is referred to as the Intelligent Traffic Routing mechanism.
The Intelligent Traffic Routing mechanism leverages information regarding the various ftoavic

the network topology and the network state in order to establish traffic routing and scheduling
functionalities in a manner which is compliant with QoS requirements. The required information which
relates to the traffic flows are their correspondjnsource, destination and QoS requirements.
Furthermore, the Intelligent Traffic Routing mechanism shall also utilize network traffic predictions
which are provided by the Traffic Prediction mechanism.

The Intelligent Traffic Routing Mechanism levera88d to have access to vital information regarding

the traffic and topology of the network. The SDN controller is &blese Northbound API® establish
communication with the application plane and Southbound APIs, such as OpenFlow, in order to
communicatewith the forwarding devices. Furthermoréhe SDN controller examines the network
state and flowrelated information and then alters the flow table of the forwarding devices accordingly.

The Intelligent Traffic Routing Mechanism is designed to leveRade conduct these functionalities

in an optimal manner which ia line with the QoS requirements. The centralized control provided by
SDN greatly enhances the quality offtised traffic engineering by enabling network policies to be
centrally generated @R G KSy (NI} yAFSNNBR (G2 (GKS FT2NBIF NRAy3
Action Space isnadein a manner which is in accordance with the SDN paradigma different
implementations of the Action Space have been created up to this point. The firsthahehes
different available paths to prdefined Actions that the agent may take, in order to achieve npaith
routing. The second one is a novel approach that we developed that allows the implementation of
weighted multipath routing in the context of RL. According to this approach each potential action is
matched to a distinct combination of potential percentages, each of which corresponds to a specific
path. That way, all of the various available paths can be leveraged at the same time. In both of the
aforementioned cases, the action is applied during specified-tirtervals.
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Figurel8: Dynamic multipath routinframework.

Although there have been numerous scientific endeavaipyingRl-based paradigms in the context

of SDN only a few of them are designed to accommodate multipath routing while taking into
consideration the QoS constraints. CHARITY aims to expand upearteat scientific literaturan
regard todeveloping Qo@ware Ribased structures which support multipath routing. To that end,
the Action Space should be alsmdelledin a manner which can properly reflect the intricacies of
multipath routing.Furthemore, the State Space shall be implemented in a manner which includes the
traffic predictions. By doing so, it is possible to enable the creation of policies that take into
consideration the future state of the network as well as the ongoing one. Fittalyntelligent Traffic
Routing Mechanism shall also leverage Graph Neural Networks (EN&lshance the efficiency of
the Rkbased routing algorithml'he use of GNNs shall enable the network structures to be represented
in a more accurate way by predy encapsulating the intricate relations which are established among
graphbased structures.

4.2 DeterministicNetworking and TSNs

In this section, we delve into the application of asynchronous Time Sensitive Networking (TSN).
Although asynchronous scheduiiincreases the latency compared to synchronous one, it improves
the network scalability and the link utilization as it does not require a netwade coordinated time

to schedule the traffic transmission of each stream over reserved time slots. Asynasrd8N is ideal

for conveying sporadic traffic with reime constraints and allowing its coexistence with befort
streams. It deemed to be of high importance for the support of highiteractive holographic
communication services, particularly ova@nallscale networks.

The building block of asynchronous TSN is the IEEE 802.1Qcr Asynchronous Traffic Shaper (ATS), which
is based on the Urgendgased Shaper (UBS) proposed by Specht and $#hiiATS enhances
traditional asynchronous scheduling, in which a set of First Come, First Served (FCFS) queues, each
associated with a traffic class and a priority level, are arbitrated by a strict priority transmission
selection scheme. Specifically, ATS adds traffic regulatioorteentional asynchronous schedulers
costeffectively. In this way, penop traffic regulation is enabled in the network, thus avoiding the
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burst size or burstiness of the streams grows when they traverse the network, and the-casest
delay becomes arbiarily large[43].

Given an optimization goasuch ashe maximization of the flow acceptance ratio, the flow allocation
involves the optimal selection of one or several paths for every Traffic Class and optimally finding the
configuration for every ATS included in paths. These decisions are subject to the QoS constraints
fulfilment of the incoming flows and all the ongoing flows. For critical flows, typical E2E performance
requisites are the following:

1 Frame delay budget: thepper bound for the time the network takes to transport a packet
between the source and the destination.
1 Maximum jitter delay: the permitted delay variation in the frame delivery from the source to
the destination.
1 Frame loss ratio: the fraction of the fraam that are lost when they traverse the network.
1 Reliability: the probability of network success to carry out the communication and fulfil the
FTft260a NBIjdZANBR aSNBAOS f S@St Rd2NAy3I Ada Sy
Synchronous TSN is suitable to transport performance sensitive traffic with periodic patteimsis
closedloop control systems in Industry 4.0. Conversely, asynchronous TSN networks perform well in
scenarios where deterministic aperiodic (or sporadiod ebesteffort traffics are predominant.
However, the exact number of flows to be allocated, and their features are often unknown in these
scenarios. Thus, the flow allocation in asynchronous TSN networks is a stochastic optimization problem
in nature. Thee are two approaches for performing the flow allocation in TSN networks, namely offline
YR 2yfAYyS YSGK2Ra® hyfAyS YSUK2Ra 02YLMziS GKS
at the network. Hence, they might run an optimization algorithonfind the allocation for every
incoming flow. Conversely, offline methods compute a &rgn configuration for the whole network
for each type of traffic. Offline methods require less state informatian,6ame configuration for all
the flows of a tréfic type), and the access control mechanism becomes a lightweight process that only
needs to check whether there are enough resources (links capacities and buffer space) for the incoming
flow. Conversely, online methods offer higher flexibilite.( flows with the same traffic type might
have different configurations) and greater agility to adapt to the changing network conditions.

Figurel9 sketches a blueprint of possible management and orchestration framework for transport
networks based on ETSI ZSM #atF ACTMbstraction & Control of Transport Networkgference
models. This architecture enables the customer to create and operate Virtual Networks (VNS)
(Transport Network slicing) while hiding the complexity of the underlying physical infrastructure. Also,

it provides crosglomain coordination, which is crucial to ensure the cohesion and satisfiability of the
configurations applied to the distinct domains.rhpstance, the E2E delay budgets imposed by the
services need to be distributed among the different netwddmains A fully centralized (SDike)

TSN network is considered given that we are targeting deterministic single digit delays (i.e., less than
oIms).
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In the ambit of CHARITY study[44] was conductedvhere deep R.wasemployedto solvethe flow
allocation problem in asynchronous TSN networks as its features are well suited for that problem. In
contrast to alternative ML techniques, deep RL supports online learning efficiently, which is advisable
for the model adaptability to the changingetwork conditions. In the same way, the RL exploration
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state-action spaces as required in medium and large scale TSN networks. Last, RL migheaoat alo
output the solution directly from the input without any restriction on the optimization objective.
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Figure20: R_for flow allocation and timesensitive networks optimizatidd4].

Figure 20 shows an online Rhased solution for the flow allocation policgaking in AT®ased
networks[44]. First, every incoming flow allocation request is parsed to determine the flow type and
characteristics (step 1). Then the flow characteristics, along with the traffic predictive data analytics
and the network information and status, are taken by the dga® observations. Next, the agent
outputs an action, which is validated through verifying analytically that the action would not impact

I yeK2§g
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the action is vatlated, the agent will be positively rewarded, and the action applied. Otherwise, it is
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Figure21l: ATSbhased Bckhaul Network (BNjerformancd44].

Figure21(a) depicts the flow rejection ratio as a function of the demanded link utilization at the access
links interconnecting M1 devices and gNodé8==Figurel9). Every point shown iRigure21(a) was
obtained via simulating the arrivals and departuresl@M of flows.As observed, the flow rejection

ratio depends logarithmically on the demanded edge link for the setup. It can be seen that the
algorithm offers high rejection probability (penalizes) flows with high data rate demands, e.g., those
with 5Qs 2,7, and 5(5G QoS ldentifie as defined in 3GPP TS 23.8)1as it seeks for maximizing

the number of accepted flowsigure21(b) shows bothntheB RSt I @ 06dzZR3IASG LISNJ pv L
. b 5Sfl & .dzR3ISGE£0Y 6KAOK Aa mme: 2F GKS 9H-9 RSt
OFrasS RStlFe& LISNIpvL 200FAYSR GKNRBdZAK aAiavydzZ A2y
constraint is net for every 5QI. The maximum delay experienced by each 5QI primarily depends on its
priority level in the TSN network, which is assigned by the algorithm. This fact explains the variability
observed in the obtained maximum delay for the different 5QIs.

In a second worK45] also performed in the context of CHARIThe allocation problenwas also
investigated in 5G backhawthereinl y 2 F ¥t Ay S &2t dziA2y RdzooSR abSEi
hLJGAYAT SNE was propoged. bthcombines exact optimization methods and heuristic
techniques and leverages data analytics to solve the flow allocation problem. NEPTUNO aims to
maximize tke flow acceptance ratio while guaranteeing the determinist@S@quirements of the

critical flows. NEPTUNO makes the following decisions: i) clustering of 5G streams into IEEE 802.1Q
classes according to the RBvalug ii) flowto-shaped buffer and flovto-priority assignments at each

ATS of the network, iii) paths selection to interconnect every source and destination, and iv)
distribution of the endto-end delayl/jitter budget of the flows among the hops comprising each path

in the network.

12 For example5QI3, 7, and 80 refer to redime gaming services, live videamdaugmented reality servicesgspectively.
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Figure22 shows the main steps of NEPTUNO to make its decisions. First, NEPTUNO collects the data
analytics of interest and network state information. Next, it exesutiee optimization algorithm for

finding the optimal configuration of the network. The first step of the optimization process is to
compute the number of packet replicas required for each 5Ql in order to assure its minimum reliability.

It runs, then, a pdt selection algorithm whose objective is to balance the workload through the
different transit links of BN. To that end, it uses the number of required flow replicas computed in the
previous step and data analytics A1 and A2 as input. After that, itkdists the delayl/jitter budget

among the hops of each path chosen in the previous step. Finally, it computes the optimal
configuration for each last hop by solving thiéLP problem
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Figure23: Performance of NEPTUN4B.

Figure23(a)compares the flow rejection ratios offered by NEPTUNO and by the optimal solution versus

the flow arrival rate. As observed, the flow rejection ratio exhibited by NEPTUNO is roughly@@% ab

0KS 2LIWGAYIE 2yS F2NI 26 2Nl f2FRa FYR mMmE: | 02 0¢
operation. More precisely, NEPTUNO configures the last hops to minimize the flow rejection
probability, whereas the configuration of the transit ATSstisrsguch a way that the pesQl reserved

capacity in the last hops can be accommodated. Thus, it seems reasonable that NEPTUNO performs
better for high workloads where the configuration of the bottleneck link (last hop) becomes
increasingly importantFigure23(b) depicts the empirical cumulative distribution functions of the flow
rejection ratio offered by NETPUNO under different workloads. As observed, the chestacteand
performance requirements of the flows matter. For instance, for the same characteristics of the flows
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stringent. Even if NEPTUNO is target®mwards 5G networkghe solution is general enough to be
adapted towards other networkas long as the underlying networking infrastructure supports ATS
switching with priority queuesThis also depends on the level of ownership of the network elements.
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5  Monitoring and Prediction

Monitoring encompasses the process of collection, analysis and use of information systematically, that
provides the continuous visualization and perception of the status and the progress of an application,
service or infrastructure. Such continuous monibgr process provides a way to analyse the
environment to check whether applications and infrastructure ruegsected Indeed, the reatime
monitoring of the environment allows, for instance, to minimize the response time to incidents (e.qg.,
the detecticn and mitigation of cybeattacks). This way, as soon as something happens outside the
expected behaviour, it is possible to take the appropriate actions and deci¢iopast, monitoring
fundamentally served as a decision support for manual interventafnservice and infrastructure
administrators. As we progress into more complex and challenging scenarie@nvesonedin
CHARITY, monitoring and prediction algorithms (based on the instrumented metrics) assume a whole
new relevance in the orchestraticand lifecycle management of nexteneration applications. They

form the input upon which all the intelligent orchestration mechanisms are built. The concept of
control closed loops and the envisioned automation of such intelligent orchestration highiyndsp

on a comprehensive redime monitoring approach and on the quality of collected metrioswhat
follows, we discuss the importance of monitoring for resource consumption prediction algorithms, the
open research challenges and the surveyed spedaifiblers and tools for Cloudative environments.

5.1 Resource Monitoring

In a Cloud Native environment, the monitoring process has a critical role to provide the required
observability over the complex (and potentially large) number of raéEnvices spannin@cross
distinct domains. Manually monitoring such an environment is no longer a viable task, instead the
usage of monitoring tools allows the achievement of the required degree of automation. As we move
towards intelligent orchestration platforms such &&tCHARITY case, resource monitoring would play
a critical role into supporting not only automation blidsalso a valuable input for all the resource
prediction algorithms, adetailedlater.

5.1.1 Goals and Research Challenges

Monitoring tools provide observality over metrics at different levels, such as excessive or unusual
CPU utilization patterns which might impact the system performance, menedayed metrics to
detect memory leaks and other unexpected behaviours, disks running out of space, unauthorized
network traffic flows or slow/bogus service APIs responses. In Cloud Native environments, such
monitoring tools are used to ensure that infrastructure assets including servers, nodes, pods,
containers behave as expected.

Resource monitoring, especiallytiin a Kubernetes cluster, is a daunting and challenging task. There
are literally hundreds of metrics which can be extracted from all the layers, components and
applications and not all of them are always relevant for every single orchestration taskstamice, a
network state prediction algorithm will likely need only a subset of netwetlited metrics.
Additionally, dynamic, ephemeral and loosely coupled mggrvices pose an architectural challenge

of how to extract and collect all the differentrsece-related metrics.

Hence,in a Cloud Native environmernine of the biggest challenges is not only to understand which
metrics should be used but thefficiency and efficacy of the collection, aggregation and all the
preprocessing, which ideally should occur near-teaé. This challenge is further aggravated when
one considers the traits of next generation of XR applications such as their latency constrains and the
amount ofinvolved data. Likewise, the monitoring of speckiR metricgposes different challenges.

For instance, measuring the quality of a video streaming as perceived by users as part of the overall
QOE assessment is a major challe[fy.

Moreover, monitoring tools should also have the following characteriqd@g. extensibility to
accommodate scalable and dynamic environments in a flexible wastability to enable the
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monitoring of distinct heterogeneous platforms and servicesn-intrusivenessto avoid the
interference with the resources that are being monitored (e.g., mainig tools should not impact the
alreadyconstrained latency of XR applications)ulti-tenancy to allow the monitoring of shared
resourcesaccessibility usability; robustnessand archivability. The premises of th€HARIT)groject
add new degrees of coptexity:

1 Multi-cloud: The CHARITYlatform seeks to achieve the extremePk required by XR
applications enabling dynamic deployment of microservices, which implies a changing
architecture of virtual applications through time. Each provider offexsve monitoring tools
to control and visualize the performance of their Kubernetes clusters and the services
deployed. Hencghe use of cloud providers monitoring toolsnist viable since the change of
a server from one cloud to another shoulidt be perceived by UC owners.

1 Heterogeneity The focus on XR applications supposes the opening to technologies beyond
the well documented traditional ones. Being an area in full development, the components,
languages and KPIs are still being defined and wiktopt advancing as the use ¥Rreaches
the personal use. The monitoring platform must adapt to the demands of development of the
XR itself.

The goal oCHARIT® monitoring tool is to meet these architecture requirements without involving
UC owners in theomplex architecturgvhereintheir application components are deployed. Therefore,
agnosticityis the main requirement for monitoring must support all kinds of technologies, hardware
and software, languages and service provider compareBARIT® monitoring tool shouldreduce

the complexity of the underlying architecture, at least abstracting the UC owners from it into this
constant point of contact they will have to control the performance of their applications and each of
the microservices that makthem up.

Prevention and reactivityare the objectives to reach witBHARIT#nd monitoring is a key part of it

as it is one more piece in the chain of analysis, prediction, reaction and modification. The tool must
adapt itself as dynamically as the applion architecture itself will do based on muitoud
performance and requirement§.able 1 summarizes the above discussion and gives an overview on
the monitoring requirements.

Tablel: Overview of ronitoring requirements

CHARITY Requirements Orientation
Feature
Heterogeneity Native monitoring Cloud agnostic
Support for all clouds Monitor services, resources and
Multiple providers and network

technologies

Complexity Traceability of problems Certainlevel of abstraction on the
different clouds in use

Single panels

Prevention Customer impact Analyse data and trends
Interrupted services Proactive architecture
UC abstraction | Human involvement Cloud agnostitemplates to automatize

XR scopes continuously evolving| changes in monitoring system
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5.1.2 Enablers and Tools

This section provides an overview the considered monitoring tools, mainly focused on ofzemnirce
tools that were investigated for supporting the monitoring of the infrastructure, applications and
services as part of the CHARITY fammrk. Namely, it presents Prometheus and Grafana, Eddk, St
Kubewatch, Weave Scope, Zabbix, cAdvisor, Jaeger, Dynatrace and D4&didy 50]

1 Prometheus® is an opersource tool for monitoring (and alerting events) systems, services
and applications. Promethes collecs the target metrics at certain intervals, evaluatthe
configured thresholds, and triggealerts if any condition is trué?rometheus relies on the
concept of exporters to export and send metrics from thi@rties components to a central
server. The communication between exporters and Prometheus Server is done via HTTP by
default. In a Kubernetes deploymeratPrometheus seter can leverage Kubernetes APl and
service discovery capabilities to directly pull specific node and service metrics. Gtafétea
used to complement such metric collection, provides a flexible way to query the metrics
persisted by Prometheus (usingoRrQL) and visualisethem into graphical dashboards.
Grafana carbe also leveraged for implementing alert functions.

1 ELK stack comprises the combination of ElasticSearch, Logstash, and Kibana. Together, they
allow the collection of data from different soces in different formats and provides reahe
data analysis and search capabilities. First, Logstash is used for collecting, transforming and
sending data in regime from data sources to ElasticSearch. Then, ElasticSearch, a search and
analysis engi@, supports the implementation of distinct analytics capabilities on the top of the
collected data. Finally, Kibana, similar to Grafana, allows visualizing all of that data in the form
of dashboards. Likewise, the combination of ElasticSearch, Fluentdibada, known as EFK
stack[51], canbe alscadopted. In that case, Fluentd replaces Logstash, as the component used
to retrieve and ingest data into the ElasticSearch engine (e.g., it supports the ingestion of
specific Kubernes node related metrics). Moreover, Elastic Cloud on Kubernetes [EX}K)
an ElasticSearamanaged service, built on top of the Kubernetes Operator, allows to further
streamline the ElasticSearch and Kubernetes integration by providing features such as the
management and monitoringf multiple clusters or the cluster scaie/down configuration
changes.

1 KubewatcH®is a Kubernetes specific opsource watcher used to track and notify changes of
Kubernetes specific resources (e.g., pods, services, deployments, replica sets, replication
controllers or even configuration maps). Whenever it detectsfiguration changes, it
generates a notification to predefined collaboration hubs. Although this tool does not offer
long term storage, trending, or analysis capabilities, it provides a simple and-Kdive
approach to monitor for unexpected servicedifications (e.g.as a result of a cybeattack).

1 Weave Scop¥is a monitoring and visualization tool capable of providing operational insights
from Kubernetes clusters. Weave Scope automatically generates topology maps of
applications and infrastructey, enabling to intuitively understand and monitor context details
(such as metrics, data or tags) and control containerized applications Himea(e.g., stop,
restart and pause containers as needed).

13 https://prometheus.io/

1 https://grafana.com/

15 https://github.com/elastic/elasticsearch

16 https://github.com/bitnamilabs/kubewatch

17 https://www.weave.works/oss/scope/
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1

ZabbixX8is an opersource software tool to monitor various devices, systems and applications
through a large number of available integrations, both agesmted and agentless. For
instance, it allows collecting from resource consumption and applicap@tific mérics up to
auto-discovery of pods, deployments, services in Kubernetes deployment. Designed with
automation in mind, Zabbix supports the monitoring of large and dynamic environments by
offering auteregistration and discovery capabilities.

cAdvisot® is an opensource agent to collect, process and export resource usage and
performance information relative to running containers. Part of the Kubelet binary of
Kubernetes, cAdvisor agent, can auliscover containers in execution and collect resource
related netrics, such as memory, CPU, disk, files or network. Although cAdeissmnotoffer

long term storage, trending, or analysis capabilities, thus requiring a complementary
monitoring solution. Nevertheless, its Kubernetes integration makes it a simpleftaative

tool for exposing containelevel resource consumption metrics in a Cloud Native environment
as a Kubernetes deployment.

Jaegef® is an opersource solution that provides er-end distributed tracing capabilities
such as consistent upfront sampling with individual per service/endpoint probabilities.
Amongst others, Jaeger features can be leveraged to optimize the performancatamclyl of

the services, an important aspect of the underlying concept of CHARITY. Jaeger provides a
native Kubernetes integration through the implementation of a Kubernetes Operator (i.e.,
Jaeger Operator) which is composed of the Agent, Collector, Qoempanents. The agent,
which can be automatically injected as a sidecar, interfaces with the Jaeger clients
(implementing an OpenTracing API for each application) and abstract the routing and
discovery of the collectors. The Jaeger Collectors are respertsilseceive the information

from the agent, process it and store it in a specific storage backend. Finally, Jaeger Query
provides the Ul interface with the stored traces. Despite the benefits of such a tracing
monitoring solution, the applications need be aware of it ansheed tobe designed to include

the Jaeger client which exposthe OpenTracing API.

Dynatrace’ is a platform that has a solution to Infrastructure Monitoring that provides a
unified view across the full Kubernetes stack, from applications to infrastructure and user
experience. Dynatrace enables automated and intelligent observability with continaiae
discover of hosts, virtual machines, cloud servers, containers and Kubernetes. Similar to
Jaeger, Dynatrace provides a native integration for Kubernetes clusters, by implementing a
Kubernetes Operator, named OneAgent. This agent can run as a DasnoaXubernetes
cluster. Itprovides observability over the infrastructure and application levels in an automated
and continuous way. Dynatrace alloves €ollecting resource consumption metrics of cluster
components (i.e., containers, pods, nodes) opcontrolling costs or root cause analysis of
detected issues. This tool is not opesource as the aforementioned ones.

Datadog?is a service that provides data observability to applications in the cloud and enables
the monitoring of servers, database®ols and services through a Sdzed data analysis
platform. This solution provides a platform that helps to monitor and track end to end
requests, application performance, automatically collection, correlation and search of logs. To
deploy Datadog, ther are two different options: the deployment of Datadog agents as

18 https://www.zabbix.com/

19 https://github.com/google/cadvisor
20 https://www.jaegertracing.io/

2! https://www.dynatrace.com/

22 https://www.datadoghg.com/
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sidecars in all pods or the deployment of agents at the host level. Similar to Dynatrace, Datadog
is not opensource.

1 Kafka?® is not a monitoring specific tool but an opspurce distributedevent streaming
platform. Kafka was considered as part of the implementation Integration Fabric concept in
the CHARITY framework is here referredto as a pivotal enabler to support not only the
efficient communication between components but also thdlexion and aggregation of
metrics from different heterogeneous assets and monitoring tools. Kafka is a widely used
solution for implementing the messaging bus pattern. Clients (producers and subscribers) can
asynchronously exchange messages with a comosi(i.e., Kafka topics and partitions). This
provides a more decoupled communication strategy where each part (i.e., the CHARITY
components) can publish and consume data as needed in a shared and dynamic environment.
From a monitoring standpointsuch amodel can be used to allow different monitoring
components to expose their observed metrics. Then, each of the orchestration and
management functions, accordintp their specific goals, can subscribe to such metrics.
Moreover, Kafka provides a strategicale in the monitoring process itself as it allows to have
a scalable and intermediate persistent layer for storing metrics with {aldrance
capabilities. Additionally, Kafka Connect and Kafka Streams can also play an important role to
facilitate the pocess of retrieving and consuming data from distinct tools in different formats
and to support the preprocessing capabilities.

5.1.3 Relation to CHARITY

This sectiorrompletesthe discussion of the aforementioned monitoring tools with a brief comparison
amongthem. It then discussebow they can be leveraged in the scope of the CHARITY framework. As
before, the realization of more autonomous and intelligent orchestration mechanisms as envisioned
in CHARITY highly depends on the input provided by such mogitcoimponents. Hence it becomes
critical to understand how they fit in the proposed architecture and how they can be used as the input
for the proposed mechanisms.

Inspired by the ETSI Zetmuch specification, CHARITY aims to achieve a platform whichecasell

to reduce the human interaction in the expected complextijele management of nexgeneration
XR applications. To fulfil such a visidifferent orchestration and management functions will leverage
the notion of control closed loops (e,dMAPEK loops) as a structured chain of steps from retrieving
environment information up to the decision actuation.

Orchestration and management functions require constant analysis of the managed entities. This
monitoring, the initial step of control closed logpis essential to optimize the QoE of XR applications
and to ensure they run as expected. Together with the intelligent prediction and orchestration
algorithms, monitoring tools are key elements to automate, reduce detection and decision times and
minimize the needor human intervention in the overall service orchestratidiable2 presents a brief
comparison of the aforementioned monitoring toddased on the initialindings and survey work.

23 https://kafka.apache.org/

24 https://sematext.com/blog/kubernetesnonitoring-tools/
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Table2: Comparison between monitoring tools

Open- Easy to Easy to Events Alerts Native from Scalability Long-term
source install deploy and Kubernetes storage
use
Prometheus
e Grafana X X - NE: X X - -
ELK Stack X - X Advanced X - - NF
Kubewatch X X X Basic X X NF -
Weave
Scope X X NF NF NF NF NF
Zabbi
abbix X X NF NF X - NF NF
cAdvisor X X X Basic - X NF -
Jaeger X NF X NE . NE NF
Dynatrace NF X NF NE X X B
Datadog NF X NE NE X X X

" Information not found

One of the firstparametess compared was the alerting capabilities. In CHARITY, these alerts are an
important input for triggering automated response actions. cAdvisor and Jaeger do not natively
support them, thus if needed it needs to be developed. Nevertheless, Jaeger offerse sdinuce
tracing capabilities not found in other tools and it might be of interest to have them in CHARITY.
Despite the benefits obynatraceand Datadog, they are not opesource which can pose adoption
barriers or customization issues. Kubewatch is widef monitoring basic configuration changes but it
does not fit into the purpose of collecting distinct metrics from a Kubernetes cluster. Zabbix although
somehow more complex based on the initial observations, it offers a large range of integratiahs whi
might prove useful for certain task. In other ways, Weave Scope seems to be more focused on the
graphical representations of elements (e.g., the topology maps) and it lacks other useful monitoring
capabilities. Prometheus and the EFK stack are typiedtyred as the most widely adopted choices

for a generic monitoring solution given their extensive list of features, large-eparce communities

and the range of integration options with thiqgarty components (e.g., Prometheus exporférsr
Fluend datasource®).

Figure24 illustrates the envisioned implementation of the EFK (Elasticsearch, Fluentd and Kibana) in
CHARITY. Fluentd collects the metrics and seenhtto Elasticsearch. Elasticsearch can be leveraged
to implement different analysis mechanisms, whereas Kibana can be used to visualize such information
in a graphical interface. Likewise, Kibana can also feed the orchestration tasks by providing alerts.

25 https://prometheus.io/docs/instrumenting/exporters/

26 https://www.fluentd.org/datasources
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Figure24: Implementation of EFK based on Kubernetes, adapte®ifom

Similar, Figure 25 illustrates how Prometheus and Grafana tools fit HARITY project. Different
Prometheus exporters are used to collect metrics from the deployment plane. These metrics, persisted
by the Prometheus serveare meant tdbe used byhe orchestration tasks. Likewise, the AlertManager
Components of Prometheustée alsdeveraged as an important input for orchestration tasks.

CHARITY Framework

XR Service E2E

XR Monitoring Pl R ’
ONItoring Flane - Conducting Plane

4 ¥

XR Service
Deployment Plane

Figure25: Implementation of Prometheus and Grafana based on Kubernetes adaptezBfrom

Finally, it is important to refer that despite of the advantages of usingemeric solution like
Prometheus for persisting and exposing numerous heterogeneous metrics, the choice will actually
depend of the exact metrics that are needed by each orchestration mechanism. Thus, distinct solutions
will be further considered and inviégated as part of the overall CHARITY research and development.

5.1.4 Monitoring Architecture
The previous analysis of existing tools has been crossed with the demands of a XR monitoring tool. The

heterogeneityis achieved with an existing tool that is extensively documented and with hundreds of
elements already developed to extract metrics frone tomponents to be monitored. This is the case

27 https://dytvr9ot2ssz.cloudfront.net/wpcontent/uploads/2018/06/kuberbetesnonitoring-arch-1.jpg

28 https://sysdig.com/wpcontent/uploads/BlogKubernetesMonitoring-with-Prometheus4-ArchitectureOverview.png
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of Prometheus which has a large and proactive community that continues to develop and update the
opensource tool to offer native Prometheus endpoints to expose data to be collected. The pull
mechanism is artber of the strong points of PrometheuBigure26), since in an ecosystem with so
many microservices deployed and in so many places, the tool would become a bcittiémaddition,

it allows backward error traceability against network failures by being able to check them from the
origin, which would not be possible with the push method in which each microservice would send its
performance data to the monitoring toaln its own.

Pull mechanism

scrape >

«< metrics :
\\’\/ X (e

Push mechanism

target

Figure26: Pull vs Push mechanism

The use of an existing tool has allowed us to establish from the outset the format of the data that will
be monitored to facilitate the parallel development of other elements of thehéecture that depend

on them, such as the orchestrator. The analysis of the architectures of the use cases and the needs of
their developers has allowed us to establish the lisexdmple metricpresented inTable3, also its
formats, names and units have been agreed upon at the project level.

Table3: Example mnitoring metrics for CHARITY use cases

METRIC{ DEFINITION (N)LAJ,\-I/—IEUT OUTPUTDNITS FORMAT EXAMPLE

Time it takes for a requeq
to reach the destination
and return, including thd
operation time of thel
destination to respond td
the request latency milisecondsms three decimals 125.123
Round trip time. Time i
takes for a request to
reach the destination an
return. It does notinclude| rtt milisecondsms three decimals 125.123

Latency

RTT
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the operation time of thg
destination to respondo
the request

Maximum capacity thal
Bandwidth | can be transmitted over

link bw Mbps three decimals 1000.000
CPU Percentage of used CPU| cpu percentage positive integer 0-100
GPU Percentage of used GPU| gpu percentage positive integer 0-100
Memory Percentage of use o

memory memory percentage positive integer 0-100
Resolution Number of pixgls a scre . . .

is capable of displaying | resolution Megapixel three decimals 4.096

.| Number of bits needed t

Color  hit
depth rgpresent the color of 4§ . ' ' o

pixel colorbitdepth bits perpixel positive integer 24
Frame Frequency at which
rate device displays images | framerate Frames per secondps | positive integer 240

Petitions | Number of requests pel
per second| second petitionspersecond Requests per second | positive integer 1000

Figure27 depicts the monitoring architecture &HARIT.YThemulticloud and agnosticitypremises

require performance data to be maintained by an element outside fbed providers, a task that
Thanoscan certainly do. It is a storage Prometheus setup that brings together the data from the
servers deployed in the different clouds and a query system that allows data to be consulted and
crossed. The multicloud architectiimplies one Prometheus server per cloud domain, all registered

in the Plane Services Registry & Discovery of the XR Service E2E Conducting Plane to update its
configuration with each new service deployed or migrated. The communication between Thanos and
the Prometheus servers outside its cloud domain is done by sidecars, they are Thanos components
deployed along with Prometheusstances outside the main cluster that allow them to advertise data
sources to the central data storage element, Thanos. THisbe the data source from which the
visualization tool, Grafana, opesource and widely used, will be drawn, which meets the complexity
reduction requirements ofCHARIT® monitoring architecture. The basic operation of Grafana with
Prometheus creates a visualization instance with all the data of the elements monitored by that
Prometheus servéf. The challenge here, with Thanos as data center, is to create a user framework
that collects data independent of each use case without exposing the others.

Prevention and reactionare the most complex objectives to reach in a highly heterogeneous
ecosystem lik€HARIT.XThe adaptative network requires the minimum human involvemérgmgythe
difficulty of locating problems in such a complex architecture. For this, a new tool must be added to
the monitoring that makes dynamic the service monitoring, based on a static tool like Prometheus.
The secalled monitoring agent will work withhe orchestratorand adapt the configuration of the
Prometheus servers deployed in each cloud. The monitoring agent will use a template repository to
automatize all the changes the monitoring system. Prevention will have a personalized character
througha Prometheus Alertmanager configurable by the UC owners. This will be developed through
the user framework that will show the individualized alerts of each case and will offer the configuration
of alerts over the elements of the own application.

29 https://grafana.com/grafana/dashboards/12937
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Figure27: CHARITMonitoring architecture

5.2 Computation utilization prediction

The efficiency ofmanaging and orchestrating Edge & Cloud resources can be greatly enhanced by
accurately predicting their perspective timavolving resource utilization metrics. According to
scientific literature, some metrics that can be employed in the prediction proasssCPU, RAM,
bandwidth and disk I/0O. By implementing a predictive approach in regards to management and
orchestration, it is possible tdynamically allocate |Gud resources in a manner which is efficient in
terms of resource utilization and is compliamith the constraints imposed by Service Level
Agreements (SLAS).

The performance of applications is closely intertwined with the resources that they run on. Thus, it is
of paramount importance for computational resources to operate within a specific rafige range

is formulated in a manner which prevents resource undgization and oveiutilization. In order to
guarantee that resource utilization shall be kept in this specific range, it is possible to allocate
additional computational resources insmof overutilization or to deallocate some resources in case

of underutilization. This process is referred to as Horizontal scaling. In many cases, the process of
deploying a virtual machine requiréisne in the order of several seconadhichmaymake areactive
approach rather inefficient in terms of properly handling sudden bursts in resource usage. Fortunately,
the use of predictive mechanisms sadvhis issue by providing predictions regarding the utilization
that is expected to take place duringdispecific timeframe. These predictions are then leveraged in
order to conduct proactive scaling. Another prominent functionality that benefits from utilizing a
resource utilization prediction mechanism is task offloading. Task offloading is the préchs®sing

which computational resources shall handle specific tasks. By doing so, the overall wadiobd
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distributed acrossthe various resources in a manner which guarantees better response time. The
selection process is based on the requirementghaf tasks and the processing capabilities of the
resources.

There have been numerous approaches in regards to how to properly predict resource utiligation
Some of these frameworks are based on the use of ARIMA modelfisasuhe ARIMAE(J54]. which

is VM provisioning technique based on load prediction{56], a proactive approacls proposedo

cope with thedynamic resource provisioning which requires the use of the ARIMA model in order to
perform predictions. Another approach is the use of recurrebased neural networks such as the
LSTM networks. If66], an LSTMbased model isised in order to predict future CPU utilization.
Furthermore, in[57], unidirectional and bidirectional multivariate LSTMs were used in order to
forecast resource usage in Cloud datacenters. Contrary teethpproaches examead thus far, there

is also the choice of leveraging migdtep forecasting. 1f58], an Encodebecoder network (GRUED)

is used in order to perform sequence to sequence modelling. GRUED uses two Gated Recurrent Unit
(GRU) netwrks which operate as a pair of GRU Encoder and GRU Decoder

Computation Utilization Prediction can provide substantial benefits in terms of guaranteeing reduced
latency and advanced fault tolerance. Violos et[&8] showcasehow Deep Learning (BDbased
Computation Utilization Prediction can be leveraged in the context of Horizontal Autoscaling in order
to provide reduced latencyrigure28 shows the architecture of the proposed double tower neural
network.

Figure28: Architecture of the proposed Double Tower Neural Net{&gk

The composite DL network designed to satisfy the particularities of the Edge infrastructure and the
resource usage metrics. Since resource metrics like CPU, RAM, disk, and bandwidth have sequential
dependence, Recurrent Neural Network (RNN) can provide an appropriate type of lagera. RNN
combines the advantages of DL with the characteristics of-8erées forecasting. There are different
types of RNN architectures and the two most prominent are the GRU and a§dmvaches Each
individual processing node is examined sepdsater future resource usage. However, in order to
trigger the node replication, the DL model of each node should be aware of its own status and the
whole Edge infrastructure status. The Edge node which is examined is also called local and the whole
Edge mfrastructure is called global. Because the local and the global status affect each other we
propose the use of a composite DL model that combines the two in order to provide the local resource
utilization predictions. Details regarding the specifics ef pnoposed model can be found [59].

In order to support these claimgith regardsto the efficiency of the proposed model, we performed

a largescale experimental evaluation in a simulated Edge computing environment witd&lha Plus.

The simulation lasted one week and more than 1,500,000 tasks were generated and offloaded onto
the Edge processing nodes. The tasks were generated by a mixture of Gaussian probability distributions
for the workload to simulate the working behiaur of employees who have peak of application
requests at 11:00 am in the morning. The simulation begins with five running processing nodes and
there are 15 more backup nodes for potential replication.
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When a resource ovattilization is predicted, the ste up takes place proactively in order to keep the
QoS in an acceptable range. We set the predictions of the proposed model to have a time frame of 10
minutes.In our experiments we compared the Reactive Horizontal Scaling Mechanism, the Kubernetes
Horizantal Pod Autoscaller and the proposed IHP&reunder and fothe sake of brevity, we will call

the first two as Reactive and Kubernetes. The experiments took place offloading the tasks with the
MinMin, MaxMin and the RoundRobin (RR) task scheduling #igmi

In the experimental evaluation, we see the accuracy of the double tower deep learning model, in terms
of error metrics, compared with other baseline and state of the art prediction models. Next, we see
the concrete outcomes dhe proposedmethod in terms of Edge computing performance metrics i.e
execution time, throughput and the number of active resources per hour. We compare these
outcomes with the reactive and the Kubernetes autoscaling methods for the three task offloading
mechanisms.

The error metrics we use are the Mean Absolute Error (MAE) and the Root Mean Squared Error (RMSE).
The MAE expresses the average absolute difference between the target values and the predicted
values. Squaring the prediction errors and averagingstiigares we have the RMSE. RMSE expresses
the standard deviation of the errors emphasizing on the spread out of the errors. MAE is preferred
when all the errors have the same importance, while RMSE is prioritized when we should penalize the
large errors eve if they are just a few.

The execution time has been evaluated through different statistical measurements. Average Execution
time (Avg. Ex. time) declares the mean time for all the tasks of the experiment. Median Ex. time refers
to the middle values. Statard deviation declares how much the execution times of the tasks differ
from the average value. Two additional statistical measures are the skewness and kurtosis. Skewness
indicates the symmetry of the values in execution time amiyjlt-skewed distribuibn is better than

a left one. Kurtosis indicates if the distribution of the time values is hdailgd or lighttailed. An
additional evaluation metric is the tail latency. Tail latency is the 98th percentile and represents the
2% longest response tima@s the system. It is an important metric because these longest responses
affect in a significant way the SLAs and the QoS. Throughput declares the average number of tasks
completed per second for all the processing edge nodes. Active VMs per hour refleesniomber of

VMs that are active and running per hour. This metrics is closely intertwined with the pricing that is
charged by the infrastructure providers.

The Reactive Autoscaling mechanism decides every 60 seconds whether the network should allocate
additional nodes, release some running nodes or continue with the same topology. The decision is
being made reactively and independentdf each node and is based on its average CPU utilization
recorded during the last minute. The main objective is to eaghat each processing node operates

in 40%70% capacity in order to avoid undprovisioning and oveprovisioning. If the current CPU
utilization exceeds the 70% upper threshold the scaling mechanism in CloudSim Plus decides to
allocate additional nodedf the predicted value is below 4Q%he scaling mechanism decides to
release the undeutilization nodes after its running tasks have been completed. Because the scaling
decisions take place after the resource metrics exceed the threshold, there valklgmificant delay

in the instantiation of the new nodes. As we will see in the next subsection, these delays regarding the
deployment and startup time of the node will also affect the tasks execution times.

Each pod is a representation of a single instaof a running process in the Edge infrastructure and
runs at least one container. In the CloudSim Plus experiments with the Kubernetes autoscaling
mechanism, each pod was designed to contain a single container in order to facilitate a computational
paradgm similar to the one used in the Reactive Horizontal Scaling Mechanism. By doing so there is a
direct analogy formed between pods and network hosts with containers and VMs respedtivetly,

the incorporation of the Intelligent Scaling Mechanism le texperiments requires the additional
integration of the DL prediction model in CloudSim Plus. Next, in the same way with the previous
autoscalers, once every 60 seconds information regarding each node is gatimeaedition, for each

node the last 20ampling metrics are stored in order to form the tirseries of the local nodes. These
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sampling metrics are multivariandinclude the following six features: VM ID, timestamp, CPU, RAM,
Bandwidth utilization and the number of processed tasks that coordo the last minute.

In the context of the experiments there are 20 local representation vectors, each one corresponding
to a different node. By aggregating their values, we create the unique global representation vector.
The global representation veataescribes the Edge infrastructure in a single timestamp and consists
of the metrics of all local nodes. Thus, once every 60 seconds, 20 local representation vectors and a
single global representation vector are created. All the representation vectors thea same
dimensions (6*1). This fact allows the concatenation of each one of the local representation vectors
with the global. The result is the creation of 20 hybrid representation vectors that are later used as
input for the proposed model. The propaseroduces 20 distinct predictions, each one describing the
expected CPU utilization for its corresponding node. Similarly, to the scaling mechanisms described
before, the Intelligent autoscaler also keeps the CPU utilization in the740%wzone. The fundzental
difference is that the Intelligent Scaling Mechanism utilizes the predicted values of CPU to make
proactively the scaling decisions instead of the Reactive and Kubernetes autoscalers that utilize the
current CPU metrics.

We make a comparison of th@roposed Intelligent Proactive Autoscaling against the Reactive and the
Kubernetes approach with different versions of the execution time, throughput and number of
resources. The outcomes are summarizedailes.

Table4: Experimental results of the proposed Intelligent Autoscaling mdggid

Aleorithm Makespan | Tput Tail Avg. Std. Median Num. Max. Skewness | Kurtosis

© latency Ex. time | Ex.time | Ex. time | Tasks Ex. time | Ex. time Ex. time

Min Reactive 574801,29 | 16 32,4386 2,9982 12,8765 1,11 1532308 | 186,83 8,3002 75,2270
Min Kubernetes | 574796,76 | 3167 29,2900 28198 11,6182 1,11 1530509 | 172,16 8.2046 73,4336
Intelligent ST4797,15 | 74443 | 57700 1,5704 3,3223 1,11 1531764 | 90,84 12,6256 206,8956

Max Reactive 574800,11 | 7087 103,8100 | 6,1388 22,9556 1,22 1531095 %40,9] 54973 32,3819
Min Kubernetes | 57479522 | 6886 67,1358 53,7495 33,9438 1,11 1530972 | 576.74 10,1786 116,4899
Intelligent 574796,17 | T466 3.8700 1,3819 2,0919 1,11 1531331 | 46,80 9,6935 113,9497

Reactive 574795,40 | 203 1194900 | 74070 26,0314 1,24 1531237 | 251,19 5,0120 26,5954

RR Kubernetes | 574799,95 | 3902 75,8500 5,5398 29,3488 1,11 1529289 | 41982 8.8722 87,9680
Intelligent 574800,62 | 7194 3,3100 1,4378 2,2548 1,11 1530368 | 49,72 10,2477 124,7710

The Double Tower DL model that runs in the Intelligent Autoscaller excels at speeding up all tasks in
general, something that can be seen at the results of the Average Execution Time. The improvement
in the execution time means that tasks complete fastegéneral, regardless of their computational
needs. Moreover, the significantly lower standard deviation shows that the Intelligent Autoscaler
provides consistency in the execution time, reinforcing our claim of fewer outliers of delayed tasks.
This adds pedictability to our system and enhances our abilities of being in control of the resources.
The tail latency metric also highlights the IKP&ficiency, as it was improved by a factor of 3800%
depending on the task offloading algorithm. That imphegst improvement on the computationally
heavier tasks, which can really affect user experience. This clairbecalsosupported further by
evaluating the maximum Execution Time of the methods tested, where the proposed method exhibits
similar resultsBy dropping said metric to at least roughly half of the Reactive/Kubernetes values, one
can safely assume that the proposed method handles the available resources in a way which ensures
maximum availability for longer tasks. There would be no point in @iamthe results in regards to
throughput in the context of the entirety of the simulation, since all tasks would have eventually been
completed successfully by the end of it. So, we chose to examine the throughput that is achieved when
the sudden burstin task production take place. More specifically, the throughput metric corresponds

to the number of tasks completed during the three minutes tishets when the ten most sudden and
violent bursts in task production took place. As one can se€ainle 4, the proposed algorithm
managed to greatly improve this specific type of Throughput (Tput). It is worth mentioning that the
results which correspond tohe Round Robbin Reactive mechanism and the MaxMin Reactive
mechanism are indicative of their inability to handle sudden bursts in task production, during which
the use of these Horizontal Scaling mechanisms led to extended system failures. Our proposéd mod
on the other hand, managed to not only ensure that the task processing operations will remain
unaffected by changes in the rate of task production, but to also enable these operations to be

Copyright © 2021 202 CHARITY Consortium Parties Page66 of 128



D2.1: Edge and cloud infrastructure resource and computational continuum orchestration gpséim m

conducted in an optimal manner. In addition to the aboVeable4 provides metrics such as skewness

and kurtosis. Skewness shows us that the main part of the execution time distribution values reside
on the left part, which translates to lower execution times, whereas kurtosis implies that those values
INE O2yOSYidNIGSR 2y GKS avrffSNI OSy UGNyt LI NI
Ultimately, these metrics inform us that the tasks @ampleted faster, and at a relatively steadier
pace. We can arrive at this same conclusion by using the average value and the standard deviation of
execution time as well. The average number of VMs that were used during the entirety of the
simulations remained relatively the same across all the Horizontal Scaling Mechanisms that we
examined, with a slight deviation of about 5% of the total number of VMs per hour. Even if the
Intelligent method is slightly resource heavier than the reactive and Kubernetes due to the
proactive autoscaling, we see that it elastically scales down fast enough once it understands that there
are resources that might go unused in the immediate future.

In regards to Computation Utilization Prediction being able to provide ambdrault Tolerance
OFLIoAfAGASEAY 6S LINPRAZOSR GKS aLyGStfAaISYld t NP
341 3S t NBRAOQUAZ2Yéd ¢KS O2YLIRaAaasS 5[ ySiGté2N] Aa
predictions for the Intelligent Proactivieault Tolerance (IPFT) method.

The composite DL model was integrated in an Edge simulation of CloudSim Plus. We simulated an Edge
infrastructure that consists of a set of nodes, 5 available to us by default, and another 15 that can be
activated for inteligent replication when needed. We simulated the local and global resource
monitoring process, measuring CPU, RAM and bandwidth values, and saving those values every 60
seconds (timestep). The task offloader of the infrastructure was receiving incominffjadrand was
assigning each task on a node, based on the following scheduling algorithms: RoundRobin, MinMin,
and MaxMin.

The local and global resource usage metrics are being monitored and then fed to the IPFT mechanisms
of each processing node. Duringeey single timestep we use the monitoring data in order to
formulate the appropriate data representations, featuring the past tisegies measurements of a

single node, as well as the state of the infrastructure as a whole. The input is then fed tarthesite

DL model, enabling it to make predictions of resource usage for every node in a time horizon of 10
minutes. In this experimental set up we made the assumption that the preparation time for the
infrastructure to assure its availability and robustads faults is 10 minutes.

The simulation lasted for seven days and the tasks were generated by a mixture of Gaussian probability
distributions that simulate a realistic application workload behaviour. The processing nodes simulated
the processing capaltikés of Raspberry Pis. We defined a process fault if the time execution of a task
lasts more than one second. The selection of one second is a reasonably acceptable latency for several
data analytic applications. Trying different latency times for the psscfaults, we noticed that the

IPFT performance was in a similar way better than the reactive approach. In the reactive Fault
Tolerance approach, a node replication is triggered in case of a fault is taking plaebldh, as we

will thoroughly discuss in the next section, we compare the IPFT mechanism to the reactive FT
approach.

In order to evaluate the performance of the IPFT mechanisms, we ussd af fault tolerance
evaluation metrics. Mean Time To Failure (MTTF) is defined as the expected time to failure given that
the system functions properly. MTTF is an evaluation metric which corresponds to the overall inability
of the Edge infrastructuréo operate properly and thus, it is calculated by taking into consideration
the number of faults regardless of the actual processing node that failed. Mean Time To Repair (MTTR)
is defined as the expected time required to repair the system after a fadocers. For the MTTF the
higher values are the better and for MTTR the lower values are the better. These evaluation metrics
are calculated in terms of seconds.

Two additional Fault Tolerance evaluation metrics are the Reliability and MaintainabilitgbiRsgli
refers to the ability of an Edge infrastructure to run continuously without any failure. Maintainability
refers to how easily a failed system can be repaired. Both Reliability and Maintainability are numbers
with no units and higher values mean betperformance.
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Table5: Experimental results of the proposed IPFT

MTTF | MTTR | Reliability | Maintainability
RFT RR 2.864 19.657 0.741 0.048
IPFT RR 9.506 3.343 0.904 0.230
RFT MinMin 8.733 36.169 0.897 0.026
IPFT MinMin 8.919 5.656 0.899 0.150
RFT MaxMin 3.721 24.239 0.788 0.039
IPFT MaxMin | 13.309 | 7.425 0.930 0.118

The experimental results are summarized able5. We conpared the IPFT mechanism to the Reactive
Fault Tolerance (RFT) approach. The RFT approach performs node replications after a fault occurs.
Regarding the task offloading algorithm we used the Round Robin (RR), the MinMin and MaxMin. The
experimental resulshows the superiority of IPFT compared to the RFT in all evaluation metrics. In
addition, we see that the outcomes are significantly affected from the task offloading mechanism. This
happens because the task offloading algorithms also integrate a workkdadcing methodology with
different criteria as we discuss in the following paragraphs.

In Table5, we can see that in RR, MaxMin and MinMin the MTTF in IPFT has been increased compared
to the RFT. This means that leveraging the resource usage predictions, faults occur more sparsely and
rarely. We can see from the MTTR metric that in the event of a fault, the infrastructure will recover
very quickly, scheduling the new tasks in processing nodes with low resource utilization. The reliability
metric shows that by using the IPFT, the Edgeagtfucture can provide the expected results up to

93% of the simulation length, even during the stressing time periods of the simulated days. The
significant improvement noticed for the Maintainability metric, declares that even if a fault occurs, the
IPFTwill increase the robustness of the Edge infrastructure. In other words, the IPFT will take timely
the right measures by triggering node replication and task migration, in order to reduce the likelihood
of subsequent fault occurrence.

A fault is recordedaking into consideration all the Edge nodes that are currently active. This means
that the MTTF value of 13.309 seconds in IPFT MaxMin includes the faults of different Edge nodes. In
addition to that, some generated tasks had a large number of milliomuictsons that would have
provoked a fault because of the CPU unavailability in the processing nodes. In this case, we wanted to
know how these tasks affect the MTTF and MTTR. From the analysis of the, iesudtsw that the
variance of the task size isd reason that we see that the three different task offloading mechanism
have different performance. In particular, the MaxMin algorithm gives higher priority in big tasks, thus
we see a significantly better MTTF metric.

During the simulation we examinetig¢ IPFT decisions and how the Edge environment operates. The
simulation confirmed that the infrastructure takes advantage of the timely decision to trigger proactive
actions, such as intelligent node replication and task migration beforauh#erof tasks overwhelms

the processing nodes. This can be partidylamportant for the infrastructure provider as it can save
cost and energy, by shutting down nodes when they are no longer needed. Additionally, the provider
can achieve a smoother flow of dime completed tasks, avoiding crashes and minimizing QoS
deterioration.

5.3 Network state prediction

Network state prediction is vitafor optimally managing the computational, storage and network
resources that the various services run on. The network state quorets to the amount of network
traffic in relation to the various nodes. The term of traffic in the context of Edge and Cloud computing
has two different interpretations. The first one refers to the amount of data which is traversing the
network infrastru¢ure. The second one refers to the amount of user requests / sessions conducted.
The metadata corresponding to both traffic interpretations can be collected in the transport layer of
the Transmission Control Protocol/Internet Protocol (TCP/IP) suite Img wsitraceroute network
diagnostic tool.
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The service traffic prediction has a long history dating back to the 1990s. For many years, different
methods have been used for modelling and forecasting the service traffic. In the beginning, point
process statistal models like Poisson processes were used but they presented the limitation that they
do not capture the sel§imilarity characteristi¢60] of the sequence values. Afterwards, tiraeries
models such asAutoregressiveéMovingAverage (ARMA) and their variations Autoregressive
Integrated Moving Average (ARIMA) and Seasonal ARIMA (SARIMAjyere used for traffic
prediction and managed to minimize the operation cost taking axtoount two types of cost: the

cloud resource costs whiaccurwhen nonessential resource provisioning is performed due to traffic
overestimation and iithe QoS degradation cost which occurs when the traffic is underestimated,
resulting to fewer resurces than actually needed being allocated and thus jeopardizing the
satisfaction of the users of the data services.

With the advent of Deep Learning, many decisiaking models after being experimentally compared
and redesigned, were ultimately replacby Artificial Neural Network (ANN). The first studies showed
that ARIMA performs better than simple fedorward ANN[62]. The reason is that simple feed
forward ANNapproachesre not designed for sequential tasks. They aliofgrmation to travel one
way and cannot capture the periodic and autocorrelation patterns that characterize network traffic.
Recurrent Neural Networks (RNNs) are a different class of ANN that models temporal sequencing of
data so that each observationdependent on the previous ones running in both directions by loops
in their network. Information derived from earlier input is fed back into the network providing a kind
of memory of the previous observation sequences in order to predict the next onepl€orRNN
models that leverage interactive and temporal behaviour of dagaters have been used successfully
for singleservice traffic prediction and interactive network traffic predicti@3].

Many data transfer, storage anmocessing services include shahd longrange time dependencies,
making the multistep prediction a prominent solutioi64]. Multi-step prediction using RNN with
iterated prediction over many time steps has bempplied for 10T traffic timeseries predictior{65].

This approach is based on the assumption that fothga@diction step,the output of the RNN is
merged with the newer input in order to make the nestep prediction The Ilimitation is that this
feedback approach is not directly designed for sequence prediction and as a result tends to
accumulates errors over steps. Contemporary cloud resource management mechanisms can provide
resource allocation policies by leveraging mastep traffic prediction.

A sequence to sequence (seq2seq) architecture can capture the temporal dependencies and provide
predictions for different time steps. A prominent approach for seg2seq is the enamtmder which
consists of one neural network that maps the input sequeaterevious steps to an intermediate
vector and the decoder which maps the intermediate vector to a sequence prediction. Encoder
decoders have been used in multiple fields for msiép prediction but up until now they had not

been used in service traffirediction.Figure29illustrates a contemporary service chain scenario. The
traffic monitoring tool provides the current traffic values to the encedercoder, whib then outputs

the traffic prediction sequence. The traffic prediction sequence is being leveraged by the Intelligent
Network Function Resource Allocation to provide the necessary resources on the fly, thus keeping the
fulfilment of QoS requirements at asptable levels. The Intelligent Network Function Resource
Allocation mechanism performs horizontal or vertical scaling, by dynamically allocating resources to
keep up with the datdlows of the next time periods.
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Figure29: Leveraging Service Traffic Prediction for Horizontal Scaling of Network Fuf@gions

CHARITY aims to leverage the Encddlsroder paradigm in order to establish robust matep traffic

prediction mechanisms. What makes eder-decoder models an ideal candidate for sequetme

sequence prediction is their inherent ability to map sequences of different lengths to each other. This
Fdzy QUA2ylfAle Aa GKS NBadzZd 2F GKS Y2RSt Qa I NI
represents the information as latent variables. The decoder is set to the final states of the eandder
istrained to generate the output based on the information gathered by the encoder.

Furthermore, CHARITY shall introduce a novel Hybrid architegaratligm which is the result of
using both of bidirectional and unidirectional LSTMs instead of just one of the two. The input layer is a
bidirectional LSTM. A unidirectional LSTM layer is then stacked on top of the bidirectional one. The
bidirectional lgyer will provide one hidden state output for each tiraep in 3dimensional form which

is then used as input by the unidirectional layer. The core idea behind this architectural choice is the
fact that by introducing heterogeneous layers the model will dl@e to exploit the temporal
correlations present in the various tiseries in a more sophisticated way when compared to the rest

of the models. Furthermore, the fact that multiple layers are being used allows the features of the
input sequence to be repsented in a more robust way. The same design logic is implemented in the
decoder part in order to mirror the encoder morphology. Instead of the basic LSTM model used in the
previously explored decoders, the Hybrid model uses a bidirectional layer stackddp of a
unidirectional layer. This structural symmetry enables the decoder to properly reconstruct the
underlying temporal motifs of the input sequence.

In order to evaluate the accuracy of the proposed model we used error metrics and time metric. The
error metrics are the Mean Absolute Error (MAE) and the Root Mean Squared Error (RMSE). The MAE
expresses the average absolute difference between the target values and the predicted values.
Squaring the prediction errors and averaging the squares we Ha/d&RMSE which expresses the
standard deviation of the errors emphasizing on the spread out of the errors. MAE is preferred when
all the errors have the same importance, while HFN&Spreferredwhen we should penalize the large

errors even if they are just few. In our experiments, the amount of transmitted data was in terms of
megabytes and the duration of the services was in second3able 6, Table7 and Table8, we
evaluated each forecasted time step independently in order to see the models prediction skill at each
specific timestep and to contrast models based on their accuracy at different-staps.
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Table6: Request numbd66]

Requests Ist step 2nd step 3rd step 4th step 5th step

o RMSE | MAE RMSE | MAE RMSE | MAE RMSE | MAE RMSE | MAE
LSTM Vec 22794 | 15.704 | 25.808 | 17.885 | 26.637 | 18.956 | 27.539 | 19.378 | 28.249 | 20.066
ED LSTM 22.675 | 16.147 | 25807 | 18422 | 27.119 | 19.454 | 27.901 | 20.157 | 29.071 | 20.705

ED CNN-LSTM | 23348 | 16.584 | 25.877 | 18311 | 26906 | 19.282 | 28.006 | 20.063 | 28.873 | 20.749
ED Bid-LSTM 22.827 | 16.071 | 26.241 18.615 | 27.191 | 19.275 | 28311 | 20401 | 29.102 | 21.177
ED Hybrid 22.656 | 16.173 | 25495 | 18.145 | 26.489 | 19.098 | 27.504 | 19.754 | 28.114 | 20.268

Table7: Transmitted datd66]

Traffic Ist step 2nd step 3rd step 4th step 5th step
RMSE MAE RMSE MAE RMSE | MAE RMSE | MAE RMSE MAE
LSTM Vec 781968 | 605345 | 798364 | 628584 | 832546 | 652228 | 846999 | 660414 | 862397 | 669140
ED LSTM 770830 | 581789 | 801711 | 614400 | 845053 | 649910 | 876312 | 672496 | 889506 | 680190

ED CNN-LSTM | 801861 | 615874 | 815760 | 631545 | 843934 | 657737 | 8640654 | 671775 | 867361 | 671956
ED Bid-LSTM 785167 | 595622 | 824090 | 632736 | 855272 | 658113 | 878195 | 673668 | 880516 | 672885
ED Hybrid 757915 | 601998 | 788857 | 632948 | 812605 | 651148 | 831969 | 666148 | 843414 | 673666

Table8: Session duratiof66]

Duration lst step 2nd step 3rd step 4th step 5th step
RMSE | MAE | RMSE | MAE | RMSE | MAE | RMSE | MAE | RMSE | MAE
LSTM Vec 43604 11091 | 43085 10710 | 43105 10924 | 43105 10924 | 43437 11078
ED LSTM 44816 11377 | 44473 11354 | 44518 11407 | 44723 11398 | 44740 | 11416

ED CNN-LSTM | 43232 10591 | 42702 10139 | 42409 | 10018 | 42142 | 9697 42012 | 9701
ED Bid-LSTM 42407 10125 | 42702 10152 | 42594 10125 | 42434 | 9983 42380 | 9814
ED Hybrid 42437 10179 | 42324 10126 | 42363 10212 | 42429 10161 | 42425 10184

Extended information regarding the architecture of the Hybrid Encdderoder and the overall
experimental evaluation process can be foun{bi]. The fact that the Hybrid model utilizes a greater
number of layers allows itt6 SG 0 SNJ Sy Ol LJadz S GKS aiadaylfQqQa OK
other models. This effect is amplified by the fact that the Hybrid model consists of heterogeneous
layers (bidirectional and unidirectional) which allows the encapsulation of temporéfsmo a more

robust manner. This claim is supported by the fact that the Hybrid model produces the best RMSE
scores in regards to traffic and number of requests. On the other hand, the best MAE scores in regards
to traffic and number of requests were ptaced by various LSTFhased models whose simpler and
more shallow architecture enabled them to tune into the fundamental oscillation of the-tenees.

Yet, the Hybrid model was able to follow the signal more accurately by being able to produce
predictions closer to the actualalues
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6  Service migration

Service migration consists in moving a service across locations, regions, or even infrastructure
providers. It is one of the pillars to ensure the continuity of the service while maintaining the Quality

of Service. A service is composed of many VNFs ahaigether that offer the said service. The
placement of each VNF is important. For instance, delay sensitive VNFs should be placed at the edge
close to the end users, while delglerant ones can be placed in distant cheap clouds. With service
migration,these VNFs can be moved according to-ded SNE Q Y20 Af AG&X NB &2 dz2ND
other reasons. While SDN is used to maintain the connectivity between the chained VNFs. It is worth
noting that VNFs migration comes with a cost, service disruption atayr, network resources
overhead due to moving VNFs, a reconfiguration needed to reroute the traffic, and the momentary
increase in resources consumption due to the migration. Service migration patterns can be split into
three principal categories: i) iuslice mobility; ii) partial slice mobility, which includes slice breathing,
slice splitting, and slice merging; and iii) slice mobility optimizer, which contains slice shrinking pattern.

In what follows,we will show how selecting triggers of service migration can improve the overall
performance. More specifically, Deep Reinforcement agents are used to learn how to use these
triggers. We will also show how service migration can be improved by optimizing the ressu
allocated to the migration.

6.1 Service migration triggers

In this section, the triggers of service migrations are discyssedmmarizes RRI R S [6F].f ®Qa&
¢CKSAS YIrAyfte NBfIFGS (2 dig SitNizaton effiziendyf chbsil @and endidy a 2 dzN
reduction, and service reliability and security. Nevertheless, these triggers arertftmygonal and can

overlap, the mobility action selection process becomes complex and unambiguous.

Figure 30 depicts an overview of the envisioned architecture, incorporating an agent capable of
autonomously selecting triggers and actions for allowing varibeswvork Slice Mobility NSM)
patterns. It is divided into two separate layers, the Orchestration layer and MEC layer. This layering
Y2RSt KSfLA YlFyF3asS LW AOIGAZ2ya o0& OFadAy3da a9l
and NFV standards. Considering the MY standards,dih the Mobile Edge Platform (MEP) and
MEC applications (MEC app) are VNFs. Therefore, elements of the NFV domain hosted in the MEC layer,
i.e., the Virtualized Infrastructure Manager (VIM), NFV Infrastructures (NFVI), and VNF Manager
(VNFM), manage thelife-cycle. The Mobile Edge Platform Management (MERMacts as Element
Management (EM) in the NFV architecture, thus providing application management features to the
MEP. The NFV Orchestrator (NFVO) and the Mobile Edge Application Orchestrator (MEA®),
Orchestration layer, share service application information and the network service information in the
MEGNFV domain to provide a reliable orchestration system. It is worth noticing that we omitted the
reference points details between MEC and NFviponents for clarity.

The Slice Mobility Decision Maker (SMDM) agent is an additional plugin to N@BAQhe main
components of SMDM are the Request Manager (RM), the Learning and Exploration (LE) module, the
Trigger Selectoand Exploitation (TSE) module, and the DRL Algorithms Comparator (DAC) module.
The SMDM agent interacts with the MEC layer through the RM module. It retrieves states, selects
decisions such as scaling up/down or migrating MEC apps, and receives rewatslgégisions. The

SMDM agent communicates with the Operation/Business Support Systems (OSS/BSS) for executing
administrative and billing instructions. It also leverages the NFVO to perform the migrations and scaling
operations. In this architecture, thaformation between the SMDM agent and the MEC hosts transits

via the standardized interfaces of MEAO and MEPM elements.
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Three triggers have been used to constitute the state of a MEC host. These are Resource Availability
Trigger (RAT), Service Consumption Trigger (SCT), and Request Overload Trigger (ROT). As it can be
seen onFigure3l, the RAT trigger deals with the aggregate sysiemel resources related to the
underlaying nodes. It provides details about the CPU, RAM and Disk capacities of the MEC and their
current consumption. Th&CT and ROT triggers cope with the performance of a single service. The
main idea behind developing these triggers is to monitor the services themselves instead of watching
only the MEC hosts, allowing bigger flexibility and exploring a more comprehaasige of new

actions such as scalgp/down operations. The details of the triggers, i.e., SCT and ROT, are the CPU
and RAM of each contairdmased MEC app and their current consumption. Moreover, we can expand
these details to cover different parametersctuas the number of requests/MEC app. Appending all
these triggers together from each MEC will result in a feature vector that represents the state of the
edge infrastructure that can be used by RL agents.

The statespace defined above allows to obtaintate at each timestep. An action space is needed to
be able to transit from one state to another. The action space is represented by:

I no-action, i.e., conserves the current resources distribution.
1 migrate from a given source MEC host to a given target MisC
1 scale up/down various resource types such as CPU and RAM.

Finally, for the rewardit is a combination of the time needed to complete a migration operation and
adFKdS 2F O2yadzYLIiAzy 2F (GKS NBaz2dz2NOSa 6So3aos /t
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Figure31: Triggers for RL agef@7].

To evaluate DRL agent using the triggers, experiments have been carried out. In this experiment, 10000
episodes are run, changing the resources randomly for MEC host and MEC apps in the uragelying
Figure32 shows the result of two agents, the first is based on DQN and the second on ARQuhe

32, the Yaxs represents the rewards, while theaXis portrays the number of episodes in the training
process. A 10@pisodes average is plotted on the same figure (i.e., orange colour). The results showed
the efficiency of the A2Based agent compared to the DEidsed agent in terms of
average/cumulative rewards and learning stability.
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Figure32: Reward history of SMDM agené].

This work constituted an effort toward transforming the service migration triggers into intelligent ones
that can be used by RL agents. Two agents have been proposed, and many otlheralsaieveraged

for the service migration such as DDPG, TRPRED.The next step is to investigate other models and
also tailor the triggers specifically towards XR services.
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6.2 Network aware servicamigration

Once the decision of a service migration is made atarget cloud/edgehasbeen chosen, the next

step consists in orchestrating the migration. This consists in moving the VNFs to the new edge/cloud
and also rediregéhgthe traffic to the new VNFs. In order to move these VNFs, network and computing
resources should be availablealso takesome time to do this moving, which can be even a downtime
(i.e., users requests are not served) if it is not a live migration. Therefore, it is important to find the
right balance between how much resources to allocate to this migration gérsw long the migration

would take. In order to do this, RL based agents have been investigated to find this right bhdance.
GKEFEG F2tt206a2 ¢S & dzY[69] tNak wia$§ doheRRhis ReifSsystem fs grépase ¢ 2 NJ
to host the RL agents. The proposed system, depict&igure33, complies with ETSIFV standards.

In the defined system, the MEC layer is controlled through titeraction between the components

of the Orchestration layer and the elements constituting the NFV architecture. Several components of
the Orchestration layer have been omitted to focus on the Smart Netwovkre (SNA) agent that is
supposed to findune the bandwidth allocation process.
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Figure33: Architecture of a network aware service migration orchestrgger.

The Request Handler (RH) module offers to thedASgent dechnologyagnostic abstraction to access
MEGlayer entities, i.e., public or private cloud platforms. Therefore, regardless of the underlying MEC
platform, the SNA agent retrieves states, accordingly outputs decisions of bandwidth values, and
receives rgvards for each decision. The -3N\agent also receives administrative instructions from the
Operation/Business Support Systems (OSS/BSS) as defined in tiFETi8bdel. The RH module

must ensure reliable communication and synchronization between thé &)ent and the MEC layer.

It can achieve this through a message broker functionality, e.g., RabbitMQ, or a standardized
Application Programming Interface (API). In the NFV model, the MEC layer components are hosted on
distributed NFV Infrastructure (NFVInd would be controlled by one or more Virtualized
Infrastructure Managers (VIMs). The Orchestration layer is hosted separately and communicates with
the NFV domain through the NFV Orchestrator (NFVO) to emit corrective decisions and actions. VNF
Managers YNFMs) manage lifeycles of the SFC services carried out on VNFs over multiple
FRYAYAAUNI 0ADS R2YIFIAYyad CAdNIKSNY2NBI dzaSNB Ay |
computations in the MEC layer, which reduces latency while followingudn8 NA Q Y20 At A& L

The Training and Exploration (TE) module is responsible for creating identical digital twin environments
used for the training phase of the SNagent. Initially, the TE module, through the RH module, gathers
all the bandwidth capeity and latency information between each pair of MEC nodes to obtain a global
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knowledge of the distributed infrastructure. A client/serdesised IPerf test integrated with the TE
module in this scouting stage is used. This step is a reconnaissance Iphtagerterates most of the
network information that is used as an uppeound for selecting bandwidth actions. Then, after each
migration decision in the test environment, the TE module reserves the network resources to
successfully complete the SFC migmatoperations while improving the global bandwidth utilization.
Finally, the used resources are released whenever migrations are completed. Note that a practical
implementation of the SFC migration schemes is used, which basically means that in addition to
ensuring service migratiothere was need to alsguaranteepredetermined order of SFC components

and their respective network and system dependencies. The presented process allowsAhagBint

to learn how to attribute optimal/neaoptimal bandwidth alues over time through the TE module. It
should be also noted that it is possible to replicate these offline trial and error achievements in other
environments, e.g., 5G networks, as the training and testing phases share the same input features and
output decisions.

Once obtaining preliminary results, the TE module shares its learned model with the Bandwidth
Allocator and Exploitation (BAE) module to minimize network resource utilization. Therefore, the
NBadzZ 6§aQ dzal oAf AlGe& OF ytothed ha@dcraftedbuiit&rpart, dedine@@0Y LI NA y
The SNA agent compares the learned policies against the handcrafted values; if both downtime and
total migration time of the SFC migration increase, the TE module will centire learning process

without reporting its current findings to the BAE module. Reversely, if the TE finished learning a fully
working model, the SM agent will use BAE to forward the accurate decisions to the MEC layer. Finally,
both TEand BAEusethie5 w[ ! f 32NAGKYA ¢NI AYySNJ 605! ¢0¢ Y2 RdzA
on the received inputs and delivers adequate bandwidth values.

The preliminary results demonstrate that both DQN and DDPG achieved better results compared to
the baseline solution.®m Figure34-a, it can be seen that DDPG is stable compared to DQN and
explores a broader range of actions during the training phase. However, it also indicates that in
convergence, DQN is selecting lower bandwidth values than the bhB&€l agent, i.e., 1,400 KBps.
Ba®d only on action selection, we cannot determine the best approach in terms of resource efficiency.
Thus, we extend our evaluation to cover downtime comparisofidare34-b, the DQNbased agent,

the DDP@&ased agent, and the baseline solution downtimes can be viewed in-th@sXwhile the Y

axis presents the downtime in seconds. The downtimes of vidlemaming container are larger when
compared to the blank contaér for all variants. The difference in these results is due to the additional
copies of the network connections status. It che alsoseen that the agent based on the DDPG
algorithm outperforms the remaining proposed approaches in terms of downtimeebthdbe DDP&
based agent is the only DRL algorithm which reached less thasemosd downtime when migrating
blank containers
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Figure34: Performance evaluatiof$9].

In the context of the XR applications, the amount of bandwidth used by the concurrent services is quite
large. Therefore, carefully reservinfpr service migrationsthe right amount of bandwidth that
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minimizes the downtime is important. Some components of XR services can be very large (e.g.,
terrainDB of UC3.2jnigrating such images should be done carefully due tanlmaberof consumed
resources such a migration egation entails,which can disturb many concurrent running XR services.

As such, a balance should be found between preserving the QoS of running XR services and minimizing
the transition time of the service migration while ensuring the continuous funatmof the XR service.
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7  Security & Privacy

CHARITY strongly focuses on the orchestration and scheduling of XR services, so it is crucial to analyse
the security and privacy challenges of delivering these servi®esurity and Privacy are different

words with different means. They complement each other. On one side, security is the set of
measurements to protect against the risks and loss of information. In another way, privacy is the right

to maintain the information protected.

The following sections discuge challenges inherent to using XR technology, the security and privacy
requirements of XR applications, and how CHARITY intends to explore th€&rdstsecurity model

and the specific Security as a Service Mechanisms to enforce the security of K&iapplwithin the
CHARITY framewark

Moreover, the following sections also present some Ciblative security challengescovering the
inevitable need for security at the micervices level and security in orchestration and scheduling
processesilt alsodiscusses the DevSecOps concepts as increasing relevant security aspects of the next
generation of XR applicationginally this section also presents the proposed approaches and
mechanisms considered for integration as part of the CHARITY framework.

7.1  Security of XR Applications, Zefdrust and Security as a Service

The progress of XR has significantly increased in the past years due to the advances in available XR
hardware (e.g., HMDs), the introduction of more capable sensors, and the advances intiogmpu
graphics technologies. ¥#ased applications, including AR and VR, combine thenesal with virtual

reality elements to support more immersive experiences in healthcare, education, and industry.
Nevertheless, it is of the utmost importance to undarsd the challenges of XR technology from a
security and privacy perspective. This technology presents new attack vectors that must be considered,
evaluated and adequately mitigated. Hence, in what follows, we first present the security challenges
inherent to XR applications and then discuss how the recent Zero Trust security model allows
addressing some of these challenges.

7.1.1 Security of XR Applications

In the same way as other applications, XR applications are susceptible to different kinds of classical
threats such as malware, DDoS or Maithe-Middle (MITM) attacks. Hence, the design of a
comprehensive security strategy should not put those threats aside. Nevertheless, it is relevant to
analyse XRpecific needs and challenges. XR applications typmallct and process large amounts

of sensitive data (e.g., user location, biometrics, medical data, unwanted information about private
spaces, and recording private conversations). For instanceba$l training class can reveal several
typesofsensi®@S RI Gl X tA1S GKS GNIAYSNDa adz2NNRdzyRAy 3 ¢
images from private spaces can reveal sensitive information about players in an AR game. This
information, for instance, can be used to understand when a potentigetais at home, posing a

danger if these images reach malicious people. Hence, the design of an XR system should consider such
an amount of potentially sensitive data. Unlike other traditional applications, XR applications involve
such an increased amounf data, which from a security perspective, poses a challenge to have the
proper way to process them in, ideally, rémhe. Latency, a significant constraint for XR applications,

is also a challenge from a security standpoint. Security approaches taitoredch latencysensitive
environments should not themselves require additional verification steps such as active network
filtering mechanisms) which would otherwise create a potentially more secure but lower perceived
QoE and ruin the expected immersieeperience.

According td71], XR applications neatie following list of security and privacy requirements:

1 Integrity: Stored and in transit data must not be tampered with or modified;
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1 Nonrepudiation: The responsible entity involved in any data operation must be identified
appropriately, thus avoiding the negation of the action;

Avalilability: An adversary should not be able to make the system unavailable;

Authorization, Authentication and Access ContrAll actions must be verified, ananly
authorized users or services should perfarperations

1 Confidentiality: Unauthorized users must not have access to confidential resources;
1 Unlinkability: An adversary must not be able to link and identify usersugh existing data.

Different approachesgxistfor each security and privacy requirement[Fi], the authorsproposed a
taxonomy with fivemain categories:Data Protection, Input Protection, Output Protection, User
Interfaces and Device Protectiqirigure35), which considers what security and privacy approaches
should protect In CHARITY, more than covering all, the main goalisderstand how some of them
can be leveraged and integrated within the overall notion of a more autonomous and intelligent
orchestration platform.

Security and Privacy
Approaches to Mixed Reality

| | | | |

Input Data Access Output Interaction Device
Protection Protection Protection Protection Protection

Passive Input Protection Protected Apgreps Output Reliability —
Aggregation put Keliability . Authentication
Protected Sharing .

Jear 3 — D, ecte - ering
User Input Protection Protected Processing Protected Rendering Physical Protection

Protected Collaboration

Adversarial Input Defenses Protected Storage Protected Displays

Figure35: Mapping security and Privacy approaches to XR applicdfiahs

Input Protection The category considers that XR applications could contain sensitive information and
focuses on ensuring the security and privacy of data entered into the XR application. Input protection
techniquesrelate to input santization (e.g., contexbased and videdased sanitization)They are

used to evaluate whether there is sensitive informatinnmages and videos entering the application.
The input protection mechanisms also seek to distinguish legitimate inputs freersatial inputs.

Data Access ProtectionComprises all the techniques used fwevent unauthorised users from
accessingdata in storagein transit and during the computatiorstage Data Access protection
approach can range from classical encrypi@sed techniques, which allow preserving the
confidentiality of data in rest or transit, to Homomorphic encryption schemes, which allow executing
some operations without needing to decrypt the data. Other techniques such/AasKymity and
differential privacyalso fall into this category to ensure the unnecessary leak of personally identifiable
information.

Output Protection This cwers the security and privacy aspedaf protecting data outputs. For
instance, output control policiesould provide a guideline for devices to know how to deal with
outputs from thirdparty applications. Likewise, Led3tivilege approache® prevent therendering

of unnecessary elements.

Interacting Potection: Encompasses the approaches used to protect collaborative interactions in a
multi-user environment. They establish boundaries and, for instance, provide confidentiality for
sensitive data in a shared context or nmpudiation to ensure the corrécidentification of
interactions.

Device ProtectionSecurity mechanismso ensureonly known and authorized users access the XR
devices. Hence, it primarily concerns the identifiability of users, and in a second stage, with the correct
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authorization and athentication. Device protection approaches include, for instance, secure
authentication mechanisms based on gestures, physiological characteristics or biometric information.

7.1.2 Zerotouch network and Service Management (ZSM)

In CloudNative environments, it is crucial @utomate detecting and mitigating network anomalies
intelligently. Moreover, since they are typically muiéinancy environments, a failure in a given
service/level can harm the rest of the environment. Progb®y ETSI, the Zetouch network and
Service Management (ZSM) specificat[@2] defines an Endo-End (E2E) management reference
architecture that aims to provide a more flexible and automated approach for E2E service
orchedration in multrkdomain deployments. ZSM specification addresses how a set of management
services (and their respective capabilities) can enable a more consistent and standardized method to
manage the entire lifeycle of services spanning over those md@imain scenarios. Indeed, ZSM
defines the concept of a Management Domain (MD) by encompassing the existing management
functions of each domain and an Integration Fabric to expose such capabilities and facilitate the
communication between service consumearsd producers.

Moreover, ZSM reference architecture includes an E2E Service Management Domain (and a Cross
Domain Integration Fabric) to support the overall E2E orchestration capabilities. Furthermore, ZSM
specification builds upon the principle of Clodedp management automatioand feedbackdriven
processes (e.g., OODA loop model) to realize fully automated (and intelligent) management
functionalities. Here, we discuss how security, a relevant concern within service orchestbatafits

from the sane principle and reasoning

7.1.3 Zero Trust Security Model

The previous section provided an overview of the secugtgted challenges and requirements of XR
applications. This section discusses how the concept of Zero Trust supports the implementation of such
security approaches. In the past, the traditional perimeter security model was based dnithddza i 6 dz
@ S Nappréagh. As long as components and equipment belong to a specific network or segmented
group, they are considered trustworthy. In such a modekwork segmentation, used to establish a

trust zone, was assumed to be sufficient. The focus was on whether or not to authorize access to
network segments through perimeter security mechanisms such as firewalls. The perimeter model can
protect against theats from outside but does not prevent unauthorized lateral movement. The implicit
perimeter trust model does also not fit the increasingly complex and dynamic cloud computing
environmentg[73].

In such environmentsjo defaulttrust should occurlnstead,adopting theprinciple of least privilege
(POLP)74] and the Zererust modelfor granting only the minimum required privileges, thus, limiting
the visibility andaccessibility of assets. Zetust model intends to prevent unauthorized lateral
movement as no implicithpr by defaulttrusted zones existMoreover, Zero Trust also intends to
provide a more granular and dynamic segmentation of the different resoufices even when
network traffic belonging to the same network should go through a validation prof&sis)

According to NIST, the Zero Trust architecture must follow the basic zero trust priri¢g@ledata,

assets and services are considered resources; should be secured communications regardless of
whether networks are considered enterprisavned or nonenterpriseowned; per session resource
access accesglependson multiple aspects including ghobservable state of the user, the service
requesting asset; no resource is inherently trusted, there is always an assessment for each access
request, which implies monitoring the integrity of the resourgés).

Figure36further illustrates the difference between the classical perimeter and Zero Trust models. The
perimeter model focuses on communications from outside the Local Area Network (LAN), assuming
the network is trusted.In the ZeroTrust model, the network is never trusted, each communication
should undergo an authentication processoreover, n a ServicdBased Architecture (SBA), security
policies should be enforced in all network communicationsuaen services (and containers).
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Figure36: Comparison between Perimeter Security Model and Zero Trust Model, adaptét from

Even thoughZero trust does not aim to replace the security perimeter model but complements it with
amore granular approach to enforcing security policies. Whilst zero trust often refers to authentication
and authorization policy enforcement, in CHARITY, we investigated the idea of having the means for
observing the various XR service components. Inofuittie means for continuous monitoring of all the
network traffic (i.e., both nortksouth and eastvest traffic) within a CloudNative environment. Such

a continuous evaluation of network traffic is relevant to timely detect cydaeacks (e.g., due to
compromised components or API abuses) and thus complements additional policy enforcement
A0NI 0S3IASay FdzZ FAftAy3d GKS T SNR GNHzaG 2dSNI ¢

7.1.4 Service Mesh

Service mesh is an increasingly widely used solution to address the challengemplex and
exponential relationships between componert7]. The service mesh concept has gained much
strength in achieving network and resource observability, a key feature within any -chdive
environment. For instance UBji Kimet al.[51] used Istio and Envoy for data collection and complete
visibility into infrastructure resources, network traffic and application behaviour in the environtnent

Service Mesh is an infrastructure layer for handling sertoeservice communication without
imposing changes on servicgd]. Service Meshes provide a more Cldative and comprehensive
strategy to control network traffic, apply distinct policies and cope with the complexity and dynamism
of service communications. Séice mesh addresses such challenges by shifting standard orchestration
related functions from the application logic to the infrastructure layer. The immediate benefit is
simplifying applications that would otherwise need to include them. Moreover, by atistg
standard functions to the infrastructure layer, we might envision a more standard approach to
implementing them.

In summary, service meshes provide the following key features:

1 Service Registry & discoverllechanisms used to facilitate the discovenyd registry of new
components and services.

1 Load balancingThe ability to balance network traffic depending on latency and infrastructure
health status.

30 https://goteleport.com/gravitational/images/diagrams/teleport/zertrust-vsfirewallsvpns.png
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9 Fault tolerance:The ability to redirect requests to an alternate instance when the origénal
not availableor degraded

9 Traffic monitoring: The ability to monitor all the network traffic and key metrics between the
mesh of microservices.

1 Encryption, Authentication and Access ControlDynamically encryptionof network
communicatiors on the fly Authorize and authenticate network communication between
services.

Although conceptually not restricted, the rise of service meshes emerged with -Gédive
applicationg78]. As shown ifrigure37, a service mesh is constituted of two planes: data and control
planes. The data plane comprises a set of proxies known as sidechrsatam into each microservice.

The sidecars are proxi#isat intermediate the communication with other proxies. The combination of
several proxies forms a mesh that intercepts the communication between microservices, meditating
and controlling all network communication and collecting telemetry. Together, @y complete
visibility over all microservice communications and can perform health checking, filtering, routing, load
balancing, service discovery, authentication, authorization, and collecting telemetry. The control plane
is responsible for the overatirchestration of the sidecar's behaviour. In comparison, the proxies
provide the capabilities to configure the components to collect telemetry, enabling observability and
applying routing traffic policies. The Service Mesh concept is used as an architegiproach to
enforce security policies on top of microservices network traffic.

Control
Plane Service Mesh Control Plane

Data Plane
East-West Traffic

Figure37: Data and Control planes of a Service Mésh

Although this approach has many benefitey require further investigationChandramoulet al.[79]
address this issue in a NIST publication and presents additional guidance on security solutions for
cloud-native environments, specifically, how prelgsed Service Mesh components can collectively
form a security infrastructure to support miciervices.

As discussed in several works, anomaly detection in GMatidze environments has new challenges

and relevanceHarlica[80] discussed this problem for detecting wlsed attacks on micrservices

using Kubernetes and Istio. Similarly[8d], the authors proposed an anomaly detection mechanism

in API traffic to improve its security in microseesenvironments. Characteristics such as bandwidth
and the number of consecutive requests were analysed, concluding that such a mechanism is more
accurate than a rubased anomaly detection mechanism. On the other hand, both works do not cover
automated nitigation of incidents (e.g., based on policies).

31 https://www.nginx.com/blog/whatis-a-servicemesh/
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Two essential widetysed tools that enable the service mesh concept are Istio and Envoy proxies.
Istic®? is a realization of an opesource Service Mesh platform enabling control of how microservices
share data between them. It comprises a set of layered distributed applications providing traffic
management, security and observability at the service mesh level. Istio exposes APIs to enforce access
control at mesh, namespace and service levels. As a rekalpaying policies over a Kubernetes
network, it becomes possible to configure security for service communications at the network and
application layers. Istio APIs support integration with other components, such as telemetry or policy
systems. Whereas, Envoy proxies bring the sidecar functionaliti€ Envoy provides builh
functionality to cope with challenges, such as retries, delays, circuit breakers and fault injection,
dynamic service discovery and load balancing, traffic management and routougitgeolicies and

rate limiting. Istio offers security advantages through strong identity, transparent TLS encryption,
robust policy, and authentication, authorization, and auditing (AAA) tools to protect services and data
exchanged between them. Howeveaxnother feature to highlight is its support for heterogeneous
environments, including VMs, Kubernetes and mdttinains settingln the ambit of this project, Istio

was used to deploy a Service Mesh in a Kubernetes environment to cahewetperimentalwork.

7.1.5 Policybased control

Not only is it a challenge to efficiently observe and understand, for instance, all the network traffic of
an environment, but it also is crucial to have the means to apply mitigation measures and security
policies effectively.One example of policy enforcement in a clenative environment is the

I NOKAGSOGdzZNE LINRtLaR[82RHt uses Istip 2Bominedawitti theSOpan Policy Agent
(OPA) to execute policieslthough this architecture gesents key ideas focused on the authorization

of communications through the defined policies, it does not present ways of detecting anomalies.

Open Policy Agent (OPA)is an open source, generplirpose policy engine that unifies the
implementation of pdicy enforcement procedures across IT environments, such as the ones involving
CloudNative applications. OPA enables decoupling policy decisions from policy enforcement. Hence,
distinct analytics mechanisms (e.g., AlHgtised orchestration functions) caupport the decision
process. In contrast, OPA aamiformisehow those decisions are specified and enforced. For instance,
whereas Istio can be used to support network traffic management, Istio policies are limited to
networks. On the other hand, OPA@alls a more comprehensive strategy to implement distinct
policies and have more control over deployments and containers. OPA was used with Istio to enforce
network policies on a Kubernetes environment as part of the experimental work.

7.1.6 Security as a ServigGECaaS)

In line with the underlying idea of CHARITY architecture as a more intelligent and autonomous
framework to address the orchestration challenges of the next generation of XR applications, this
section discusses the benefits of the Security & evice (SecaaS) model as an approach to support
the security and privacy requirements of XR applications.

From Identity and Access Management (IAM), Information Security, Network Security, Intrusion
Supervision or Encryptionthe SECaaS model brings numes benefits[83, 84] For XR applications,

the benefits are manifoldn XR, lte capability ttseamlesprocess altlata is paramount to achieving

the recommended security and privacy requirements. From computirignvagorithms capable of
processing video streams from HMDs and automatically flagging potential bystaedsitive
information up to the network security methods to detect anomalies and cyircks, SECaaS offers

an opportunity to incorporate such meanisms without design time intrusiofi®5].

32 https:/fistio.io/
33 https://www.envoyproxy.io/

34 https://www.openpolicyagent.org
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The SECaaS model is also a -efftient solution that allows nexgeneration developers and
application providers to shift the onus of security functions to infrastructure prosid€his way,
various security and privacy mechanismsuld be considered to take advantage of the hybrid
edge/cloud network, compute, and storage resoureesl the notion of closed loops to have more
autonomous and intelligent security coverage.

7.2  Cloud Natve Security Mechanisms

XR applications are moving toward&cro-servicesbased architectureand Edge/Cloud environments.
Despitethe benefits and flexibilitythe rise o CloudNative)micro-servicesbased architectures is not
without its challenges They arecomposed of numerous and dynamic components that need to
communicate and interact with each other. Hence, one of the biggest challendealing with the
exponential and complex relationship between all the moving parts forei@tud Native application.

In additionto the specificecurity and privacgliscussed in sectionl1.], it is cruciato understand how
the security of XR applicatiorfigs into (secure)CloudNative environments. XR applicatiohave
specifictraits such as the vast amount of involved data (e.g., audio/video}dtemcy requirements
or the multiuser and network bandwidthungry scenariosequiring tailored security mchanisms.

Thus, thefollowing section provides an overview of some of the security best practices and research
challengeghat focus onbringing security taloud environmentand how that supports the required
security of XR applicationsloreover,for each challenge, we discusandidate opersource enablers

that support their realizationFinally, this section provides an overview of the proposed security
mechanisms, including a proposal for an Autonomic and Cognitive Security Management Framework
for detecting and mitigating anomalies, the proposed approach for a @attve anomaly detection

and mitigation framework, and the conducted experiments.

CloudNative Securitysplits into four key levels, the €0+ f f SR & n /IN&isieéSecRrily: thef 2 dzR
security of Cloud, Clusters, Containers and Code security.

CloudDatacenter securityconcerns the security of the underlying infrastructure. Here, it is essential
to protectandcontrol, amongst others, the (network) access to the environment APIs, Cloud Provider
APIs, and infrastructure. Indee@Joud Environments rarely target a single user but rather a highly
complex multitenancy environment. Hence, it is crucial to gudee that only authorized people have
access to this environment and, consequently, access to some data or sérojper. authentication
andgranular authorizatiomplay a vital role in this.

Moreover, it is crucial to adopt the best practices and act etdiog to legislation, never forgetting that

a geographically distributed environment must comply with regulatory standards under industry
guidelines and local/national/international laws. For instance, in European Union, GDPR and the
ePrivacy directive enge that the involved actors and parties follow security and privacy best practices.
Cloud compliance ensures that cloud computing services meet compliance requirements being
valuable and necessary in the case of personal processing information. In thead resecurity
assessments, such as Kdtench, can be used to attest compliance by running automated tests.
Alternatively, InSpec also allows testing and auditing infrastructure (and applications).

Clustersecurityincludes the protection of the componendf the cluster, for instance, by leveraging

authentication and admission control mechanisms or network policies for controlling clusters, nodes,
and pod communications and operations. To help in accomplishing that, the Center for Internet
Security (ClIS3enchmarks provides guidelines for cybersecurity best practice recommendations for
configuring Kubernetes with the primary goal of providing tailored recommendations for Kubernetes

35 https://kubernetes.io/docs/concepts/secusi/overview/
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to improve security against threats. Then, tools such as #elpet° or InSpec allow the automation

of such security assessments. Kddench allows automating the implementation of CIS Benchmarks,
offering recommendation actions for detected issues. Similarly, InSpec allows the automation of
infrastructure testing, auditing ofgplications and policy conformance. InSpec compares the actual
state of the systems with the desired state, and whenever it detects deviations, it issues a report.
Likewise, Kub&unter®’, a vulnerability scanning tool, aims to increase the awarenessiaiflity of
security controls in Kubernetes environments.

Furthermore, CloudNative environments require continuous security, meaning it is not enough to
worry about security before the execution. It is equally important to pay attention to security glurin
the lifetime of the environment by analysing and monitoring, for instance, unauthorized access and
anomalous traffic. Even so, such security monitoring should not compromise the availability of the
applications, especially in XR, where such mechanismglégmot affect the already strict latency
requirements of XR applications. Finally, tools such as Zdli¥alcé® are pivotal in monitoring
many aspects of the Cloudative environment and XR applicatiorfsalco, a Cloutlative threat
detection enginerelies on monitoring Linux system calls in containers to flag unexpected behaviours
(e.g., privilege escalation events, suspicious read/writes to known directories). To accomplish that,
Falco uses a set of predefined rules. Similar, Curiefense is a-Rédwe tool capable of monitoring
HTTP API requests, allowing the detection of suspicious behaviours on HTTP traffic between
containers.

Containersecurity refers to implementing the best security practices to ensure containers are free
from vulnerabilitiesfor instance, by using signed and trustable images or avoiding running containers
as privileged usersContainer ulnerabilities may be due to incorremnfrastructure configurations,
vulnerabilities inherited from container base images the application code itselfTools like
Curiefensé& or Falcd! are fundamental for detecting and quickly reporting unexpecégqblication
runtime behaviours. Despite all the benefits of such tools, most existing tools mainly rely on the usage
of hardcoded rules, which might limit them to only known vulnerabilitidereover, XRspecific tools

that could help to detect XRpecific code and behavioural vulnerabilities are still an open challenge.

Codesecurityencompasses methods to automate the testing of source code for known security issues

or the automated verificaon of insecure thireparty libraries.In this regard, different tools can help

to automate the process and vulnerability search. Static Application Security Testing (SAST) tools, like
Checkmar¥, allow verifying source code against known harmful patetimat risk the security of
applications. Likewise, Dynamic Application Security Testing (DAST) tools OWASP Zed Attack Proxy
(ZAP®) can be used to dynamically assess the running behaviour of applications as an attacker would
do. Moreover, tools like Micnft Credential Scanner (CredScan) help identify credemtialed
vulnerabilities and leaks in source code and configuration files (e.g., default passwords, SQL connection

36 https://github.com/aquasecurity/kubebench
87 https://kube-hunter.aquasec.com/

38 https://www.zabbix.com/

39 https://falco.org/

40 https://www.curiefense.io/

41 https://falco.org/

42 https://checkmarx.com/

43 https://owasp.org/www-project-zap/
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strings or exposed private keytjkewise, tools such as WhiteSource Bait Back Ducf are pivotal
in searching for known vulnerabilities.

The following section provides an overview of the proposed security mechanisms, including a proposal
for an Autonomic and Cognitive Security Management Framewiorkdetecting and mitigating
anomalies.

7.2.1 Autonomic and Cognitive Security Management Framework

Modern applications are being designed into smaller, more manageable microservices for different
reasonssuch as portability, scalability, or reliabilipgnsideringhe CloudNative environnents. From

a security standpoint, such an emerging paradigm raises new, open challenges in managing the volume
and complexity of Cloudlative applications. As such, this demands intelligent and automated
solutions to lower the burden assigned to humans wranaging the security of Clotdative
applications. With the objective of autonomous security management that enables hierarchical end
to-end security selffnanagement resources in various domains, a framework that adheres to the key
design principles of I ZSM was proposed, as showrFigure38. This framework introduces Al
powered closedoops with different scopes, from node endto-end and interslice levelsThus, it
allows the rapid and effective detection and mitigation etarity threats close to the source, which
prevents their proliferation in the network.

! E2E Management Layer Domain Management Layer (Ran, T, cw, edge) |
E2E TSM 5 i TSM |
™ E2E Trust Manag, - Trust Manager | | MS
AE || E2E Sec. Policy & Sec. Policy & AEJ
SSLA Manager SSLA Manager -
ey = = I
Orchestrator Orchestrator

I
L

E2E Slice Manager
Sub-Slice Manager

v o] o] (& T

! | Cross-Domain E2E MANO Data Services

Data Services i MANO i !
{ ! i =
| . = | L

-----------------------------------------------

Integration Fabric

[
Cross-Domain Integration Fabric

Integration Fabric

TSM - Trust & Security Manager : SEM

MS — Monitoring System ' B MS [ AE ] E

AE - Analytics Engine : i
DE - Decision Engine | VNF/CNF/PNF U

ES - Enforcement Service I = L VIR | |
SEM - Security Element Manager

Figure38: Architecture of envisioned Autonomic and Cognitive Security Management fram@aprk

In this architecture, the closed loop is represented by four functions, Monitoring System (MS),
Analytics Engine (AE), Decision Engifi§ édd Enforcement Service (ES). ES allows triggering/updating
implementations of specific virtual security functions (VSFs), such as vFirewalld, vIDS, through the
management and orchestration platform (MANO). Each network function is associated withraySec
Element Manager (SEM) that will be responsible for managing security within its scope. As mentioned
earlier, cognitive resources are incorporated into closed lodps security analysis and decision

44 https://www.whitesourcesoftware.com/freedevelopertools/bolt/

45 https://www.blackducksoftware.com/
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making. FurthermoreAl/ML techniques can be impleanted in MS and ES to increase the cognitive
level of the environment

In order to have greater security and mitigation at different levels, multiple closed loops can be
O22NRAYIFGSR i RAFFSNByU tS@OStad ¢KSabSetudty LIA |
al yFr3SNE o0¢{ai0X 6KAOK O2YLINR&ASaA GKNBS TdzyOlAzy
t2f A08 IyR {{[! alyIr3SNEZ YR G¢NHza G al yl 3ISNE
designing, instantiating, and managing the runtinfedycle of circuits. The Security Policy & SSLA
Manager is responsible for coping with violations of SSLAs (Security Service Level Agreements) and
security policies defined by external entities. The Trust Manager is responsible for the continuous
assessmet of the reliability of the network services and associated circuits (this trust is calculated
based on the trust attributes specified in the Trust Level Agreement).

Based on this framework, some opsaurce solutions that enable zetouch security managment

in environments were analysed. A cleodtive architecture, based on stateless microservices
implemented as containers, is a technology recognized for being suitable for the cost efficiencies,
flexibility and scalability required in the operation anthnagement of environments. In this sense,

the concept of Platformasa-Service (PaaS) emergasa cloudnative architecture layer that allows
developers to implement, run and manage different applications without the complexity of configuring
and maintaning the cloud. In this followp, Kubernetes appears as a-fé&to standard for the
implementation and orchestration of applications in containers, which allows scalability, high
availability, and fault tolerance features.

For the implementation of thedbric Integration features, including facilitating interoperability and
communication between management services (within and between domains), Service Mesh solutions
such as Istio or Linkeftwere analysed, as well as an event streaming platform likekg#&afka. On

the one hand, the service mesh will allow the management of traffic between services while enhancing
security and observability. The event streaming platform will handle asynchronous communications
between applications and services. In aduiiti the use of the event streaming platform is also
important for security use cases, including monitoring, analysing and reacting to security threats in
reaktime. In this sense, the use of Istio and Kafka as candidates for Integration Fabric implenmentati
was considered.

In the context of management and orchestration platforms, Open Network Automation Platform
(ONAPY and Open Source MANO (OSMire highlighted. ONAP provides a framework for taak,
policy-driven orchestration, management and autotiza of network services and edge computing.

This platform includes different ecosystems, such as POLICY, CLAMP, DCAE, which together support
closedloop automation. POLICY provides policy creation and validation capability. CLAMP designs and
manages closgcontrol loops. DCAE (Data Collection, Analytics and Events) collects and analyses data.
On the other hand, OSM allows modelling and automating the life cycle of network functions, network
services and network slices, through MON and POL modules. MONdegemonitoring tools to
collect VNFs and infrastructure metrics. POL is a policy management module. Another tool to highlight
is Ansible, which allows productidevel automation in a cloudative environment, and as such,
allows increasing the automatio capabilities of NFVM and NFVO in the management and
orchestration of network functions and services.

From a monitoring point of view, some tools have already been mentioned in Section 5.1.2. Therefore,
in this context, a combination of Prometheus, Elestiarch, and Grafana was adopted in order to build
a more efficient monitoring system.

46 https://linkerd.io/
47 https://www.onap.org/

48 https://osm.etsi.org/
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To provide services in Al and analytics, Platform for Network Data Analytics (PAiVA\cumos Al
Platfornt® were analysed. The first is a scalable big data analytics platform for networks and services
that brings together multiple technologies (e.g., Kafka). PNDA was used to enablelolmzedntrol

for an ETSI NFV environment. In addition, ONAP is integth8ri@NDA as part of the DCAE to provide

its analysis services to the ecosystem. On the other hand, Acumus Al Platform allows you to create,
share and deploy AI/ML models, capable of packaging ML models into microservices in portable
O2y Ul AYSNE®/ 1Y GROUWWNSHE Aad RSOSt2LISR (G2 AydSanN
to the ONAP DCAE.

Through these opesource solutions, the architecture representedHigure39was designed. In such

a configuration, Kubernetes can act as VIM and CISM. NSMF, NSSMF, NFVO and NFVM functions can
be provided by ONAP or OSM. Regarding the closed loop, MS and AE functions can be implemented
using the MON and DCAE modules of OSM @N&\P, respectively, or directly using ogsurce
monitoring tools (e.g., Prometheus and ELK) and analytics platforms (e.g., example, PNDA and
Accumos). Integration Fabric will collaborate with management functions deployed as services through
the combindion of features from Istio and Kafka. In turn, through Envoy sidecar proxies, the
management functions are connected to form a service mesh managed by Istio. Synchronous
communication between services can be enabled via Istio, while asynchronous comtionniea be
performed via Kafka.
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Figure39: Architecture of the framework with the enablers and t486.

7.2.2 Cloud Native Anomaly Detection and Mitigation

As discussed before in secti@r, the recent shift of modern applications to highly distributed and
dynamic CloueNative environments and the growing volume of heterogeneous communications
resulting from ths shift increases the complexity of managing securibdeed, CloueNative
applications demandailored security measureso protect their microservices, which can span
multiple domains.

According to these challenges, a highBeded securitynechanism consists of a secuffycused
analytics service offered as part of the overall managed functions of the CHARITY framework. Such a
service constitutes m essentialbuilding block in the overall security and privacy strategy for XR
applications.Quch an integrated service & the utmost importance, for instance, to enable various

49 http://pnda.io/

50 https://www.acumos.org/
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processing mechanism®.g., anomahdetection algorithms)n a more efficient and scalable way.
Numerous scenariogequire security such as the redlme video processg of surrounding
environments captured by the XR HMDs to find bystarsdersitive information. Likewisas initially
investigated, such a service can also be used to detect network traffic anomalies

Figure 40 illustrates how the preliminary SECaaSerbte architecture maps into the overall CHARITY
architecture and the initial mapping of the surveyed open sources for each component focused on the
network anomaly detection problem
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Figure40: Mapping opersource enablefor network security in CHARITY architecture.

The proposed network anomaly service builds upon closed loops, as described in the ETSI ZSM
specification, to implement an autonomous and intelligent process of detecting and reacting to
network security issues. tomprisesthe monitoring agentsan analyticsccomponent, and a policy
engine. More, it leverages the concept of a Service Mesh and sidecars as strategically placed elements
to extract network data and enforce security policies.

The Istio/Envoy paiwere partof the initial experimental works. Istiprovidedtraffic management
capabilities (e.g., ingress traffic contralld Envoythe sidecas functionalities Service Mesh makes it
possible to support the collection of network data and the application of netveecurity policies
without changingthe servicego be monitored Open Policy Agent (OPA) walso tested as a more
decoupled and forwardooking alternative to enforce and firgontrol distinct security policies at
different levels of a Cloubtllative enironment. For network traffic, instead of solely relying on Envoy

FYR LaAGA2 FALGSNAYI OFLIOATAGASAS |y 9y@2eQa OE

network authorization decision to OPA. In the initial scenario, the analysis ammpdincluded the
usage of NFStreathto aggregate and extract features from network packets antachine learning
based network classificatiomodelto classify network packets into normal or anomalous traffic. The
output of such classificatiosupported the decision afthether the network communication should be
blocked.

Additional security toolgxplicitly tailored for Cloud Native environments Wi further investigated.

Falco will be considered for detecting malicious activity attempts and signbfased CVE exploits as

an input for the Analytics Engines (AE). kblumter will be consideretb provideinformation onthe
cluster's vulnerabilitiesand whether pods are vulnerable KubeBench will be assessed for the
automation of security CIS Benchmark tests in a Kubernetes cluster. Finally, the monitoring system

51 https://www.nfstream.org/
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Prometheus and Grafana will be further evaluated as pivotal tools for collecting tye@iated
metrics and logandfeedingthe AE (Analytics Engine) and oti@ARIT¥omponents.

The proposed analytics service takes inspiration from the climmol pattern and OODA loop model,

as discussed in the ZSM framework, to intelligently enfoneeapplication of network security policies
based on network metricgigure41 depicts the intermediate functions which correspond to the steps

of the OODA loop modelData Collection (Observe), Analytics (Orient), Intelligence (Decide),
Orchestration & Control (Act). The first is responsible for observing network traffic from the underlying
CloudNative environment. The Analytics function allows the detection of ari@®man previously
collected and observed data through ML (Machine Learning) mechanisms. The Intelligence function
makes decisions for mitigating anomalies (e.g., blocking network traffic vaiéintacularorigin) based

on input received from Analytics.riilly, the Orchestration & Control function apgsthe measures
decided to mitigate the anomaly, control the communication of microservices, and avoid dangerous
situations quickly and efficiently.

or : - 1]
| ntrof
\ ame

Figure41: Network anomaly detean and mitigation functions mapped into OODA loop and chiseul
pattern.

OODA model can be applied at a security level to detect network anomalies and implement mitigation
mechanisms. Thus, it becomes possible to manage the lifecycle of resources onsistently,
encompassing scenarios from various domains, as in Cloud Native environments. This model can be
used together with other specified approaches tat@mate anomaly detection and mitigation.
Through Service Mesh, it is possible to obtain the seagy network observability to detect network
anomalies through Machine Learnitm mitigate possible cyber threats (e.g., application of network
policies at the Service Mesh level).

One possible architecture for this implementation would be the one representédguare42. One of

the critical components of this architecture is the Collection agémat allows the capture of network
traffic for later delivery (as part of the Data Collection function) to the AICO (Analytics Intelligence
Control and Orchestration)in turn, AICO processhe data and analysé for possible anomaly
detections (as parbf the Analytics function), decide the next steps for its mitigation (as part of the
Intelligence function) and imposdhe necessary changes (as part of the Control & Orchestration
function).
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Figure42: Reference architecture tife proposed framework.

AICO is a component implemented centrally and separately from galatide applications, unlike
collection agents that musbe alongside them. In addition, the edge of the mesko requires a
collection agenb allow protection agmst external threatsMicroservicelevel collection agentiave
only visibility into internal traffic and & such, theycannot provide adequate security for external
traffic. The collection agent at the edge brings observability over nsailith traffic.

In this approach, there are some security aspects to consider, such as:

1 Separation of concernsAdoptingdecoupled closedbop functions in different components
possible. Howevethis causeincreased network traffic between components, which requires
additional resources to support these communications.

1 Data Collection Another possible approach would lbedirecting network traffic directly to
the AICO component at the fabric levélowever a more complex network configuration
would be required. The same case would applgttending the functionalitpf sidecar proxies
to allow access to traffic data, which requires complex configurations since the metrics
reported by sidecars may not evanclude all the information contained in the network
packets. Also, using an additional sidecar proxy for this situation would increase the processing
delay. Another alternative could beonfiguring! L/ h G2 dzaS (GKS y2RSQa
However, thissiolates the isolated nature of containers, which would pose a security risk (e.g.,
in multi-tenancy scenarios).

1 Northboundsouthbound traffic- Typically, microservices are exposed only internally, and
external trafficgoesthrough a load balancer at the edge of the mesh, which presents a single
input. However, when network packetm through ingress, the source IP address is replaced
by the ingress address, which makes microseragel protection from external traffic
impossible.The collection agent placed on the ingress makes it possible to capture these
packetsand preserve the source IPs

1 Analytics function must allow the detection of anomalies comprehensively enough to deal with
the vulnerabilities of each service, igh may meanhandling multiple algorithms. One
algorithm may not be able to detect all anomalies, but multiple algorithms increase the
detection rate.
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An experimental case was carried out in the context of CHARITY research activities to test this
approach,where Kubernetes was used to implement the infrastructure to support the Gkative
environment, Istio and Envoy proxies for the use of the Service Mesh corloeftiat regard, a

LJdzo £ A O G A Pyd-N&tiyelntelfiger§ Aondaly Detection and Mjitioré is under preparation.

L &dA 2-0fdhe-bax dziiecurity mechanisms (authorization, authentication, and certificate
management) do not broadly cover security vulnerabilities in modern G\attve environmentsAs

such, OPAvas alsaused alongside Igt to ensure enhanced security. OPA offerma@re remarkable

set of features (e.g., admission control and container security), which significantly increases the level
of protection of the environment.

Thereferenceapplicationunder protectionused in theexperimentdancludes an MQTT message broker
component, handling sensitive data over the Ne8buth (with the external 10T devices) and East
West (between internal components) network traffic. This component posggréficantsecurity risk

as an attack g@ainst such a service can compromise communication between loT devices and lead to
sensitive information leakageBigure43 depicts thepracticaluse case scenario.

vy wetcaid
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Figure43: Experimerdl Use Case scenario.

ADoS attack against the message brokes generated to evaluatihe architecture's behaviour and
reaction Figure44 shows the evolution of TCP connection to the message broker. The Collection agent
captured and stored the network packets, which were later submitted to atnaieed ML model

(using Randonfrorest). Through the analysis, it is possible to see that an anomaly was detécted
blocking policy for the offending IP address was registered to mitigate the anomaly using the OPA REST
APIL.Subsequently, it was verified that the trafficas blocked sincencoming connections from the
respective IP address started to be rejected.
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Figured4: Evolution of TCP connections registered in the message broker.

Using the discussed opeource enablers madeiossible to conclude that thrési.can be effectively
stoppedwith the proposed approach.

7.3 Security Aware Orchestration

Orchestration and scheduling of XR services form the core of the CHARITY architecture. Thus, it is
important to enclose security for enb-end service delivery. Apart frothe default security of the
application (Section 7.1), we plan to achieve secumeti@stration. We assume the application is built

of modular tasksand the tasks are composed of several functions.

7.3.1 Microservice security

Tasks are deployed as microservices, and an important step is to see whether the containers are
secure.Adversaries \ith access to a container (running inside a host that is part of a large cluster)
might be able toexploit vulnerabilities at different layers to conduct powerful atta¢gg., Remote

Code Execution (RCE) attacksyong those vulnerabilities, those tharget the OS kernel of the host

where the (malicious) container resides are the most dangerous. Adversaries who send maliciously
crafted syscalls can trigger memory leaks, write arbitrary contents into shared files with the host or
gain elevated privilegein the host (among others). One prominent example is the weakness found in
the waitid system call, which allowed adversaries to run a privilege escalation attack to gain access to
the host. The fundamental reason why this type of attack exssthat containers have too many
capabilities enabled by default. Several Linux kernel security modules, such as AppArmor and SELinux,
have been released to restrict the capabilities of containers. Yet, none of these modules tackles the
fundamental questionofhowt YA YAYAAS GKS O2ydFAySNBRQ OF LJ 0Af

To tackle this, we are designing a tool that automatically finds the minimum set of capabilities that
containers need for executing their applications correctly while minimising their interactions with the
OS kernelWe hypothesisehat the fewer capabilities containers have, the harder it will be for

I ROSNEIFINASAE (2 OFNNE 2dzi FaGdFOl1a F3arAayad GKS Kz

1 Be sufficiently generic that it can be applied to any type of iappibn or container (i.e., not
only Docker).

Accurately and efficiently characterise the syscall patterns of containerised applications.

Satisfy the previous two requirements while preventing cloud providers from inferring any
information about applicatios from their syscall patterns.

We will integrate this tool with the orchestrator for both static and dynamic analysis of the
microservices while executing the task. This would enable the CH&RbVEYhuchmore secure and
pawe the way for secured muHienant deployments.
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7.3.2 Secured Orchestration and Scheduling

The second most important thing is $@cure communication between the learning module (section

3.2) and the applicatianiWe achieve this by enabling netwetidpology obfuscation using EqualNet.
DisthA 6 dzi SR 5SyAlf 2F {SNBWAOS 6552{0 FGidlIO01a O2yai
prominent examplas Link Flooding Attacks, which aim to disrupt the network connectivity of as many
users as possible by congesting network links. More @&tely, adversaries aim to inject a large

number of flows sahat they all traverse a set of core network links at once (to overload them).
Noticeably, adversaries can use leslume, separate flows that are indistinguishable froegular

traffic, making itdifficult for network operators to develop defences to protect against Link Flooding
Attacks (LFAS).

According to Meier et a[87], performingLFA against an arbitrary link without any knowledge of the
network topology requires five times more flows thashen the adversary possesses this information.
Equally, the number of flows needed to perform BFA against a target link lisgher when the
topology is uknown. Indeed knowledge of the network topology is an important prerequisite for
executingsuch attackseffectively, efficiently and stealthilyThis has important implications for
adversaries, as their goal is always to cause significanaganvhile minimising the cost of their
attacks (i.e., the number of flows they have to create) and the chances of being detected.

Intuitively, one could think that keeping the network topology confidential would be an effective
mechanism to increase the soof performingsuccessful LFAs. Note that this type of defence would
FfA3IYy ¢Sttt 6A0GK G2RIFeéQa LYGSNYySaG {SNIBAOS t NBROJA
confidential). Unfortunately, researchers have demonstrated that existing-frating tools (e.g.,
traceroute) can be usedmaliciousl¢ 12 A Y FSNJ LINSOA2dzat & dzy,|ngldliagy L {t
their forwarding behaviour and tracing flow distributions (i.e., the number of traceroute flows received

08 St OK N dzi S beDithechnyes sppafeht d& advershri®s/will apply these techniques

to carry out more efficient and effective LFAs.

Over the last few years, researchers have proposed several proactive countermeasures against LFAs
which mitigate such attacks by exposingigual (false) network topology that conceals potential
bottleneck links and nodes while in some cases also attempting to maintain the utility of the
information provided by path tracing tool$Ve began byanalysng three stateof-the-art proactive

network obfuscation defences, namely NetHi#¥]> ¢ NI & a I NB [88fiand LinkB&if89]. & 2 f dzii
This resulted in the identification of four common weaknesses whiclibearsed to significantly lower

the security and utility of the virtual topologies they expose.

Motivated by the weaknesses we found in previous work, we proposed and implemented EqualNet, a
secure and practical proactive defence for ldegn network topobgy obfuscation that alleviates LFAs
within a single network domain. The fundamental idea behind EqualNet is to equalise tracing flow
distributions over nodes and links so that adversadasnotdistinguish which of them are the most
important ones, thussignificantly increasing the cost of performing LFAs. Meanwhile, EqualNet
preserves subnet information, helping network operators who use path tracing tools to debug their
networks. To demonstrate its feasibility, we implemented a full prototype of itguSioftwareDefined
Networking (SDN) and performed extensive evaluations both in software and hardware. Our results
show that EqualNet is effective at equalising the tracing flow distributions of small, medium and large
networks even when only a small nuntbef routers within the network support SDN. Finally, we
proved the security of EqualNet undeariousattacks.

7.4 Security in the Software XR Application
The utilities made available by CHARITY for XR Application developprsramelyincluded in the XR

Application Management Framework (Sect®)n Security isanceptually part of that lifecycleHence
the functionalities described in the current paragraph might be implemented in the AMF.
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Nevertheless, we treat them as a specific sesexfurityrelated capabilities and give a short overview
in this section

Seveal open security assurance tools and software packages can potentially be part of a DevSecOps
cycle for XR Application Developers. Their selection withddeat a later stage, based on aspects like
license type, capabilities, open project activity andtuarity, documentation and possibility to be
extended. At the moment, we can outline the main areas thataocandidate to be included ithe
CHARITY DevSecOps cycle:

9 Static Application Security Testing (SAST)

This step performs a static (applicatondBS a i v a0OFy 2F Fy FLILIX AOFGAz2Y
the general code quality and detect potential security vulnerabilities. This technique is limited to the
application code and does not seek environment or time-related vulnerabilities. Issuesrea
detected at the early stages of the software development life gyelducing the overall impact and

the cost of mitigation. SAST capabilities in CHARITY, if provided, might very likely be made available as
seltstanding services, not fully integratedtivthe general CI/CD pitiee that is supposed to be fed

by wrappedup images rather than source code (see sec8pn

i Static container image securitgsting

The container images of application microservice components are statically sgas@adhing for
known vulnerabilities, typically by parsing through image packages or other dependencies.

Automated static application testing combined with contaimesting techniques allow the detection

of a broad range of different vulnerabilities. They can be tightly integrated with the basic DevOps
pipeline or put aside as an additional set of tools. A decision on this point will be taken at a later stage
of the project.

Regarding the security aspects for the Application Management Framework, a centralized
Authentication and Authorization mechanism based on @genlDconnect? protocol (an identity
layer on top of the OAuth 2°®protocol, the industrystandardfor authorization) has been adopted.

The Authentication and Authorization layer ensures that all the access to resources provided by the
portal and by the backend components are made by users or services which have proper permissions.
For both end users ahautomated services, a roleased policy is enforced and checked at every
request leveraging a centralized component which denies access whenever a condition is not met.
Keycloak, supported by Red Hat, is the ogenrce framework selected and adopted fhe AMF. By
configuring proper realms anavithin them, specific roles, policies and permissions, it is possible to
specifyfine-grained rules for the endpoints exposed by the system both for external (intexmased)
endpoints and for internal (also sgce-to-services) ones.

All the systems and frameworks participating in the AMF ecosystem (the Harbor container registry,
Spring Boot microservices, the Jenkins CI/CD orchestration engine) have been integrated with Keycloak
and inherit the same access mi¢s defined there.

52 https://openid.net/connect/

53 https://oauth.net/2/
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8 XR Application management framework

The CHARITY project aims to put in place a technological platform which deals with XR applications
(AR, VR and Holography based applications): XR applications will be provided wiittefylted edge
computing solutions offering high performance, lower latency, scalability and security. The realization
of this vision is empowered by the most recent technologies and by a new way to rethink standard
models. This journey begins by offeritagNext Generation Application Developers (NextGen) a set of
services and tools to be used to speed up release rates, reduce costs, and mitigate risks throughout
the development process. In CHARITY, a DevOps/ Continuous Integration/Continuous DelaBjy (Cl
concept will be adopted and integrated into an Application Management Framework (AMF), offering
to NextGen developers an environment for rapid design, testing and integration of highly interactive
and collaborative nexgjeneration services. As partibiis toolset, NextGen developers will be offered
functions to design and manage, at design time, network slice blueprints.

The AMF framework can be considered an entry point for XR application developers, from which they
shape and manage their XR servitgough a portal named Application Management Portal (AMP),

they can start their CHARITY lifecycle. In CHARITY, NextGen developers are the owners of Use Cases
who, through AMP functionalities, will take advantage of the service enablers provided by GHARIT
and will validate the results through their targeted demonstratétigiure45 depictsthe CHARITY high

level architecture, in which the AMF framework is highlighted.

Interaction with Network Service Orchestrator will be implemented in a loosely coupled way. At the
moment, the candidate mechanisms are message queue publish/subscribe modelefgipiting
Apache Kafka) or REST APIs.
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Figured5: CHARITY High Level Architecfaseinitially envisioned in the description of work).

The full functioml definition of the AMF is still in progress and might have evolutions in the coming
phase. We outline the current vision tie provided functions, distinguishing between CHARITY
specific slice blueprint management and other application composition inmst

Regardingpplication composition:

1 Use cases applicatioregistration/onboarding by using available tools for a CI/CD chain
whereverpossible

91 Definition of application model (templates describing the different application bricks and their
interconnection).
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1 Whenever possible, validation of composed applications in a dedicated environment. This
strongly depends on the technological requirements of the applications: in some cases, it may
not be possible to set up a validation runtime, efgpr components requiring dedicated
hardware (e.g.specific GPU models), or high demand in physical resaurces

1 Management of dynamic changes to the application model.

Registration/onboarding consists in the possibility, for NextGen developer, to upleadpifiication
components, packaged as virtual machine or container images (aka artifacts), in a repository where
they can univocally be registered with an abstract description of the artifact itself (eventually guided
by GUI). A normal input for a Cl/Cathis the source code for which Cl is a consistent and automated
way to build, package, and test it: in CHARITY, the input is however expected to be wrapped up in VNF
or CNF images (VMs or containers). After the onboarding process, the artifact is lavaildhiagged

in the artifact repository.

Whenever possible, each described artifact (that will need to be validated internally through unit and
E2E tests before being uploaded into tB&IARITYepository) will be validated with tests, possibly
along withnative CHARITY components. Validation should be done in a test environment e.g.

9 via single component smoke test run (if provided by NextGen Application Developers)

9 if possible in terms of resource requirements, via integration 4gsbvided by NextGen
Application Developers, running with CHARITY components (mocks or full)

9 via a security scan

For a registered and validated artifact, the owner can request to deploy, renew the deployment with
a new version, and to decommission the fati. The same request can be also issued
programmatically by a device, for the use cases that require a more dynamic activation mechanism. In
this case, if the request is triggered by an arsgér device (e.g., a customer of an organization providing
the XR Application), it will be mediated by a proxy owned by the same organization, which will present
the request on behalf of the end user with the organizaf@ifARITauthentication credentiald-igure

46 represents the abowenentioned interactions allowed to the XR Developer for the definition and
management of the developed artifacts.

sarding Ma rement

requests to deploy an artifact
Describes the artifact

Uploads the artifact w

Validates the artifact NextGen Develope
requests to decommission an artifact

Figure46: Developer@Activities

After the NextGen Application Developer decides to deploy/decommission an artifact, the Application
Management Framework alerts orchestration components that an artifact is ready to be deployed
renewed/decommissioned. Mechanisms will be investigated tspastime deployment parameters

not included in the abstract application model e.g., decation parameters. The interface between
AMF and Network Service Orchestrator is expected to be either based on a message queue
mechanism, e.g., Apache Kafka ordthen REST API calliggure47 depicts the higHevel deployment
sequence.
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deployment_request(transaction id)
artifactid,
application model id,
runtime params)

deployment_request(transaction id)
artifactid,
application model id,
runtime params)

getapplication model by id

getartifact by id

deployment_response(transaction id,

L esponse
deployment_response(transaction id, rese )

response)

Figure47: Deployment sequence

In terms of blueprint managementhe following functions will be provided:

1 Designing from scratch or via copya blueprint as a composition of Network Services, with
WP3 artifacts-as VNF, virtual links, connection endpoints; the slice blueprint might or not
include also bare metal frastructure element descriptors as PNFs.

1 Registering, modifying, validating and storing abstract blueprints

NextGen application developers can choose, picking in the AMP GUI, all the needed elements to
compose the desired Network Service but not its actuation: VNFs, Virtual links between elements,
ALISOATFAO ySis2N] &aSNIAOS 0 NRedvice\eyiabling aftifacdsZpRWdgd = & |
by CHARITY platform. Selected abstract objects will be collected and will represent inputs for the
design tools whose outputs will be network slice blueprints. AMF stores such blueprints in a NSL
catalogue (XR ServicuBprint Templates Repository) that can be accessed by the orchestration layer
(seeFigure48).

XR Service Blueprint

XR Service
Provider/Developer

Templates
Repository

<+

\(

’ XR service
blueprint

Orchestrator

k.
Vv

4

Figure48: AMF and networklueprints

Blueprints do not contain runtime objects or artifacts; they contain an abstract definition of the
network service: for example, each time a NS Admin request for an encoding service is received, the
ALISOAFAO of dzSLINR y (y &fSIYILE NEI SSyAFHA yaSS ydik FG2 G NIayliaNg 2 N
into a detailed blueprint containing reference to the encoding software version and so on. The detailed
blueprint is represented in a TOSCA compliant format and is then consumed by the Network
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Orclestrator. In this sense, the network slice blueprint created by the AMF can be comparable with a
Network Service Descriptor according to the ETSI MANO specification.

Regarding the components that will build up the CI/CD pipeline, they will be selectedgtgfamong
available, widely recognized open tools (e.g., Jen&imbAnchore). The exact specification of the
pipeline elements will be nailed down once the detailed design of the pipeline steps will be completed.

The multicloud perspective adds degreeof complexity since its not feasible to use the basic
Prometheus visualization and alerting tools. TR#ARITYproject contemplates a dispersed
architecture between different cloud domains for the applications deployed to achieve its best
performance.Therefore, we must create adapted tools that collect and display only the data that
affects the microservices of each application, as explaineduimsection 5.1.4 on Monitoring
architecture.

8.1 XR Application Management Framework Architecture

The AMF relies on the architectural components depictefigure49 and described in the following:

AA layer
£o3 OAK
| |
XR Service Exposure cortzl XR Blueprint Template
Repository HTML Repository
(35 HARBOR E 1] mongoDB
React JS g

ANGULARIS

VNF Image
microservice

spring

boot

TOSCA
translator
microservice

Blueprint
microservice

spring

boot

& python

Figure49: Architectural components of the X¥plicationManagement Framework

1 The WEB Portal acts as the entry point to tdARIT@latform for end users (typically XR
developers), enabling them to upload into the platform the software artifacts representing the
building blocks of their applications, and to define an application model (Blueprint Template)
for the application itself.The model defines which building blocks (VNFs) compose the
application, how they are interrelated in terms of connectivity, and the requirements in term
of resource needs, hardware constraints and service level expected. All these pieces of
information areneeded by the Orchestration and Monitoring layers to deploy the application
on the most suitable runtime and to enable the monitoring of the relevant QoS parameters. In
addition, the Portal also enables an end user of @#ARITi¥latform (an XR Servicedeloper
or administrator) to trigger a deployment request for a specific Blueprint. This functionality is
also offered via REST API endpoints, to allow madbimeachine activation for the use cases
that require automated workflow of deployments on behaf an end user, started by a device
(in this case, the request will be mediated by a proxy owned by the same organization offering
the XR Application).
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i The XR Service Enabler repository is the component responsible for storing and making
available the VN images developed and packaged by the XR Service developgbesfarm
of container or virtual machine images. Images can be uploaded to the repository by the
developers, tagged and enriched with metadata. Such images can be referdediing the
editing of an application Blueprint template.

1 The XR Service Blueprint Template repository is the component responsible for the storage,
versioning and access of the application Blueprint Templates created by the XR developers.

1 The backend microservices are tt@mponents implementing the business logic of the Portal.
Each microservice is specific for a set of functionalities provided by the user interface.
Currently, two microservicehave been implemented, for the interaction with the XR Service
Enabler reposory and with the XR Blueprint Template repository. An additional microservice
is planned, dedicated to the translation at runtime or a upon request of a blueprint template
into the TOSCA representation expected by the orchestration layer.

1 The TOSCA Modslthe model that allows to define an application Blueprint Template through
a TOSG#&ompliant representation. Being compliant to an official standard supported by the
ETSI Mano specification is critical not only from the technical viewpoint, but also for
dissemination purposes, @&sallows to use a language shared and understood by the scientific
community.

1 The TOSCA Translator is a component that converts, upon a deployment request, the
representation of the application Blueprint created by thedéeReloper from the AMF internal
format (30N into the TOSCA format defined IBHARITY

1 The Authentication and Authorization layer enssitieat all the access to resources provided
by the portal and by the backend components are made by users or semha@shave proper
permissions. For both end users and automated services, ébeded policy is enforced and
checked at every request leveraging a centralized component which denies access whenever
a condition is not met.

8.2 XR Application Management FramewoPortal

The Portal has been designed with extensibility and separation of roles in mind. Due to the large
number of services and components envisioned for @#ARITYlatform, the Portal architecture
leaves space for any additional functionality madeimgependent development teams, each one
responsible for specific areas of the platform.

To provide this level of flexibility and independence, the Portal adopts the Micro Frontend
architecturé* paradigm. With Micro Frontends, the visualization layer (W) is composed by a
shared main application (Web App Shell) which acts just as a placeholder for views defined and
managed by independent applications. As shownFigure 50, this paradigm allows different
development teams to work in parallel, implementing their pipelines independently and in a
technologyagnostic way and to integrate seamlessly the visualization of their services in the GUI,
without the support of teams dedicated to the GUI layer.

54 https://micro-frontends.org/
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Figure50: How a Micro frontend architecture enables independent end to end development woB&lows

To implement theCHARITMicro Frontend architecture, a set of tools and technolodiased on Html
and JavaScript have been selectEay(re51), namely:

1 AngularJS 12 for the visualization layer

1 Webpack 5, a static module bundler for modern JavaSapglications, specifically the
Webpack5 Module Federation functionality, which allows forming a single application by the
composition of several separate builds. These separate builds should not have dependencies
between each other, so they can be deveddpand deployed individually.

Angular
vi2

Module Federation

Figure51: Technologies allowing Micro Frontend€iHARITY

In the following we show, with the help of screenshots, the AMF Portal functionalities implemented so
far.

The entry point to theplatform is the Login pagé-igure52). From the end user standpoint, the login
mask is a typical form requiring user and password for entering the pdnideed, the login is not
directly implemented into the Portal, but is delegated to the external Authentication and Authorization
system (subsection 7.4) which krows about users, services, roles and the related assignments
according to the openitonnectprotocol.

Every call to an XR AMF endpoint, comprising invocations coming from and to the backend
microservices, must contain a token returned by the external égpeonnect authenticator. Such

55 Picture taken fromhttps://www.trendmicro.com/it_it/devops/21/h/micrefrontend-guide-technicalintegrations.html
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token is selcontained, meaning that it contains, among many pieces of information, also declarations
about the roles of the callers.

CHARITY-FE

Sign in to your account

Figure52: Login page mediated from the operidnnect authenticéon provider

For users with role properly configured, the login will provide a token that allows access to the portal
GUI sections for the management of VNFs and creation and management of Bluéfurtiiermore

the operations performed by the Portahdehalf of the user towards the backend services are checked
against the roles of the end user and are filtered accordingly.

Once a successful authentication is performed, the user is redirected to the AMF GUI landing page,
which is currently offering theétal yI 3S +bC LYl 3Saé¢ |yR ab{ . f dzS
functionalities Figures3).

Figureb53: Landing page for an XR Developer
Thedal yI3S +bC LYF3Saé¢ FINBI lft26a I RSOSt2LISNI 0

9 List Figureb4) the VNF images available in the system (private to the developer or public for
their organization)

Copyright © 2021 2022 CHARITY Consortium Parties Pagel02of 128


































































